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Abstract: This paper reports our experiences with extending Interface
Automaton (IA) with shared variables by lifting IA’s intuitive notion of refine-
ment and compositionality to shared variables. Although there are existing
works that introduce shared variables to IA, they typically support a very re-
stricted notion of sharing, e.g., the value of a shared variable is only defined
for the duration of an atomic operation, with no ability to persist values for
subsequent operations.

When attempting to formulate the semantics of shared variables that could
persist their values across operations, we encountered numerous challenges
when defining a notion of refinement that respected compositionality. We
conjecture that, even for a basic notion of variable persistence, concurrent
shared variable accesses between automata create a tight data dependency
that prevents a compositional reasoning. We discuss the generality of this
negative result in relation to other concurrency theories.
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1 Introduction

1 Introduction

Modern concurrent software systems range from multi-threaded programs on multi-core
embedded processors, through to web services hosted on geographically distributed servers,
that need to access a range of shared resources to fulfil their capabilities, e.g., program mem-
ory, files, peripherals, databases, or other web services. The operational behaviour for such
a wide range of systems can be modelled using automata, such as State Machines (SMs),
running concurrently. SM-based modelling languages and tools include UML State Ma-
chines [1], MATLAB Stateflow 2], SCADE State Machines [3], Modelica State Machines [4],
and KIELER SCCharts [5]. A SM captures a software component and its interaction with
the environment, its computation steps triggered by actions, and its possible execution
states. While SMs can communicate by synchronising their computation steps over shared
actions, SMs can also be extended with shared variables to allow the communication of data
among SMs. Shared variables can model shared resources at different levels of granularity,
e.g., from program variables to peripherals and devices. It is the responsibility of the system
designer to constrain shared variable accesses to ensure correct behaviour, e.g., that data is
not corrupted by race conditions or improperly defined critical sections. Control and data
dependencies among SMs, due to synchronisation and shared variables, hinder the ability
of teams to work independently and incrementally on their own components, unless they
adhere to a system-wide access protocol to avoid concurrency-related errors.

The design-by-contract methodology [6, 7| promotes the use of contracts as a way to for-
malise component behaviour, thus, aiding in the development of robust software systems |[8].
Contract-based modelling languages and libraries include Eiffel [9], Ada [10], Dafny [11], and
Kotlin [12]. A component’s contract defines logical predicates that assert assumptions or
guarantees about its state: a precondition defines the assumptions (or requirements) that
need to be satisfied when calling the component, a postcondtion defines the guarantees that
the caller can expect to receive, and an invariant defines what has to be satisfied during
the component’s execution. If any of these assertions fail, the component’s execution is
not guaranteed to be correct. Design-by-contract enables the modular design of concurrent
systems because teams can develop against component contracts without needing to know
how other components have been implemented. However, the authors [7] note that contracts
need to be evaluated with global knowledge of the system in order to reason with shared
states. Thus, run-time monitoring is typically required to handle contract violations.

As argued by Interface Automata (IAs) [13], the internal behaviour of a system component
should be abstracted away into an interface that exposes only the information needed to
determine whether it can operate properly with others, i.e., their compatibility. The inter-
face, captured as a labelled transition system, serves as a protocol contract between the
component and its environment: it describes the methods or services that the component
can offer throughout its lifecycle, and it guarantees the correctness of its operation when
its assumptions about the environment are satisfied. Unlike design-by-contract, IA for-
mally defines an associative and commutative parallel operator for composing components,
i.e., the same system behaviour is obtained no matter the order in which the components
were composed; and a refinement relation for deciding whether a component conforms to
the interface of another. IA guarantees that a component can always be replaced by a
refinement without introducing new errors into a composed system, and that a composi-
tion of refined components will itself refine the composition of original components. Such
a compositionality result enables the independent and incremental development and reuse
of components. However, A lacks support for shared variables, making it unsuitable in the
design of practical software systems.
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2 Background

Given IA’s theoretical advantages for component development, many attempts have been
made to extend IA and similar formalisms [14] to capture data or shared memory. However,
all have various limitations that make them impractical for real systems. In IA, a method
call or service invocation is modelled by an output transition that synchronises with an input
transition that provides the method itself. IA for Shared Memory (IAM) [15] conservatively
extends IA with shared variables and contracts on transitions without imposing restrictions
on compositionality. Each transition is an atomic computation step. When a method
is called, the output transition’s precondition must guarantee the data state expected by
input’s precondition, while the input’s postcondition must guarantee the data state expected
by the output’s postcondition. However, IAM components suffer from amnesia at each state
because the environment can freely modify the variables to any value. Such nondeterminism
prevents the modelling of stateful systems, where values need to be recalled in a later step.
In [16], a component owns local variables and can read or modify them, but others can
only read them. Thus, variables can only be shared by pairs of components. In [17],
each action has fixed pre- and postconditions, output transitions cannot be refined, and
no compositionality proof has been provided. Moreover, the states of [16, 17| also suffer
from amnesia. In [18], variables can only be assigned values and not expressions involving
variables, synchronous transitions must have the same pre- and postconditions, and there
is no notion of refinement.

In this article, we report on our attempts to develop a practical TA theory for shared vari-
ables. Section 2 revisits IA in more detail, describes the latest shared memory extension to
IA called IA for Shared Memory (IAM), and reviews the main limitation of TAM, namely
the data amnesia at each state. Section 3 attempts to address this limitation by proposing
a stateful rendering of TAM that includes a constraint and variable ownership model for
controlling concurrent shared variable accesses. We detail our main attempts to define a
parallel operator and refinement relation that has the compositionality property needed for
independent and incremental development. Even by simplifying IAM down to its essence,
i.e., transitions with only preconditions on shared variables, no such compositionality re-
sult has been possible. We conjecture that shared variables introduce a tight control-flow
dependency between concurrent components, which opposes the goals of independent de-
velopment. This suggests that concurrent systems that require shared resources are funda-
mentally non-compositional and can only be developed modularly at best. Section 4 reflects
on this conclusion by discussing its generality to software systems and to message passing
[A formalisms that are compositional. Section 5 concludes this article with final thoughts.

2 Background

We briefly and informally recall Interface Automaton (IA) and the philosophy behind the
independent and incremental development of software components in terms of IA’s paral-
lel composition operator and refinement relation. We then review IA for Shared Memory
(IAM), the latest extension of TA with shared memory, on which we conducted our work.
We refer the reader to the original papers on IA [13] and IAM [15] for full details.

2.1 Interface Automata (IA)

An Interface Automaton (IA) specifies the input and output behaviour of a component as
a labelled transition system. Each transition is labelled with an input, output, or internal
action, denoted a?, a!, and 7, respectively. Two IA components can share an action a,
where one offers the output a! to the other’s input a?. When two components synchronise
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2.1 Interface Automata (IA) 2 Background

2
amd! pay:
make! loct? /t_l'\‘ 16!
select? intel!
Ny —Cy ey

cancel?

(a) TA Customer C, with C = {cg,c1,co,¢3,¢4}, Ic = {cancel,
select, pay}, and O¢c = {make, amd, intel, arm, 16, 32}.

|
amd? pay:

? setup? 5 | m ?
make? ) p (53) select! ! intel? o) 167 -

50 51 °2J S N S
setup? arm?
‘% P
'

(b) TA Store S, with S = {so, s1, $2, 83, 84, 85,56}, s = {make, setup, amd,
intel, arm, 16, 32}, and Og = {cancel, select, pay}.

Figure 1: Example IA components Customer (C) and Store (S).

on a shared action, internal 7-transitions are created. Otherwise, components interleave on
all other actions. A component always waits patiently on an input transition to receive a
matching output, but can always take an output or internal 7-transition immediately—they
are autonomous transitions because they can be taken without waiting. If a component
cannot immediately match with an output, a communication error occurs.

Definition 1 (Interface Automaton). An Interface Automaton (IA)is a tuple (P, I,0,—, po),
where

e P is the set of states with py € P being the initial state;

o A =4 I'UQO is the alphabet of disjoint sets of input I and output O actions, without
the distinguished internal action 7; and

e —» C P x (AU{r}) x P is the transition relation, and a transition (p,«,p’) € — is
written intuitively as p = p’. The IA is required to be input-deterministic: for p € P

and a € A, if p i?—>p’ and p a—?>p”, then p' = p”.
We simply refer to an IA (P, 1,0,—,pg) as P.

Example 1. Figure 1(a) is an IA that models a customer who wishes to configure and
purchase a computer at a store. They begin by requesting the make service and transition to
state c¢;. They wait for the store to decide whether they can go ahead and select the computer
parts or to cancel the transaction because the service area is busy. If the component selection
can proceed, the customer picks a branded CPU (AMD, Intel, or ARM), the amount of RAM
(16GB or 32GB), and wait for the store to ask them to pay. Figure 1(b) is an IA that models
the transaction from the store’s perspective. The store begins by waiting for a customer
request to make a computer, and then waits for their service area to be set up. If the
service area is busy, the store requests the customer to cancel the transaction. Otherwise,
the service area is available and the store requests the customer to select their computer
parts. After the store has processed the desired CPU and RAM, they request the customer
to pay. Note how input action 32 is specified in the interface of S, but is never offered by
the TA itself.
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2 Background 2.1 Interface Automata (IA)

T setup? T T T

—>| {co, s0) {e1, 1) {c1,82) (c2, s3) > {cas51) (ca, s5)
> setup?
{e1, s6)

(a) Parallel product C ® S, with C ® S = {{co, s0), {c1, $1), (c1, S2), (2, $3), (c3, 84), {c4, S5), {c1, S6) },
Icgs = {setup}, and Ocgg = 0. State {(c3, s4) is crossed out because it has a communication error.

-
— {co, 50) (c1,81)

setup?

{c1, s6)

(b) Parallel composition C || S.

Figure 2: Parallel product and composition of the IA components Customer (C) and
Store (S) from Figure 1.

IA takes the optimistic view that a component’s environment is helpful in avoiding commu-
nication errors, i.e., the environment does not offer an output if the component is not in a
state with a matching input transition. Two IAs P and @ are composable if Op N Og = 0)
and Ip N Ig = 0. The parallel composition of two such IA components, which defines their
parallel behaviour (semantics), is computed in two phases:

e their product automaton is computed to determine their combined state space, where
both components take transitions together on shared actions and interleave on all
other actions; and

e states with communication errors, and states that can autonomously reach the error
states, are pruned from the product automaton.

The resulting automaton, containing only “good behaviours”, is the parallel composition,
and has inputs I =4 (Ip U Ig) \ (Ap N Ag) and outputs O =4t (Op U Og) \ (Ap N Ag).

Example 2. Figure 2(a) is the product IA of the Customer (C) and Store (S) from Figure 1.
By inspecting the inputs and outputs of C' and S, we see that they synchronise on the
following actions: cancel, select, pay, make, amd, intel, arm, 16, and 32. Only the output
action setup is asynchronous. The initial state of the parallel product is (cg, So), where
both C' and S synchronise on make and transition to (c;, s1). At this state, C' must wait
for S to make a select request. S can take a nondeterministic transition to s, or sg, i.e.,
the product states (¢, s9) and {(c1, sg). For all remaining states, C' and S take synchronised
transitions. Note how at state (cs, s4), C' has output transitions with actions 16 and 32,
but S is can only handle action 16. Thus, a communication error occurs at state (cs, S4)
for output action 32; indicated in Figure 2(a) by (cs,s4) being crossed out. To compute
the parallel composition in Figure 2(b), we prune away the error state (cs, s4) and all the
states that can autonomously reach it, i.e., (c1, s2) and (cs, s3) because of the internal 7-
transitions. We can conclude that, when the store does not have a computer part, the only
sensible behaviour is to turn the customer away.

When developing a component, it is desirable to refine an existing component specification
(or abstraction) into an implementation that is more concrete and guarantees a monotonic
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{ pay?
make!
select? amd! 16!
) s ) ey B L
cancel?

(a) Refined Customer C'.

pay!

amd?

make? setup? select! i
51 N 53

X " VK—J\/;
2
‘m setup? arm? 327
C‘@//

(b) Refined Store S”.

Figure 3: Refinement of the IA components from Figure 1.

decrease in communication errors. This implies that the implementation becomes more de-
terministic and does not introduce new communication errors. IA formalises the refinement
of specification @ by implementation P using the notion of alternating simulation:

e whenever specification ) can take an input transition on a?, implementation P can
as well;

e whenever implementation P can take an output transition on a!, specification () can
take zero or more internal T-transitions followed by an output transition on a!; and

e whenever implementation P can take an internal 7-transition, specification () can take
zero or more as well.

We say that P IA-refines @), written P C;4 @, if such a relation exists between P and @). The
contra-variant definition of refinement is motivated by the desire to reduce the occurrence
of communication errors: an implementation should be ready to receive more outputs, and
should reduce the likelihood of producing an output that another component is not ready
to receive.

Example 3. Figure 3(a) refines Figure 1(a), i.e., C' C;4 C, because output transitions
have been removed from states c; and c3 while maintaining the existing input transitions.
Figure 3(b) refines Figure 1(b), i.e., S" C;4 S, because state s4 now offers the input 32, whose
absence caused the communication error in Figure 2(a). The components ¢’ and S would
work together without any communication error and their parallel commposition would look
like Figure 2(a) (ignoring that state (cs, s4) has been crossed out). Likewise, the component
pairs C' and S/, and C’ and S” would each work together without any communication error.

The parallel composition and refinement definitions together allow IA components to be
developed independently and incrementally, and this property is formally called composi-
tionality.

Theorem 1 (IA Compositionality [13]). Let P, @, and R be IAs, P C;4 Q, and @ and R
be composable. We have: (1) P and R are composable; (2) P || R is defined if Q || R is,
and so P || RCra Q || R.

Concurrency, Shared Variables, Compositionality: An Unlikely Triple 7 of 20



2 Background 2.2 Interface Automata for Shared Memory (IAM)

2.2 Interface Automata for Shared Memory (IAM)

An TA for Shared Memory (IAM) conservatively extends IA with shared variables in the
sense that an IAM can be translated into an equivalent TA; the extensions are simply syn-
tactic sugar. Hence, IAM inherits all the properties of A, including compositionality. IAM
extends A with a set of global variables V' and pre- and postconditions on transitions as
logical predicates, written ¢ and v, respectively, which allow the abstract specification of
data states. For example, let V' =4 {x} with x being an integer, then the precondition
¢ =qr (0 < x) A (z < 3) specifies the data state {x € {1,2}}. A postcondition can also
use primed versions of variables to reference the values they will have when a transition
completes. For example, the postcondition ¢ =g (2’ < z) specifies that = will have a
smaller value when the transition completes. We write Pred(V') to represent the universe of
predicates over the variables in V.

Definition 2 (IA for Shared Memory). An [A for Shared Memory (IAM) is a tuple
(P,I,0,—,po), where P, I, O, poy is the same as for IA (Definition 1), and — C P x
Pred(V) x (AU{7}) x Pred(V, V') x P is the transition relation and (p, ¢, a, ¥, p') € — is

written intuitively as p pov, p’. The states in P are also called control states. The IAM

,
is required to be data-deterministic for input actions: for p € P and a? € I, if p pratin, P’

”
and p LN p’ are different transitions, then ¢; A @9 is unsatisfiable.

An input transition models a method or service that a component offers, while an output
transition models a method call or service request. The input’s precondition specifies the
data state expected (or required) by the method, which the output’s precondition must
guarantee. The output’s postcondition specifies the data state that it expects the method
to return, which the input’s postcondition must guarantee. As a shorthand, when a pre-
or postcondition is trivially true, written tt, we omit it from the transition notation, e.g.,
P Haty, p’is p oy, p’, and p Hari, p"is p AN p”. An TAM component experiences
a communication error when it is at a state with no input transition that can match an
output, i.e., there is no input transition with a precondition that the output’s precondition
can satisfy, and no postcondition that implies the output’s postcondition.

Example 4. Figures 4(a) and 4(b) are IAM interpretations of the Customer (C) and
Store (S) components, respectively, from Figure 1. The IAMs use the global variables m
and n to represent a CPU brand and RAM size, respectively. These variables could as
well have represented the price, model number, description, or even a photo of the desired
computer part. The global variable ¢ is the cost (in $) of the computer being configured.
For IAM C, the select? transition from state ¢; to ¢ has a postcondition for the customer’s
insistance that the cost starts from $0. Then, the cpu! transitions each have a precondition
for the required CPU brand and a postcondition for the expected cost. The following ram/
transitions each have a precondition on the current cost to determine the expected RAM
size and updated cost. Lastly, the pay? transition has a precondition to require that the
cost is non-negative and that the expected cost after paying is $0. For IAM S, the pre- and
postconditions are complementary to those of IAM C'. The cpu? transition with precondi-
tion m = amd V m = intel handles CPU requests for both the AMD and Intel brands, with
a postcondition guaranteeing a price of $49. The ram? transition guarantees that the RAM
size is 16GB at an additional cost of $55. Lastly, the pay!/ transition guarantees the cost is
at least $70 and then expects it to be $0 after the has customer paid.

8 of 20 Concurrency, Shared Variables, Compositionality: An Unlikely Triple



2.2 Interface Automata for Shared Memory (IAM) 2 Background

c>0, pay?, ¢’ =0
m = amd, cpu!, ¢/ <50

\ /—\ ¢ <50, ram!, ¢/ <c+50An" >0
make! select?, ¢/ =0 m = intel, cpu!, ¢/ < 60
Ny O O e ) )

S
cancel? m = arm, cpul, ¢ <40 50 < cAc< 100, ram!, ¢ <200 An’ > 16

(a) TAM Customer C, with C = {co,c1,¢2,c3,¢4}, Ic = {cancel, select, pay}, and O¢c = {make, cpu,
ram}.

c> 70, pay!l,c' =0

m = amd V m = intel, cpu?, ¢/ = 49

make? setup7 select!, ¢/ = 0 ram?, ¢’ =c+55An' =16

—{ S0 51 52 S5
\ setup? m = arm, cpu?, ¢’ =30
O@//

(b) IAM Store S, with S = {sq, $1, S2, S3, 84, S5, 86}, Is = {make, setup, cpu, ram}, and Og = {cancel,
select, pay}.

Figure 4: Example IAM components Customer (C) and Store (S), based on the IA compo-
nents from Figure 1. The set of global variables V' is {m € {amd, intel,arm} ,n € Z,c € Z}.

The parallel composition of two IAMs, P and (), is more involved than for IA:

e their product automaton is computed, where both components synchronise on shared

actions and interleave on all other actions. For synchronous transitions, their pre-

and postconditions are taken into account: given an output transition p M P

?7 . . .
and input transition ¢ MQ ¢, if pp A pg is satisfiable and ¢g = 1p under

the data state that satisfies ¢p A g, then the synchronisation results in the internal
‘Pp/\ﬂoqﬂ'qu

T-transition (p, ¢) ———— (p',¢’); and
e control states with communication errors, and control states that can autonomously
reach the error states, are pruned from the product automaton.

Example 5. Figure 5(a) is the product IAM of Customer (C) and Store (S) from Figure 4.
The transitions between the initial state (co, so) and successor states (c1, s1), (c1, $2) and
(c1, s6) are constructed similarly to an IA product because their pre- and postconditions are
trivially true (¢t). For state (c1, s2), state ¢; of C' and state s of S both synchronise on action
select with equivalent pre- and postconditions. For state (cq, s3), the cpu/ transitions of C
with preconditions m = amd and m = intel each synchronises with the cpu? transition
of S with precondition m = amd V m = intel; the input’s postcondition implies each
output’s postcondition. For state (cs, s4), the ram! transition of C' with precondition 50 <
¢ N\ ¢ < 100 synchronises with the ram? transition of S. Based on the precondition’s data
state, the input’s postcondition implies the output’s postcondition, i.e., {c € [51,99]} F
(=c+55An" =16) = (¢ <200An" > 16) with the evaluation n’ = 16 and ¢ €
[106, 154]. However, for the ram! transition with precondition ¢ < 50, a synchronisation
with ram? is not possible because the input’s postcondition does not imply the output’s
postcondition: {c € [-00,50]} ¥ (¢ =c+55An" =16) = (¢ <c+50An' > 0) since
¢ = ¢+ 55 can never imply ¢’ < ¢+ 50 for all values of ¢. Hence, a communication error
occurs at state (cs, s4), which is pruned away together with the automonomous states (¢, s3)
and (cq, s2), resulting in the parallel composition of Figure 5(b).
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2 Background 2.2 Interface Automata for Shared Memory (IAM)

c>T70,7,c =0

m=amd, T, ¢ =49

50 < cAc < 100, 7,
 =c+55An =16

m=arm, 7, ¢’ =30

(a) Parallel product C ® S, with C ® S = {{co, s0), (c1, $1), {1, $2), (c2, S3), {C3, $4), (C4, S5), (€1, S6) },
Icgs = {setup}, and Oggg = 0. State {(c3,s4) is crossed out because it has a communication error.

(e ()

(b) Parallel composition C | S.

Figure 5: Parallel product and composition of the IAM components Customer (C) and Store
(S) from Figure 4.

As we saw from Example 5, preconditions are only evaluated on their satisfiability and not
on the actual data states of their source control state. In other words, the data state at each
control state is inconsequential to the behaviour of a composition. Data is only exchanged
beween two IAM components when they synchronise to execute an atomic operation; the
environment is free to change the value of any variable at each state. The inability to persist
data makes IAM unsuitable for modelling stateful concurrent systems.

IAM supports refinement by extending [A’s alternating simulation to take pre- and postcon-
ditions into account. Recall that pre- and postconditions can specify an abstract set of data
states, which can be decomposed into smaller, but more concrete, data states. For example,
the condition x # 0 can be decomposed into x < 0 and = > 0. Thus, the behaviour of an
IAM transition could be matched by multiple transitions, i.e., a family of transitions. The
refinement of specification () by implementation P is defined as follows:

e whenever specification () can take an input transition on a?, implementation P can as
well via a family of transitions that collectively has a weaker precondition and stronger
postcondition;

e whenever implementation P can take an output transition on a!, specification () has
a family of transitions that can take zero or more internal 7-transitions followed by
an output transition on a! that collectively has a weaker precondition and stronger
postcondition; and

e whenever implementation P can take an internal T-transition, specification () can take
zero or more as well.

We say that P IAM-refines @), written P T4 @, if such a relation exists between P and ().

Example 6. Figure 6 refines Figure 4(a), i.e., C' T4y C because output transitions have
been removed from states c¢; and c3 while maintaining the existing input transitions. More-
over, the ram/ transition at state c3 has a stronger precondition and a weaker postcondition;
the customer now determines their expected RAM size and cost on a narrower range, while
their expectation on RAM size and additional cost has widened. The components C’ (Fig-
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3 Towards Stateful Interfaces

c>0, pay?, ¢ =0

{ make! / / / ’
select?, ¢/ =0 m = amd, cpu!, ¢/ <50 50 < ¢ Ac< 70, ram!, ¢/ <300An" <32
G ) = @

cancel?

Figure 6: Refinement C’ of Customer C from Figure 4(a).

Table 1: Possible data states for an execution of Customer C’ from Figure 6

Control state | ¢ ‘ c1 Co c3

Data state m € {amd,intel, arm} m € {amd, intel,arm} | m = amd
nez neci nez
ceZ c=0 c=250

ure 6) and S (Figure 4(b)) would work together without any communication errors.

3 Towards Stateful Interfaces

In this section, we develop a more practical variant of IAM, one that can model stateful
software systems. More precisely, we want the values of shared variables to persist in each
state, and the notion that components can own a set of shared variables and decide when
other components are allowed to modify to them.

3.1 Stateful Variables

In practical software systems, variables are only modified during each computation step
(i.e., the transitions), with the expectation that their values are preserved between each
step (i.e., the states).

Example 7. Returning to IAM C’ of Figure 6, we illustrate a stateful execution that
produces the data states detailed in Table 1. Suppose that the initial control state ¢y has an
initial data state of undefined values, i.e., each variable could be any value in its domain (see
column ¢y in Table 1). C’ begins by taking the make! transition to ¢; with no changes to
the data state. Suppose the select? transition to state ¢y is taken, which updates variable ¢
to 0. Next, to take the cpu! transition, variable m has to be amd to satisfy the precondition
m = amd. This is possible because m € {amd,intel,arm} in state cy. After taking this
transition to state c3, m = amd and nondeterministically choose ¢ = 50. To take the ram/
transition, ¢ has to satisfy the precondition 50 < ¢ A ¢ < 70. However, this is not possible
because ¢ = 50 in the data state of c3. In fact, no possible execution of C’ can produce a data
state at c3 that satisfies the precondition, so the transition can never be taken. In contrast,
under the original semantics of IAM (Section 2.2), the transition can be taken because only
the satisfiability of the precondition is considered; the data states are inconsequential.

A stateful IAM would need to consider the data states that can be reached at each control
state to properly evaluate a transition’s pre- and postconditions. This implies the need
to track the evolution of a component’s initial data state during execution. For a static
analysis, this means a fixed point computation of data states over the reachable control
states.

Example 8. We illustrate the tracking of data states with IAM component X in Figure 7(a)
that has two self-loops and the integer global variable v. Before executing X, suppose
that variable v has an undefined integer value, indicated by v € Z on the initial arrow of
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v=0,al,v  =v+1

()
UGZ"
U

v=1bLv =v-1

(a) TAM X, with global variables V' = {v}. (b) TAM X', with global variables V = {v}. Control
states are labelled by their concrete data states.

Figure 7: Example IAMs to demonstrate the tracking of data states.

(1) (e} () o)

= = ! b?, v =1
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(a) IAM Y, with Iy = {b}, Oy = {a}, and global variables V' = {v, w}.

v € Z, v=0, v=0,
wEZ ) wEZ wEZ
R /:0 .
(b) IAM Z, with Iz = {a}, Oz = {b}, and global variables V = {v, w}.

v € Z, v =0, v =1,
wEZL w E 7 w E 7

! !
vEZA v=0ve=1,7v =0 D—:l’
wez (Yo, z0) > (y1,21) (y2r%2)

(c) Parallel product Y ®Z, with Iygz =0, Oygz = 0, and global variables V = {v,w}.
Note that state (y2, z2) may not actually experience a communication error on a/.

Figure 8: Example IAMs to demonstrate stateful parallel composition. Control states are
labelled by their concrete data states.

Figure 7(a). For the a! loop to be taken, variable v has to be 0 for the precondition and
then updated to 0 + 1 = 1 in the postcondition. Thus, the data state of xq afterwards
would be {v =1}. If instead the b/ loop was taken, variable v has to be 1, and the data
state of xy afterwards would be {v = 0}. Concretely, component X alternates between the
loops because the resulting data state of one loop can only satisfy the precondition of the
other. Consequently, the data state of x, alternates between {v = 1} and {v = 0}, rather
than being initially {v € Z} and then {v € {0,1}} as implied by the depiction of z; as a
single control state in Figure 7(a). Component X is more accurately modelled by X’ in
Figure 7(b) by enumerating z by its concrete data states.

Example 8 reveals a major problem: for stateful IAMs with cyclic behaviour and global
variables of infinite domain, their enumeration may be unbounded. However, even if we
assume that it is possible to accurately enumerate the control states of an IAM, computing
the parallel composition of such IAMs would require the tracking of data states to correctly
evaluate the preconditions and to enumerate the composite control states. Such a tight
coupling between data and control states does not bode well for the refinement of stateful
[AMs.
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Example 9. Figures 8(a) and 8(b) are two stateful TAMs components, Y and Z, that syn-
chronise on actions a and b and operate on global variable v together; only component Y
operates on w. Both v and w are integers and are initially undefined. To compute the
parallel composition of Y and Z, we first compute their parallel product, shown in Fig-
ure 8(c). The initial state is (yo, z0) with data state {v € Z,w € Z}. Components Y and Z
synchronise on action a and arrive at (y;,z1) with data state {v = 0,w € Z}. This data
state is narrower than what state y; in component Y had expected. Next, they synchronise
on action b and arrive at (ys, 22) with data state {v =1,w € Z}. Note how v has a com-
pletely different value to what state z5 in component Z expected. This is because transition

2 LN 7z 73 wrongly assumed that v would not be modified by another component. Finally,
at state (yo, 22), component Y can take its a/ transition, but component Z is not ready
for the output, so a communication error occurs. If another component was to exist to
make the modification w # 0, component Y would not be able to take its a/ transition
and state (ys,29) would not experience a communication error. Thus, the actual occur-
rence of a communication error cannot be known until the system is closed off from further
composition.

Thus far, we have seen that a stateful extension of IAM suffers from the following problems:
control states need to be enumerated to disambiguate the reachable data states, and the
correct evaluation of communication errors during parallel composition depends on to-be-
composed components. The latter is the result of strong data dependencies between com-
ponents and such dependencies have to be decoupled for compositionality to be achievable.
Moreover, the behaviour of race conditions has to be addressed, which our examples have
been carefully designed to avoid. Section 3.2 explores the possibility of abstracting data
states judiciously to avoid the unbounded enumeration of control states, and Section 3.3
discusses the modelling of variable ownership to control concurrent modifications to shared
variables.

3.2 Abstract Statefulness

Example 8 highlighted that the data state of an IAM control state can evolve over time
and that the control state can be enumerated to disambiguate between the possible date
states. Since this can cause an unbounded enumeration of control states, we now explore
whether enumeration can be avoided by abstracting the data states without sacrificing too
much precision.

When a control state has multiple incoming transitions, we have the problem of reconciling
(or summarising) the incoming data states into a single (abstract) data state. How should
the data states be abstracted? We could take either the union or intersection of the incoming
data states.

Example 10. Returning to component X in Figure 7(a), the possible data states of control
state x are {v € Z} from initialisation, and {v = 0} and {v = 1} from the two self-loops. If
we take the union, we have the abstract data state {v € Z}, but this implies that each loop
can be taken consecutively, which is not actually possible. Moreover, the value of variable v
would again be forgotten by the abstraction. If we instead take the intersection, we have
an invalid abstraction because Z N {0} N {1} = (), and no transitions can be taken.

From this example, we see that taking the union or intersection of data states results in an
unsatisfactory abstraction; it is either an over-approximation or under-approximation, re-
spectively, that leads to an optimistic or pessimistic interpretation of component behaviour.
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vEZLN
wEL

(a) IAM F, with Ir =0, Op = {a}, and global variables V = {v, w}.

vETZL A b? —— a?
wez, —o)——{a)——(]

(b) IAM G, with I = {a,b}, Og = 0,
and global variables V' = {v, w}.

Figure 9: Example IAMs to demonstrate the abstraction of data states.

Table 2: Concrete and abstract data states of control state f; from Figure 9(a)
Concrete Over-approximation | Under-approximation
{ve{0,1},w=1}or | {ve{0,1},we{0,1}} | {v=1,w=1}

{v=1,we{0,1}}

In addition, an imprecise abstraction of data states can mask the existence of communication
errors during parallel composition.

Example 11. We wish to compose components F' and G from Figures 9(a) and 9(b)
together, which only synchronise on action a. The internal 7-transitions from fy to f; in F
modify the global variables v and w. Component G waits for input b followed by a without
modifying any global variables. Suppose component F' takes the top internal 7-transition
from fj to fi, resulting in the concrete data state {v € {0,1},w = 1}. Based on this data
state, only the bottom a/ transition to state f3 is possible. This will cause a communication
error if component G is still in state gg. If component F' had taken the bottom internal 7-
transition to f1, then the resulting concrete data state {v = 1,w € {0,1}} would not satisfy
the precondition of either a/ transitions and component F' would remain in f.

Consider now that we over-approrimate the concrete data states of f; by taking their union,
ie., {ve{0,1},w e {0,1}}. This abstract data state would (incorrectly) satisfy the pre-
condition of the a/ transition from f; to f, and taking it would cause a communication error;
this is a false positive error caused by an imprecise abstraction. Conversely, if we under-
approzimate the concrete data states of f; by taking their intersection, i.e., {v = 1,w = 1},
it would (incorrectly) not satisfy the precondition of either a!/ transitions; this is a false
negative that hides a concrete error that would not pruned from the parallel composition,
leading to serious correctness issues. The concrete and abstract data states are summarised
in Table 2.

Communication errors could indeed be detected at run-time, but this would defeat the goal
of independent and incremental development; the benefits of compositionality. We do not
see an elegant solution that avoids the enumeration of control states.

3.3 Variable Ownership

Race conditions occur when a pair of TAM components synchronise together and both modify
the same shared variable in their postconditions. Some well-known programming languages
incorporate the idea of variable ownership as a means to improve memory management,
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e

(a) IAM F, with Ir =0, O = {a, b}, global
variables V' = {v}, and owns variable v.

2,0 =1 —1,b?
(b) IAM G, with I = {a,b}, Og = 0, global vari-
ables V' = {v}, and does not own any variables.

{vez} {v=1} {v=1}
(

v =1 v=1,71
vEZ4 fi,91) (f2,92)

(c) Parallel composition F || G, with global variables V' = {v}, and owns
variable v. Control states are labelled by their concrete data states.

Figure 10: Example IAMs to demonstrate variable ownership.

e.g., Rust [19] with ownership and borrowing semantics, C++ [20] with smart pointers and
move semantics, Eiffel [9] with objects marked as separate, and SPARK [21] with a memory
ownership policy. Perhaps we could decouple the data dependencies between concurrent
components by defining an interface for shared variables.

The idea would be for a component to define a set of shared variables that it owns exclusively.
The component can freely modify its own shared variables and, while it is in a state and not
executing, it can allow other components to modify its shared variables. At a control state
where external modification is allowed, it is labelled with an Allows constraint that specifies
the values the shared variables can be modified to. During parallel composition, transitions
that modify another component’s shared variable can only be taken if they also satisfy that
component’s Allows constraint. To model mutual exclusion (e.g., lock acquire and release),
an Allows constraint is “consumed” when an external modification is successful.

Example 12. Figure 10(a) depicts component F' that owns global variable v. State f;
has an Allows constraint (v' > 0) that allows other components to modify v to a positive
value. At this state, component F' is not allowed to modify v, so all transitions to f;
cannot contain v’ in their postcondition. Let us compose F with component G depicted
in Figure 10(b). Both components can synchronise on action a because the postcondition
of G’s transition satisfies the Allows constraint of state f; in F. The Allows constraint is
consumed and the resulting data state is {v = 1}. Next, the components synchronise on
action b. The parallel composition is depicted in Figure 10(c).

Unfortunately, such a shared variable interface still does not help to decouple data depen-
dencies between components. Depending on the order in which components are composed
together, different compositions may be achieved. In fact, an error-free synchronisation for
a given composition may turn into a communication error when components are composed
in a different order.

Example 13. When component F from Figure 10(a) is composed with component H de-
picted in Figure 11(a), we get F' || H shown in Figure 11(b). When F || H is composed with
component G from Figure 10(b), G experiences a a communication error at state g; because
it is no longer able to handle the output action b. The parallel product demonstrating this
communication error is depicted in Figure 11(c). We see that the data state at (fi, g1, h1)
is {v = 0} rather than {v = 1} at state (f1, 1) of F' || G shown previously in Figure 10(c).
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(a) IAM H, with Iy = (), Oy = 0, global vari-
ables V' = {v}, and does not own any variables.
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(b) Parallel composition F || H, with global variables V' = {v}, and owns
variable v. Control states are labelled by their concrete data states.

{veiz} {v=1} {v=0}
v =1 c?, v =0
vVET (fo0, 90, ho) (f1, 91, ho) (fL-g17h1)

(c) Parallel product (F || H) ® G, with global variables V' = {v}, and owns
variable v. Control states are labelled by their concrete data states.

Figure 11: Example IAMs to demonstrate variable ownership problems.

0, al 2, al ? <2,b?
e L ) B e ) Q (@} {a) " (a)
(a) IAMs P and P’, where P’ Ty P. (b) IAM Q.
{vez) {v el o} {v=1} {vez} {v € 3,5}

v>0,7 v <2, b? v>2, T
P || @ —| (po,q0) > (p1,q1) > (p1,q2) P Q 4’

(c) Parallel compositions P || @ and P’ || @, where P’ || @ Zyam P || Q. Control states are labelled by
their concrete data states.

Figure 12: Example TAMs to demonstrate problems with refining output transitions. All
IAMs access the global variable v € Z, which is not owned by any TAMs.

Hence, the occurrence of communication errors is sensitive to the order in which compo-
nents F', G, and H are composed, and this sensitivity severely hinders compositionality.

While variable ownership and Allows constraints help to define an interface for modifying
shared variables, they do not weaken the tight coupling of components caused by data
dependencies.

3.4 Stateful Refinement

Let us put aside all the issues identified so far in Section 3 and focus on defining a stateful
refinement of IAM. In classical IA [13], the alternating simulation refinement of input and
output transitions is defined in a contra-variant manner: P C;4 @ if implementation P
supports more inputs, but less outputs, of its specification Q. In classical IAM [15], refine-
ment follows the same philosophy: for an implementation P to support more inputs, but
less outputs, than its specification (), the input and output transitions of P must have,
respectively, weaker and stronger preconditions than those of (). The postconditions of im-
plementation P’s input and output transitions are, respectively, stronger and weaker than
that of specification @).

Example 14. Figure 12(a) depicts two IAM components P and P’, where P" Trapy P
according to IAM refinement. When they are each composed with component @) in Fig-
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(c) Parallel compositions P || @ and P’ || @, where P’ | Q Zianm P || Q. Control states are labelled by
their concrete data states.

Figure 13: Example IAMs to demonstrate problems with refining input transitions. All
[AMs access the global variable v € Z, which is not owned by any TAMs.

ure 12(b), we obtain their respective parallel compositions, P || @ and P’ || @, depicted
in Figure 12(c). We see that P’ || @ supports less inputs than P || @ at state (pi,q).
This is problematic because, although P’ Cj4,, P, compositionality is not preserved. Fig-
ure 13 demonstrates the compositionality problem analogously for output transitions, where
P Crapy Pbut P || @ Zran P || @ because P’ || @ supports more outputs at state (py,q1).

Observe that all the TAMs in Example 14 have transitions that do not have any postcon-
ditions, i.e., none of the transitions explicitly modify any shared variables. Instead, when
a transition is taken, the source state’s data state is restricted by the transition’s precon-
dition and this has the side-effect of implicitly modifying (restricting) the target state’s
data state. We have tried different combinations of weakening and strengthening pre- and
postconditions with no success.

4 Retrospective

In pursuit of a stateful variant of ITAM, we encountered the following significant challenges to
compositionality that we illustrated in Section 3. (1) To support stateful shared variables,
it is necessary to track the evolution of data states as a IAM executes so that pre- and
postconditions can be evaluated properly. We attempted to encode the data states via
an enumeration of control states, but at the risk of state space explosions, and also tried
to find a suitable data state abstraction, but at the cost of under- or over-approximating
the execution behaviour incorrectly and masking actual communication errors. (2) The
incorporation of a shared variable interface and ownership model does not help to decouple
data dependencies between components. We saw from Example 13 that a component’s data
states in isolation do not always correlate with those of a parallel composition it is part
of. (3) Parallel composition is not an associative or commutative operation. We can only
determine the states with communication errors after all components have been composed
together and the system has been closed off from further changes. (4) Any strengthening
(or weakening) of a transition’s precondition can implicitly strengthen (or weaken) the
data states of subsequent transitions. Although components can be refined in isolation,
refinement might not hold on their parallel composition with other components.

We conjecture that shared variables create a tight coupling between the control-flows of
components. Even with an interface for modifying shared variables (using variable ownership
and Allows constraints), the uncertainty that shared variables introduce to data states
can only be resolved after the system has been closed off from further modifications and
compositions. In summary, compositionality in the sense of IA and TAM is unlikely, and the
compositional development of concurrent software systems likely remains an ambition.
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4.1 A General Shared Variable Problem?

In our attempts to resolve the problems of stateful IAM, we chose not to employ restrictions
that would make the modelling style of IAM awkward and only suitable to very specific
systems. We believe we have taken a general approach to the modelling of stateful concurrent
software systems: our work is based on IAM, which is an automata-based formalism that
shares many similarities to State Machines (SMs) often used in practice |1, 2, 3, 4, 5| to model
the operational behaviour concurrent systems. Just as SM [1] supports the use of variables
in so-called transition guards and effects, IAM does as well via pre- and postconditions,
which act as contracts [6, 7]. In practical systems, mutual exclusion is used to protect
shared variable accesses, and some also incorporate variable ownership [9, 19, 20, 21|. The
variable ownership model and Allows constraints that we introduced to IAM aimed to serve
a similar purpose but in a more abstract manner.

While the formal defintion of parallel composition for SM and TAM are similar in principle,
IAM is more stringent in that it has a notion of communication error, which SM does not. In
practical systems, it is typically up to the implementor to decide how run-time errors should
be handled, e.g., by verifying inputs before use, or by recovering using try-catch statements.
In essence, such run-time errors can be prevented by disallowing specific sequences of method
calls or service requests at design time; IAM takes this approach by pruning error states
from parallel compositions.

In practice, “refinement” is often loosely defined and could mean many things: the im-
plementation of a design specification, the fixing of bugs, or the addition of functionality.
It can be argued that IAM’s notion of refinement, while mathematically sound, may not
be well-suited to practical concurrent software systems. For example, the demand for an
implementation to support more inputs, but less outputs, than its specification could be
relaxed. However, even if we drop refinement from [AM, the problems of stateful parallel
composition would still prevent the incremental development of software.

4.2 Sharing by Copying?

Message passing is a common alternative to shared memory communication, where data
values are sent between concurrent software components. Because the values in a message
cannot be modified after they have been sent, data dependencies between components are
likely to only occur during synchronisation. The authors of [22] extend IA with message
passing and show that their formalisation is compositional and, thus, able to support the
independent and incremental development of concurrent software systems. Each automaton
has a set of private variables that no other automaton can observe, and each transition has an
action with data parameters, a guard, and assignments to private variables. An automaton
has an initial data state that evolves as transitions are taken. A transition can only be
taken if its guard evaluates to true under the current data state and data parameters. If the
transition is taken, the current data state and data parameters are used in the updating of
private variables.

The refinement relation is, however, defined on traces through an implementation and its
specification: each trace represents an execution for a specific evolution of data states.
To cope with an infinite state space caused by variables with unbounded domains, the data
states are computed symbolically using a fixed point algorithm. It is unclear if the algorithm
always terminates in the presence of cycles and monotonically increasing data assignments.
A similar fixed point computation is also required to prune communication errors from a
parallel composition. The advantage of IA’s alternating simulation is that it is computed
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in a context-free manner on pairs of transitions without needing to consider the execution
history of their source states.

5 Conclusions

In this article, we have examined the possibility of developing concurrent software systems
in a stateful and compositional manner, in the sense of TA [13] and TAM [15]. While IA-
based formalisms for shared memory systems have been proposed, they often have severe
restrictions, e.g., variable values do not persist beyond each transition, or variables can only
be assigned absolute values, or refinement is not defined. We highlighted four impediments
we encountered when trying to extend IAM with stateful variables: (1) the need to track
data states, (2) the strong coupling of components caused by shared variables, (3) the
inability to detect communication errors in an associative and commutative manner during
parallel composition, and (4) a consistent refinement relation could not be found. Our belief
is that there is a fundamental problem with shared memory that prevents the compositional
development of concurrent software systems.
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