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Abstract

The full-scale conflict between the Russian Federation and Ukraine generated an unprecedented amount of news articles and
social media data reflecting opposing ideologies and narratives. These polarized campaigns have led to mutual accusations
of misinformation and fake news, shaping an atmosphere of confusion and mistrust for readers worldwide. This study
analyses how the media affected and mirrored public opinion during the first month of the war using news articles and
Telegram news channels in Ukrainian, Russian, Romanian, French and English. We propose and compare two methods of
multilingual automated pro-Kremlin propaganda identification, based on Transformers and linguistic features. We analyse
the advantages and disadvantages of both methods, their adaptability to new genres and languages, and ethical considerations
of their usage for content moderation. With this work, we aim to lay the foundation for further development of moderation

tools tailored to the current conflict.

Keywords Propaganda - Fake news - NLP - Kremlin - Ukraine - Automated Content Moderation

1 Introduction

Propaganda influences an audience to support a political
agenda. [34, 43]. Propaganda has been shown to play a vi-
tal role in the Russian invasion of Ukraine, shaping the
war approval rate [24] by e.g. fabricating explanations for
war crimes [40]. As a result, fake news also spreads through
Ukrainian, Central European and Western media [21], seed-
ing mistrust and confusion [36].

With every day of the war having a large amount of po-
tentially false information produced, human quality control
thereof is limited. Especially during a war, the journalis-
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tic virtue of fact-checking may be substantially obstructed.
This poses the question of whether statistical analysis can
provide us with a reliable prediction of the intent behind
a piece of news. Given a sufficiently high separability, au-
tomatic moderation tools could process the news and warn
readers about the potential disinformation instead of fully
placing the responsibility on human moderators [45]. The
objective of this study is to detect war propaganda produced
in the context of the 2022 Russian invasion of Ukraine in
a transparent, explainable way, as such a tool can be used
for content moderation in social media.

While Russian propaganda creates a ‘cacophony’ of fab-
ricated opinions and sources in its media ecosystem [32],
it also has a number of uniform strategies and approaches
which are recurrently mentioned in research throughout the
whole of Russian-Ukrainian war by international bodies and
independent researchers [8, 16, 28, 49]. Hence, we hypoth-
esize and aim to prove that propaganda can be successfully
detected using certain stylistic and syntactical features be-
hind these strategies, independent of keywords. Naturally,
keywords change depending on the course of events, while
the tactics of the propaganda stay similar. Traditional al-
gorithms empowered by such features are inherently inter-
pretable and may perform on par with intransparent neural
networks. Here, we propose a linguistics-based approach
for detecting war propaganda in the context of the ongo-
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ing war between Ukraine and Russia since the start of the
full-scale invasion in 2022, using models trained on news
from media outlets from Ukraine, Romania, Great Britain
and the USA. We extracted news from fact-checked outlets
identified as credible sources and from outlets recognized
as spreading fake news. We train and evaluate classifiers
using a set of linguistic features and keywords, and a mul-
tilingual Transformer to classify articles as containing pro-
Kremlin and pro-Western narrative indicators.

With this work, we provide an open-source tool for the
identification of such fake news and propaganda in Rus-
sian and Ukrainian, which, to the best of our knowledge,
is the first of its kind. We demonstrate that discriminating
propaganda from neutral news is not entirely possible in
the current situation, as news from both sides may contain
war propaganda, and Western media is heavily dependent
on Ukrainian official reports.

In Sect. 2 we present previous work related to our re-
search. In Sect. 3 we introduce our training setup for each
experiment, describing the data and model configurations.
In Sect. 4 we first describe the sources of our data and its
collection process (3.1-3.2), then, we expand upon the lin-
guistic features (3.3) and the keywords that we extract (3.4).
In Sect. 5 we present the results for each setting, while in
Sect. 6 we provide additional analyses, looking into feature
importance coefficients of some models (6.1) and distribu-
tional exploratory analysis of the classes (6.2), exploring
chronological, language and narrative-specific differences.
In Sect. 7 we consider the main findings and limitations of
our work. We lay the ground for future work opportunities
and delve into ethical dangers in terms of its potential usage
for automated content moderation. In Sect. 8 we summarize
the main contributions of our study.

2 Related Work

To address the issue of human quality control limitations
and minimize the number of snippets a human moderator
has to check, the automated fact-checking research investi-
gates many potential solutions, such as identifying claims
worth fact-checking, detecting relevant fact-checked claims,
retrieving relevant evidence, and verifying a claim [30].

Our work is motivated by the fact that despite the as-
sumed involvement of Russia in Brexit [31] and the 2016
US presidential elections [11], there is still only a small
number of peer-reviewed research publications investigat-
ing Russian state-sponsored fake news [5, 15]. Furthermore,
existing publications are not always neutral, with some us-
ing accusations and emotional lexicon [39], while others
accuse Western media of propaganda used to discredit Rus-
sia [9].

@ Springer

Wilbur [50] examines claims of Russian propaganda tar-
geting the US population by analysing weblogs and media
sources in terms of their attitude towards Russia and find-
ing a positive correlation between the Russian media outlet
Sputnik and several US media sources.

Timothy Snyder in his books [42, 44] analyses the Krem-
lin’s informational campaign against the sovereignty of the
United States and the integrity of the European Union.

Several studies investigated Russian bots in social me-
dia. Alsmadi and O’Brien [1] used a decision tree classifier
on features extracted from the tweets, concluding that bot
accounts tend to sound more formal or structured, whereas
real user accounts tend to be more informal, containing
slang, slurs, and cursing; Beskow and Carley [5] analyzed
the geography and history of the accounts, as well as their
market share using Botometer, pointing to a ‘sophisticated
and well-resourced campaign by Russia’s Internet Research
Agency’. Narayanan [31] performed a basic descriptive
analysis to discern how bots were being used to amplify
political communication during the Brexit campaign. There
is a considerable amount of research focusing on fake news
detection. Asr and Taboada [3] show-cased that significant
performance can be achieved even with n-grams; Antoun et
al. [2], Mahyoob et al. [26], Rashkin et al. [38] implemented
different linguistic feature-based solutions, while Li et al.
[25] demonstrated the application of Transformers. While
fake news makes up a big part of the propaganda toolkit,
propaganda also relies on specific wording, appealing to
emotions or stereotypes, flag-waving and distraction tech-
niques such as red herrings and whataboutisms [51]. Re-
search on propaganda detection is less frequent. Although
existing works proposed using both feature-based and con-
textual embedding approaches [12, 35, 47, 51], these studies
focused mostly on the English language. To the best of our
knowledge, there are no benchmark corpora and no open-
source multilingual tools available.

To address this research gap, we identified key questions
we aim to answer with our study:

o Which machine learning approach is best suited for the
task of propaganda detection and what is the trade-off
between the accuracy and transparency of these models?

o Can propaganda be successfully detected only with mor-
pho-syntactic features?

o Do linguistics features differ significantly among lan-
guages and sides of a conflict?

3 Methods

We implement a binary classification using the following
models for input vectors consisting of 41 handcrafted lin-
guistic features and 116 keywords (normalized by the length
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of the text in tokens): decision tree, linear regression, sup-
port vector machine (SVM) and neural networks, using
stratified 5-fold cross-validation (10% for test and 90%
for training). For comparison with learned features, we ex-
tract embeddings using a multilingual BERT model [14]
and train a linear model using them.

We performed 3 sets of experiments contrasting the
handcrafted and learned features:

Experiment 1. Training models on Russian, Ukrainian,
Romanian and English newspaper articles, and evaluating
them on the test sets of these languages (1.1) and on French
newspaper articles (1.2). We add the French newspapers to
benchmark the multilingualism of our models. We choose
French because it is in the same language family as Roma-
nian.

Experiment 2. Training models on Russian, Ukrainian,
Romanian, English and French newspaper articles, and val-
idating them on the test set (2.1). Additionally, we use this
model to test the Russian and Ukrainian Telegram data
(2.2.). Here the goal is to investigate whether this model
will perform well out-of-the-box for the Telegram articles,
which are 10 to 20 times shorter. See an example of the
genre-related difference in distributions in Fig. 1.

Experiment 3. Training models on the combined news-
paper and Telegram data and applying them to the test
set. Here we verify whether adding the Telegram data to
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Fig. 1 Examples of genre-related differences between Newspapers and
Telegram subsets. The boxplot represents 25% around the median, the
whiskers show the first and last quartiles. Ukrainian news has more ad-
jectives than Telegram posts, while this is vice-versa for Russian news.
Sentences are longer in Telegram for both languages

the training set can improve generalization power, although
data distributions differ.

4 Data
4.1 Newspapers

We automatically scraped articles from online news outlets
using the newspaper' framework. Our data collection spans
the period from the 23rd of February 2022, on the eve of
the Russian full-scale attack on Ukraine, until the fourth
of April, and we sample at eight time points during that
period.

Our choice of media outlets and languages is based
on the geopolitical zones which might have been affected
by propaganda. We collected news from Ukrainian and
Russian media outlets, choosing sources that support pro-
Kremlin narratives in Ukraine that have been confirmed by
journalistic investigations to directly copy pieces of news
from Russian news outlets [48]. We included American
and British English-speaking outlets as a positive control
of widely recognised high-quality news, as well as French
news sources. We also added Romanian news as represen-
tative of the Central European block, which is one of the
secondary targets of propaganda campaigns [39], and used
websites that have been categorized by Rubrika.ro? as con-
taining fake news. Except for English, all languages have
two subsets, one supporting the Russian side of the con-
flict, and one supporting the Ukrainian one. In total, we
collected 18,229 texts: 8872 texts featuring pro-Western
narratives and 9357 reflecting the official position of the
Russian government. The sources are listed in Table 1.

Note that the ground-truth labels were assigned only ac-
cording to the news source without manual labelling.

4.2 Telegram posts

Since the start of the war, many Telegram channels became
widely used in Ukraine and Russia for quicker updates on
the war and for posting uncensored reports [4, 33,41]. How-
ever, it is a source without moderation and fact-checking,
hence fake news and emotional lexicon, including profan-
ity and propaganda, are not unusual [46]. Therefore, we
included both Russian and Ukrainian Telegram news in our
data collection.

! https://newspaper.readthedocs.io/en/latest/.
2 https://rubrika.ro/extensie-browser.
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Table 1 Corpus statistics, including the sources per language and stance

Language Source Amount of texts
Pro-Western newspapers
Ukrainian ‘Europeiska Pravda’, ‘Ukrainska Pravda’, ‘Espresso’, ‘5.ua’, ‘Hhromadske’, 3298
‘Liga.net’
Romanian ‘digi24’, ‘mediafax’, ‘g4media’ 4049
English ‘The Guardian’, ‘BBC’, ‘The New York Times’, ‘Reuters’) 1060
French ‘TvSmonde’, ‘Le Monde’ and ‘Le Figaro’ 458
Russian ‘Raintv’ 7
Pro-Kemlin newspapers
Ukrainian ‘Newsua’, ‘Strana.ua’, ‘Vesti.ua’, ‘Ukranews’, ‘Zik’ 3579 (474 in Ukrainian
and 3105 in Russian)
Romanian ‘Antena3’, ‘Stiripesurse’, ‘Romaniatv.net’, ‘Cyd.ro’, ‘Activenews’ and ‘Dc- 3007
news’.

French ‘RT’ French edition 123
Russian ‘Ria news’, ‘Russia Today’, ‘Interfax’, ‘Lenta.ru’ and ‘Ukraine.ru’. 2648
Telegram posts
Ukrainian ‘Goncharenko’, ‘InformNapalm’,‘Brati po zbroi’, ‘Spravdi’,‘Operativni ZSU’ 7263 ( 1568 in Ukrainian

and 1568 in Russian)
Russian ‘Rybar’,‘Siloviki’, ‘Vysokigovorit’ 61595

4.3 Linguistic Feature Selection

We start processing the collected texts by extracting per-
article linguistic features. The first set of features have
been used previously in [26] to detect fake news: a num-
ber of negations, adverbs, average sentence length, proper
nouns, passive voice, quotes, conjunctions (we also count
the frequency of the conjunction ‘but’ separately to capture
contrasting), comparative and superlative adjectives, state
verbs, personal pronouns, modal verbs, interrogatives.
Since fake news and propaganda can be associated with
‘overly emotional’ language [3], we generate word counts
for each basic emotion category: anger, fear, anticipation,
trust, surprise, sadness, joy, disgust, and identify two senti-
ment classes, negative and positive, using the NRC Word-
Emotion Association Lexicon [29]. We translated each list
of this lexicon from English to the other 4 languages, using
automated translation and manual correction procedures.
The translations are available on our GitHub®. We count the
presence of each entry in lemmatized or tokenized texts.
Following Rashkin et. al. [38], we also extract the num-
ber of adjectives, the overall number of verbs and action
verbs, as well as abstract nouns (e.g. ‘truth’, ‘freedom’),
money symbols, assertive words, and second person pro-
nouns (‘you’), and the first person singular (‘I’). Inspired
by the journalistic rules of conduct for neutrality*, we count
the number of occurrences of words from several dictio-
naries: survey, reporting words, discourse markers, reflect-

3 https://github.com/anonrep/pro-kremlin_propaganda.

4 https://www.spj.org/ethicscode.asp.

3 http://connective-lex.info.
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ing the surface coherence of the article, words denoting
claims(e.g. ‘reckon’, ‘assume’), high modality words (e.g.
‘obviously’, ‘certainly’). The dictionaries were created by
synonyms search and can be found in form of lists in the
feature extraction script.

By counting conjunctions, as syntactic features, we mea-
sure the number of subordinate clauses of concession (e.g.
‘although’, ‘even if”), reason (e.g. ‘because’, ‘as’), purpose
(e.g. ‘in order to’), condition (e.g. ‘provided’, ‘if’), time
(e.g. ‘when’, ‘as soon as’) and relative clauses, which re-
flect different ways of justification and argumentation.

All features are automatically extracted in a pipe-
line separately for each language using simplemma® and
pymorphy?2’ for part-of-speech extraction in Ukrainian and
spacy® for Russian, English, Romanian and French. The
code is available on our GitHub repository.

4.4 Keywords

As a list of keywords, we use the glossary® prepared by
the National Security and Defense Council of Ukraine. It
contains a list of names, terms and phrases recommended
for use by public authorities and diplomatic missions of
Ukraine and as well as versions of these terms used in Rus-
sian political discourse. We translate this glossary to the
target languages and add a short list from the military lexi-

6 https://adrien.barbaresi.eu/blog/simple-multilingual-lemmatizer-
python.html.

7 https://pymorphy2.readthedocs.io/en/stable/.

8 https://spacy.io.

° https://www.rnbo.gov.ua/files/2021.
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con being avoided by Russian officials (e.g. *war’, ’victims’,
*children’, ’casualties’) [18].

5 Results

We evaluate the performance of our models using Cohen’s
k [10] and F-measure [37]. While Fl1-score is easy to in-
terpret and most frequently used, subtracting the Expected
Accuracy, Cohen’s Kappa removes the intrinsic dissimilar-
ities of different data sets, which makes two classification
problems comparable, as K can compare the performances
of two models on two different cases [19]. We also evalu-
ate the number of false positives and negatives, which help
build a complete picture of the model’s performance. The
results for all settings, averaged over five models, can be
found in Table 2. Details about the models and hyperpa-
rameters can be found in Appendix and GitHub depository.

Experiment 1. When training on Russian, Ukrainian,
Romanian and English newspaper articles, the best result
on the handcrafted linguistic features (no keywords) was
achieved with an SVM: 0.87 Fl-measure and 0.75 «. The
model is almost equally prone to false positives (108) and
false negatives (120) across 1768 test samples (FP-rate:
0.06, FN-rate: 0.06). Linear models and a 2-layer neural
network performed considerably worse (F1: 0.8). As the
SVM performed best, we continued our experiments with
this model, added our extracted keywords to the dataset, but
found no improvement.

The linear model using BERT embeddings achieves
higher results than the handcrafted feature models (F1:
0.92, and «: 0.84). While it produces a similar quantity of
false positives as the SVM, the false negative rate decreases
considerably.

When testing on 40 French texts (20 pro-Kremlin, 20
pro-Ukrainian), the performance drops considerably for the
feature-based approach (F1: 0.5, x: 0.01) with 14 false neg-
atives and 6 false positives, and for BERT embeddings (F1:
0.52, «: 0.05) with 19 false positives and only one true
negative.

Experiment 2. The addition of French newspaper arti-
cles to the training set increased the F1-score by 0.08 for
both SVM and embeddings-based models. However, the
models do not perform well when tested on Telegram data.
Without keywords, the SVM model scored 0.61 F1-mea-
sure, with a very low « of 0.24, 2078 false positives and
3422 false negatives out of 14525 test samples. Adding key-
words increases performance (F1: 0.62, k: 0.25), lowering
the false positive and false negative (FP-rate: 0.13, FN-rate:
0.23). The embeddings-based model scores even lower (F1:
0.58, k: 0.17, FP-rate: 0.39, FN-rate: 0.014)

Experiment 3. Finally, we train on the full dataset with
both newspaper articles and Telegram posts. The hand-

9
Table2 Comparative results achieved on best folds
Algorithm Cohen’s k¥ F1 False False
positives negatives
Experiment 1.1 Test on subset (1768 texts)
Decision tree 0.49 0.73 16 450
Linear logis- 0.58 0.79 113 265
tic model
SVM 0.75 0.87 156 151
MLP 0.64 0.80 103 229
BERT 0.84 0.92 97 42
Experiment 1.2 Test on French (20 texts)

SVM 0.01 0.50 6 16
BERT 0.05 0.52 19 0
Experiment 2.1 Test on subset (1827 texts)

SVM 0.75 0.88 120 151
BERT 0.86 0.93 111 12
Experiment 2.2 Test on Telegram (14525 texts)

SVM 0.25 0.64 2013 3402
BERT 0.17 0.58 5770 212
Experiment 3. Test on subset (8709 texts)

SVM 0.66 0.88 707 267
BERT 0.81 0.92 136 162

crafted feature-based model increases the F1-score to 0.88,
but decreases k to 0.66, with 707 false positives and 267
false negatives out of 8709 test samples. The embeddings-
based model reaches 0.90 F1-measure and 0.81 «, with 136
false positives and 162 false negatives.

Both models make disproportionately more errors when
tasked with the classification of Romanian texts.

6 Additional Analysis
6.1 Feature Importance

We further analyse our best-performing SVM model to ob-
tain feature importance for both linguistic features and key-
words using the feature permutation method [7]. The anal-
ysis is illustrated in Fig. 2. We find that various subordi-
nate clauses prove to be important for the model, with the
presence of the clause of the reason being the most indica-
tive of pro-Western narratives, as well as passive voice. To
a lesser degree, the following features were also deemed as
important: superlatives, money symbols and words, clauses
of condition, state verbs, comparatives and words indicat-
ing claims. For those features, it can be stated that they
are unlikely to be found in pro-Kremlin news. At the same
time, discourse markers (e.g. ‘however’, ‘finally’) as well
as clauses of concession, clauses of purpose, conjunctions,
negations and clauses of time separate pro-Kremlin news
the best.

@ Springer
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Keyword importance
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Fig.2 Permutation importance (drop of F1 score in %) for an SVM with linear kernel. Keyword importance is on the left side and the importance
of linguistic features is on the right. Negative bars indicate features that are important for classifying a data point as pro-Western, while positive

bars represent features indicative of pro-Kremlin propaganda

We find many keywords coming from the list provided
by the Ukrainian Security Council glossary to be important.
However, some of them need cultural and historical context
to be understood. We find that the formulation ‘in Ukraine’
is the most reliable marker of pro-Western news, while in
Russian news the formulation is ‘on Ukraine’, which in-
dicates its use as ‘on a territory’ and not ‘in the country’.
Interestingly, the use of ‘in Donbas’ is the second highest
indicator for Russian news. While it is a conventional name
for the territory shared by two Ukrainian regions, it would
preferably be used with the preposition ‘on’, e.g. ‘on the
Western Balkans’. The usage of ’in’ gives linguistic legiti-
macy to the idea of the independence of the quasi-republics.
The variant of the country’s name ‘Belarus’ is highly in-
dicative of the Western side, while ‘Belorussia’, the version
found in Russian news, presents the neighbouring coun-
try’s name rather as ‘white’ Russia, and not as ‘Rus’, the
historical area in Eastern Europe. The formulation ‘spe-
cial operation’!? is a euphemism for the word ‘war’ used
by the Russian government and the pro-governmental news
agencies. It is a strong indicator towards a pro-Kremlin nar-
rative. On the Western side, we observe that the word ‘inva-
sion’ has a higher frequency. Other words with high impor-
tance values for pro-Kremlin narratives are demilitarisation
(of Ukraine), ‘self-defence’, ‘militia’, ‘Bandera’ '!, ‘Baltic
countries’, also commonly called ‘Pribaltika’ in Russian,
again presented more as a territory, and finally ‘foreign
agent’.

10 https://www.un.org/press/en/2022/sc14803.doc.htm.

11 Politician and theorist of the militant wing of the Organization of
Ukrainian Nationalists in 20th-century [27].

@ Springer

Many of the words we assumed will not be used in
pro-governmental Russian articles were found to be im-
portant markers. Hence, words commonly used by the pro-
Ukrainian news describing the disastrous consequences of
war for both sides, e.g. ‘children’, ‘looting’, ‘war crimes’,
‘deceased’, ‘victims’, ‘rape’, ‘sanctions’, ’embargo’, are at-
tributed high importance in Western media. Some other
curious keywords often occurring in Western media are
‘Russian world’ and ‘russcists’, which are mainly used by
Ukrainian media as means of referring to the ideology of
the Russian military expansionism [17].

6.2 Distributional exploratory analysis

Chronological analysis. We also carried out an exploratory
study of the feature and keyword distributions over 5 data
collections: the 23rd of February, the 1st of March, the
eighth of March, the 18th of March and the fourth of April.
We looked at the contrast between different languages and
between pro-Kremlin and pro-Western media within one
language, with the aim to explain frequent model errors
and observe how media reflects the events of the war.

The most noticeable observation for Ukrainian pro-West-
ern media is an increase in many features on the 18th of
March, following the bombing of the Mariupol theatre on
the 16th [6]: abstract nouns, claims, and negative emotional
lexicon (namely words of surprise, disgust, sadness, fear
and anger). Some indicators, like reporting words, nega-
tions, proper nouns, and modal verbs drop in frequency in
March and seem to come back to the pre-war level in April.
The use of the word war is constantly increasing throughout
our data collection.
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In contrast, in Russian pro-governmental media, the col-
lection date with the most deviation from the overall av-
erage is the 1st of March, when we can observe a dras-
tic increase in the number of adjectives, average sentence
length, assertive words, clauses of purpose, but also nega-
tive emotional lexicon (including words of trust and anger),
and positive emotional lexicon. 1st of March corresponds
to the end of the first week of the war when it became clear
that the war might extend for a longer period [20].

British and American media remained quite stable
throughout this time period, although we can observe an in-
crease in superlatives on the fourth of April, which follows
closely the discovery of the war crimes in Bucha, where
412 civilians were killed [22]. Pro-Western Romanian data
also did not change considerably, with an exception of
a slight increase with each collection in clauses of reason,
words of surprise and the keyword ‘war’. At the same time,
in the Romanian media flagged as fake news, there is a drop
in words of anger and an increase in words of disgust, sur-
prise, happiness and expectation, as well as abstract nouns,
modal verbs, clauses of purpose when compared to the pre-
war collection.

Language and narrative specific feature differences.
When comparing media in different languages we observe
interesting trends, which, however, did not account much
for the decision of the classifiers. For instance, English
and Ukrainian pro-Western media have the highest per-
sonal pronouns frequency, while newspapers from Rus-
sian media have the highest amount of quotations and are
the only using keywords such as: ‘coup d’etat’, ‘DNR’,
‘LNR’, ‘Kiev regime’, ‘russophobia’. Romanian articles
from trusted sources have the longest sentences, and all
articles from Romanian media have the lowest use of the
conjunction ‘but’. Furthermore, all articles have the highest
occurrence of comparatives, superlatives and state verbs,
which we believe is language specific. This might be the
reason for the low performance when applied to Romanian
articles since these three features have high importance for
the SVM model.

Articles from Ukrainian media generally have a high
frequency of adjectives. At the same time, Ukrainian pro-
Western news has the highest amount of emotional words
(sadness, expectation, disgust, surprise, fear, anger), while
pro-Russian Ukrainian articles do not show such a tendency,
and thus might not reflect the same emotional atmosphere. It
also has the same distribution of clauses of time as Russian
pro-governmental news and the equally lowest usage of
passive verbs.

Thus, we do not see a clear tendency for Russian propa-
ganda to be homogeneous among the countries we selected.
The only example would be the use of the keyword ‘Soros’,
which is used uniquely in pro-Kremlin media in Ukraine
and Russia, as well as in fake-news-flagged Romanian me-

dia. This can be explained by invocations of antisemitic
conspiracy theories explored in Timothy Snyder’s ‘Road
to Unfreedom’ [44] as manipulation strategies. Otherwise,
media in Romania seems to be much more adapted to the
local journalistic specifics, while in Ukraine the pro-Krem-
lin articles have much more in common with their origin.

7 Discussion

Our study is the first attempt to quantitatively and qualita-
tively analyse and automatically detect Russian propaganda,
which does not necessarily use an emotional lexicon. Sur-
prisingly, the propaganda style seemingly mimics interna-
tional codes of conduct for journalism and adapts to each
target language and it is country-specific. Many features of
the Western news class can be found in the aforementioned
related works for fake news detection, while pro-Kremlin
features taken out of context could be interpreted as neutral
journalistic style. This indicates that morpho-syntax mod-
elling and analysis without semantics may be misleading.
Both sides use propaganda. We found that their features
differ, which may be explained by different ideologies and
cultural specifics, but it may indicate different goals. Rus-
sian-backed media justifies the war and downplays adverse
effects, while Ukrainian war propaganda focuses on various
emotions, from ridiculing Russian forces, instigating hate
against the Russian people as a whole or proposing an over-
optimistic view of the military situation. In future work, we
propose including an additional class representing neutral
Ukrainian, Russian, and international news. However, la-
belling such datasets would require much more time for
manual annotation.

Since the appearance of state-of-the-art Transformer-
based models, the trade-off between transparency and ac-
curacy has been a topical issue in the NLP community.
We show that transparent statistical models based on lin-
guistic expert knowledge can still be competitive. Our best
embeddings-based model has only around 0.04 Fl-score
advantage, but it is less explainable. We cannot control if
the BERT model learnt the style of the media outlets instead
of propaganda itself, while we can be sure that SVM indeed
captures Kremlin’s manipulative lexicon. While there are
methods to interpret decisions [13] of such models, we
leave this for future work. As BERT models can capture
syntax [23], we believe that such embeddings might still be
less flexible towards changes in themes and topics, and need
retraining if major vocabulary changes occur. The BERT-
based model has a clear tendency towards false positives
and performs slightly worse on the data from different
distributions. In the context of automated content moder-
ation, false positives would mean flagging/filtering a post
or banning a person, limiting the freedom of speech. False
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Fig.3 Advantages and disadvantages of the presented methods

negatives might lead to posts with propaganda reaching
more targets.

Keywords were only beneficial for SVM when applied to
new data, where the algorithm had to base its decisions on
semantics more than morpho-syntax. The overall journalis-
tic style captured by handcrafted features is more reliable,
as the model performance does not drastically change for
any of the languages in focus, even in the face of such
events as war. Scalability is, however, a major drawback
of feature-based models, as new predictions require first-
feature extraction, while models using BERT embeddings
can be used out of the box. However, BERT models have
important token length limitations, whereas with SVM we
pass a stable vector of feature counts normalised by the text
length. While it might seem natural to choose these high-
performing models in industrial settings, we believe that
for the sake of transparency, models using handcrafted fea-
tures that are competitive can still be used. The summarized
comparison can be seen in Fig. 3.

Both approaches can turn out to be inefficient after a cer-
tain period of time, especially in light of the new tendencies
towards automatically generated news.

We see our work as a first step towards a browser exten-
sion flagging harmful content to raise individual awareness
and assist us in filtering the content we consume. However,
the classifier can be used to block pro-Western news as well,
ensuring the impenetrability of echo chambers, amplifying
the effects of propaganda instead of helping to fight it.

8 Conclusion

We presented two alternative methods to automatically
identify pro-Kremlin propaganda in newspaper articles
and Telegram posts. Our analysis indicates that there are
strong similarities in terms of rhetoric strategies in the pro-
Kremlin media in both Ukraine and Russia. While being
relatively neutral according to surface structure, pro-Krem-
lin sources use artificially modified vocabulary to reshape
important geopolitical notions. They also have, to a lesser

@ Springer

degree, similarities with the Romanian news flagged as fake
news, suggesting that propaganda may be adapted to each
country and language in particular. Both Ukrainian and
Russian sources lean towards strongly opinionated news,
pointing towards the use of war propaganda in order to
achieve strategic goals.

Russian, Romanian and Ukrainian languages are under-
researched in terms of NLP tools in comparison to English.
We hope that our study contributes to social media and
individual efforts to moderate harmful content. We share
our data and code as open-source tools for the detection of
automated fake news or propaganda in order to help local
human moderators and common users in those countries.
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9 Appendix
9.1 Hyper-parameters

We performed a Grid search and found out that the best
results are achieved with Radial basis function kernel,
gamma=100, and C=46 parameters.

For the neural network used with linguistic features,
our best setup was achieved with 2 hidden layers, a Lim-
ited-memory BFGS solver, tanh activation function, and
alpha=le-5.

For the linear model used with BERT, we used a learning
rate of le-4, 4 epochs and batch size 16.
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