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ABSTRACT 
Running a business without having a website is nearly impossible 
nowadays. Most business owners use content managements sys-
tems to manage their websites. Yet, those can pose security risks 
and provide vulnerabilities for manipulations. With vulnerability 
notifcations, website owners are notifed about security risks. To 
identify common themes with respect to vulnerability notifcations 
and provide deeper insight into the motivations of website owners 
to react to those notifcations, we conducted 25 semi-structured 
interviews. In compliance with previous research, we could confrm 
that distrust in unexpected notifcations is high and, in contrast to 
previous research, we suggest that verifcation possibilities are the 
most important factors to establish trust in notifcations. We also 
endorse the fndings that raising awareness for the severity and the 
complexity of the problems is crucial to increase remediation rates. 

CCS CONCEPTS 
• Security and privacy → Social aspects of security and pri-
vacy. 
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1 INTRODUCTION 
Nowadays, running a business without having a website is nearly 
impossible because information about goods and services are mainly 
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retrieved from online resources [5]. Content management systems 
(CMS) provide default features that make it easy even for layper-
sons to create and maintain sophisticated websites [4]. According 
to W3Techs, nearly two thirds of the top 10 Million Websites use a 
content management system [24]. But CMSs also pose a security 
risk. Not only can the CMS’s frameworks themselves contain vul-
nerabilities. Also, there is a vast number of plugins and templates 
that may introduce vulnerabilities [4]. 

Conţu et al. [4] describe four main threats for open-source con-
tent management systems, which are: manipulation of data through 
SQL injection or parameter manipulation; gaining unauthorized 
access to confdential data through SQL injections or Cross-Site 
Scripting (XSS) attacks; phishing; and code execution by exploit-
ing improperly validated input. As a result, websites sufer from 
diferent kinds of attacks, like comment spamming, defacement 
of websites or redirects. Other attacks aim at the search results of 
the original website. In case of search engine Spam (SEO Spam) or 
Pharma Hacks, an attacker deploys code on a website to redirect 
to fake web shops [19, 20]. The manipulation is not visible on the 
genuine website, but the sites appear in the search engine results 
as shops selling illegal or banned drugs and medicines, luxurious 
brand-name clothing, or expensive appliances for cheap. Often, 
the malicious code is hidden within the CSS fles of a website and 
cannot be easily found – even by skilled developers [19]. 

Since the problem is not easy to detect and only visible in a 
website’s search results, most website owners have to rely on vul-
nerability notifcations by the security community to be informed 
about the manipulation. In trying to create suitable vulnerability 
notifcations, with which we could inform the website owners about 
the security issues, we found a variety of experimental studies that 
analyzed senders and communication channels as well as content 
and design of vulnerability notifcations for a variety of web-related 
security issues [1, 3, 7, 12–14, 16, 17, 21–23, 25–30]. Many of these 
experiments, however, report low remediation rates and problems 
to reach out to the recipients of their vulnerability notifcations. 
Rather than conducting another experimental study, where website 
owners are notifed about the vulnerability and then remediation 
rates are measured, we deem it necessary to talk directly to af-
fected website owners and discuss the perception of vulnerability 
notifcations with them. 
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The motivation of this paper is to answer the following research 
questions: (1) How did website owners perceive previous web vul-
nerability notifcations? (2) What are suitable senders and com-
munication channels that the website owners deem trustworthy? 
(3) What aspects should we consider in future notifcations to be 
deemed trustworthy? (4) What – if any – channels do website 
owners use to actively inform themselves about security incidents? 

We used web crawling results to identify German website own-
ers that were afected by a Pharma Hack or a related SEO spam 
in the past. We then contacted the afected owners and asked for 
an interview. To our knowledge, none of the experimental studies 
have conducted qualitative interviews with afected website own-
ers, to identify common themes and trust-promoting factors for a 
vulnerability notifcation. 

By answering our research questions, we will provide deeper and 
comprehensive insight into the aspects website owners consider 
when they receive a vulnerability notifcation. Furthermore, we 
will suggest suitable (media) channels to raise awareness for the 
problem in general. With this, our contributions are: 

(1) Presenting the frst qualitative study that provides detailed 
information on how website owners perceive vulnerability 
notifcations. 

(2) Providing comprehensive insight into website owners’ pro-
cesses to classify a message as trustworthy. Current research 
results draw a rather heterogeneous picture. With our re-
search we aim at summarizing the key factors for creating 
trustworthy vulnerability notifcations, and identifying less 
important factors. 

(3) Providing additional trust-promoting factors for successful 
notifcation campaigns that were not described in previous 
literature. 

(4) Identifying media or channels where the security community 
can distribute awareness materials to gain website owners’ 
attention. Addressing website owners via channels they use 
is a key factor for a successful awareness campaign. So far 
no study on vulnerability notifcations has included this in 
their research. 

2 RELATED WORK 
As stated above, factors infuencing notifcation efectiveness have 
already been subject of experimental studies. Information about 
website owners’ assessments of previous notifcations are mainly re-
trieved from experimental studies [2, 7, 12, 14, 16, 22, 25–27, 29, 30], 
some of them accompanied by quantitative surveys [1, 13, 17, 21, 
23, 28]. In general, qualitative approaches are more applicable for 
understanding opinions, attitudes, or behavior [9]. But only a few 
studies in the broader context of vulnerability notifcations or vul-
nerability management have conducted qualitative approaches so 
far. Still, all of them were dedicated to a diferent target group 
or to answer diferent questions: Dietrich et al. [6] interviewed 
six system operators to understand how they approach security 
misconfgurations and what they think are the root caused for se-
curity misconfgurations; Jenkins et al. [10] used qualitative coding 
of 356 list emails from the mailing list of the website PatchMan-
agement.org to identify system administrators’ behavior towards 

patch management; Krombholz et al. [11] conducted expert inter-
views with seven experienced security auditors to determine which 
usability challenges hinder people from deploying strong TLS con-
fgurations; and Li et al. [15] interviewed 17 system administrators 
to understand how they manage software updates. 

The previous experimental studies showed that some senders or 
message types worked better than others. However, there was no 
statistically signifcant diference in the treatment groups’ remedia-
tion rates, and, in general, remediation rates were still low. Thus, 
we could conclude that any vulnerability notifcation works better 
than non-notifying website owners. But the impact of factors like 
sender reputation, amount of information, framing, or a suitable 
notifcation channel is still unclear, since none of these factors alone 
increase remediation rates signifcantly [17, 21, 26, 30]. 

According to Stock et al. [21], three key factors that lead to a suc-
cessful notifcation campaign are the email reading rate, awareness 
rising factors and the aware-to-fx rate. So far, diferent aspects of 
these factors have been researched: 

Identifying an appropriate recipient: WHOIS technical email con-
tact or contact information from the website are preferred by recip-
ients [21]. WHOIS records are often outdated and thus not always 
recommendable [28]. CERTs could serve as an intermediate re-
cipient but are found inefective as well [13]. Manually collecting 
contact information is more efective, but more laborious and also 
not sufcient in reaching every website owner [17]. 

Successfully delivering the notifcation: Although sending notifca-
tions via letter seems to be more efective [16], sending notifcations 
via email is still the most efcient way for extensive notifcation 
campaigns [21]. 

Increasing the awareness rising factors: The reputation of the 
sender, correct spelling, providing an accurate and detailed de-
scription of the problem, providing a clear motivation that is not 
attached to fnancial demands, and providing verifcation possibil-
ities, amongst others, seem to increase trust in notifcations [17]. 
Whereas digitally signing emails through S/MIME does not seem 
to increase message reads and remediation rates [21]. However, 
none of the experiments with variations of these factors showed 
statistically signifcant diferences within the treatment groups. 

Increasing the aware-to-fx rate: Higher remediation rates were 
observed when the content of the notifcation was tailored to the 
notifed population and more details were provided in the message 
itself [13, 25, 30]. But again, the experiments showed no statistically 
signifcant diferences within the treatment groups. Some authors 
also suggest to provide incentives for remediation, like quarantining 
compromised websites [27, 29], sanctioning website owners [17], or 
pointing at reputational damage [25, 28], to illustrate the severity 
of a problem. However, the comparison of diferent incentives has 
not been researched, yet. 

3 METHODOLOGY 
This paper aims to better assess website owners’ perceptions and 
opinions, and identify common themes about vulnerability notif-
cations with an inductive approach. We conducted 25 qualitative 
interviews with German website owners who were afected by 
SEO spam manipulations. We developed an interview guideline 
to discuss suitable senders and communication channels as well 
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as general aspects of notifcations and sources for information 
about security incidents. We also collected socio-demographic data 
(company size, the interviewee’s role in the company and her/his 
afnity for technology interaction) that were found to infuence 
remediation rates [22, 30]. 

Between November 2020 and March 2021, our project partner 
compiled a list of domains in German speaking countries that were 
afected by a Pharma Hack or a related SEO spam infection. In 
April 2021, the complete list was sent to associated German project 
partners or the German State Ofces of Criminal Investigations, 
which were supposed to inform the website owners about the vul-
nerability. 

Between July and September 2021, we contacted 65 German 
website owners from this list via email, and asked, if we could call 
them for an interview. We contacted only German website owners, 
because we supposed that among those the threshold to answer 
questions from a German university would be lowest. We used the 
contact information given on their websites. In our request, we 
introduced ourselves and the research project, and announced that 
we would call them in the upcoming days. We also provided our 
email address and phone number so the recipients could opt out or 
verify the legitimacy of our request. We called the website owners 
at least three times afterwards. In total, 25 persons agreed to an 
interview (response rate: 39 %). 

All interviews were transcribed using verbatim transcription. 
Any personal data, like names of persons, companies, places, and 
domain names were anonymized. We used the software MaxQDA 
to transcribe and code the interviews. To analyze the interviews, 
we used open coding as described in [2]. A frst coder created an 
initial codebook based on three interviews, which was iteratively 
improved with a second coder. Even after analyzing 36 percent of 
our material together, we could not exceed a moderate intercoder 
agreement (κ = 0.51), because the length of the coded segments 
often varied between both coders. As explained in [2], this is a com-
mon problem in analyzing semi-structured interview transcripts. 
We had, however, a high agreement in the application of the codes. 
Therefore, we coded the remaining 13 interviews independently 
and checked on each others codes afterwards. We found only a few 
disagreements, which we could resolve through discussion. 

4 RESULTS 
Although we explicitly sampled for German website owners who we 
supposed were already notifed, by our associated project partners 
or the State Ofces of Criminal Investigations, only 14 interviewees 
told that they were informed by one of these third parties prior to 
our interview request. Seven out of 25 discovered the vulnerability 
on their own, four of the seven were additionally informed by a 
third party, unrelated to the research project. Table 1 in Appendix A 
gives an overview of the senders and notifcation channels of the 
initial notifcation. We also included the size of the business, the 
value for the afnity for technological interaction (ATI) as well as 
the suitable senders and notifcation channel, as mentioned by the 
interviewees, in the table. 

As shown in the table, we interviewed mainly website owners of 
small businesses (15 interviewees), a few medium sized businesses 

(four interviewees) and one person who is working for a large com-
pany. We could not determine the business size of fve interviewees, 
because the website belonged to a club or was part of a project, 
where no one was permanently employed. 

All interviewees had a medium afnity for technological inter-
action of at least 3.33, on a scale from 1 (describing low afnity) 
to 6 (describing high afnity). 17 interviewees had an ATI value 
between 4.0 and 5.5 and three interviewees were above 5.5 and 
therefore close to highest afnity values. 

4.1 What are suitable senders and 
communication channels that the website 
owners deem trustworthy? 

If asked for a suitable sender, 13 interviewees named at least the 
institution or authority which informed them initially (see Table 1 
in Appendix A). Fourteen interviewees could not think of a suit-
able sender intuitively or said they did not care. One interviewee 
expressed his general mistrust in any sender or channel: “To be 
honest, I do not know what to do. I mean, there are police ofcers 
calling and telling you, they are police ofcers, and then they scam 
grandmas [...].” Another told that since emails are often faked, the 
subject and the content of the message are more important than 
the sender. Two others confrmed and added that a notifcation by 
any sender is better than none. 

Eleven interviewees described rather general sender require-
ments: the sender should be trustworthy, familiar or a government 
agency, and the email address should be verifable or ft the sender. 
Only a few interviewees named specifc senders like the Federal 
Ofce for Information Security, the Federal Ministry for Economic 
Afairs and Climate Action, the Federal Ministry of Health, or re-
search institutes like the Helmholtz Association or the Fraunhofer 
Society. One interviewee said Joomla, the provider of her/his CMS, 
is a suitable sender, and another interviewee would deem their 
web agency suitable. Another interviewee also described Karlsruhe 
Institute of Technology (KIT) as a trust-promoting sender, because 
her/his son had studied there. One interviewee said s/he did not 
trust the initial notifcation because s/he could not see a relation be-
tween a private company writing on behalf of a research project. All 
in all, we noticed that if the participant named a specifc sender, s/he 
had some connection to this sender (e. g., the participant naming 
the Federal Ministry of Health is working in the health sector). 

The same holds for suitable communication channels: 16 inter-
viewees named at least the initial notifcation channel as suitable 
(see Table 1 in Appendix A). Notifcations via email were deemed 
suitable by 17 interviewees. Mainly because they value them as 
easy, fast, and straightforward. Furthermore, emails can contain a 
lot of information and, as one interviewee explained, “[a]n email 
always arrives and then, when I see it, I can work through it.” One 
participant even said s/he would have rather received an email than 
a phone call. Two other interviewees said that email would be the 
most logical notifcation channel because it would have been odd to 
receive information about a digital problem via analog notifcation 
channels (one named fax or letter as unsuitable). Five interviewees 
said they would be more suspicious of email notifcations, but no 
one explicitly refused to be notifed via email. 
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The second most named channel is phone (11 interviewees). 
Interestingly, most interviewees said they fnd it easier to verify 
the trustworthiness of a sender via phone. When phone calls were 
found unsuitable, it was mainly because the interviewees deemed 
them too laborious. Only one participant said s/he would not take 
a notifcation via a phone call seriously at all. Two interviewees 
said they think a combination of phone calls (to install trust in the 
sender) and emails (for further information) would be best. 

Only one interviewee said s/he would only trust a notifcation 
via letter, and another interviewee thought a letter would be the 
most genuine notifcation channel. Notifcations via messenger or 
social media were deemed unsuitable by three interviewees, or 
were not mentioned at all. 

4.2 How were previous notifcations perceived, 
and what should a future notifcation look 
like to be considered trustworthy? 

Nearly all of the interviewees recognized the initial notifcation as 
spam or told us that they mistrust those notifcations in general. Five 
interviewees explicitly said that they classifed the notifcation as 
spam, while others described the notifcation as irritating or odd, or 
they expressed surprise or doubts. Seven interviewees criticized that 
the information was not sufcient or not comprehensible; therefore, 
they categorized the notifcation as spam. Further issues were a 
suspicious attachment (Excel sheet), a non-matching area code, or 
the police calling from a cell phone number. Another one said that 
the email did not look legitimate because it had no signature. 

Only one interviewee described the notifcations as helpful and 
said that although the sender did not name the cause for the prob-
lem, the notifcation itself caught her/his attention. One other inter-
viewee was notifed by her/his hosting provider. S/he deemed the 
notifcation trustworthy and forwarded it to the external service 
provider. But they declared it a false alert and the company did 
nothing to close the vulnerability. In another case, the interviewee 
detected the problem her-/himself, but the hosting provider could 
not reproduce it and therefore declared it a false alert as well. 

We asked the interviewees which aspects of an email notifcation 
they deem crucial, and also incorporated factors, which convinced 
the interviewees to act on the initial notifcation. We categorized 
those answers into three categories: 

General Factors: For the initial notifcation, verifcation possi-
bilities played a major role in convincing recipients to fnally deem 
the notifcation trustworthy and act on it. Except for three, all inter-
viewees described some approaches to verify notifcations. Seven 
interviewees verifed the problem by reconstructing it. Nine inter-
viewees verifed the sender of the notifcations by googling, and 
eight interviewees called the sender, or answered her/him via email. 
Five interviewees also verifed technical details like the sender’s do-
main address. Three interviewees emphasized that some possibility 
for verifcation should be included in future notifcations. 

Ten interviewees expressed the unspecifc demands that the 
sender must be reputable, professional, trustworthy, and well-
known. The sender’s address must also ft the contact information 
and should look legitimate. 

One interviewee said that s/he would prefer a local sender. An-
other said it was helpful that the police called her/him with a local 
phone number. On the other hand, no other interviewee explicitly 
named geographical proximity as a trust-promoting factor, and 
one interviewee even denied that proximity would have made any 
diference for her/him. 

Six interviewees said the notifcation, in general, should be plau-
sible. One interviewee mentioned that the message would be trust-
worthy if the hosting provider sends a message about defect scripts 
on the website and includes the customer ID in the subject. Another 
interviewee said that general plausibility is even more important 
than a particular sender. 

Some interviewees said that it was helpful to be notifed by 
several entities or several times. One interviewee was notifed 
by our project partner and the police. S/he explained that the police 
also calling her/him made the problem more prominent. Another 
participant explained that a second email with a more detailed 
description induced her/him to react and illustrated her/him the 
seriousness of the problem. Furthermore, two interviewees said 
that a combination of a phone call and an email would be most 
suitable for future notifcations. 

Content-Related Factors: A proper problem description was 
another factor for some interviewees to take the initial notifca-
tion seriously. Another interviewee said that s/he had a “very pro-
found and reliable” conversation with a policeman, which was 
trust-promoting. Another interviewee emphasized several times 
that the policeman who notifed her/him was very knowledgeable 
and able to explain the problem adequately. A comprehensive, spe-
cifc, and informative description of the problem was also the most 
named content-related factor for future notifcations. One intervie-
wee explained that website abuse “is such a huge term,” and s/he 
appreciated a detailed instruction. In total, 12 of our interviewees 
found it trust-promoting that the problem was described in a way 
that they could understand the issue. Two more interviewees would 
also like to have information on how to solve the problem. Fur-
thermore, one interviewee said that the problem’s urgency should 
be made clear. 

One interviewee said, a screenshot that visualizes the problem 
prompted her/him to take action on the initial notifcation: “I got 
your email a week ago. But that was . . . not so specifc [. . . ]. But then 
you addressed me personally and added the screenshot about the 
security breach. This really motivated me to take action quickly.” 

Eight interviewees further asked for providing a clear motiva-
tion: “Which jurisdictions does the authority have, why does she 
contact me, what is the objective of the notifcation?” Regarding 
the initial notifcation, one interviewee said that s/he could make 
sense of the information because the sender mentioned the key-
word cybercrime right at the beginning of the conversation. Another 
interviewee said that s/he fnally trusted the sender because their 
motivation was to merely inform her/him about the incident and 
that s/he would not face criminal charges. One participant said 
that non-monetary interests in combination with the individual 
salutation and the sender’s reputation were trust-promoting for 
her/him. S/he said: “a personal email, research assistant, research 
project, KIT. There it all adds up that this is a reliable sender who 
is not primarily interested in earning money [. . . ].” 
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On the other hand, the information should not be too extensive. 
One interviewee said that the information should be brief, concise, 
and tailored to her/his situation, because “messages that are too 
long are also not read.” 

Further content-related factors besides the problem description 
were a personalized salutation (four interviewees), correct or-
thography, and a meaningful subject (each named by two inter-
viewees). Two interviewees further said that a customer ID in the 
subject would be helpful, for example in a vulnerability notifcation 
from their webhoster. 

Technical Factors: Eight interviewees asked for contact infor-
mation in terms of a phone number or email address, a signature, 
a letterhead, or an imprint. Six interviewees asked for a reasonable, 
trustworthy, or relatable domain in the sender’s email address. 
One participant said a link to a website with more informa-
tion would be helpful, and another remarked that links are only 
trust-promoting when the link text matches the link URL. 

On the other hand, three interviewees said they never click 
on links or they would classify notifcations with links immedi-
ately as spam. One participant named a digital signature as trust-
promoting but would not require encryption. Two other partici-
pants asked for technical possibilities to verify the authentic-
ity but did not specify their demands. 

4.3 What channels do website owners use to 
inform themselves about security 
incidents? 

Only one interviewee said that s/he subscribed to a mailing list from 
a publishing house with an IT focus to keep informed about security 
incidents. Eight interviewees named unspecifc channels, like the 
media in general, on-topic web blogs or web research, and/or the 
personal environment (business partners, external service provider, 
colleagues, and friends) as information channels for IT security 
topics. Four interviewees had installed a malware scanner on their 
websites. One interviewee said that s/he also uses the website of the 
Federal Ofce for Information Security occasionally to fnd infor-
mation about specifc security incidents. One interviewee said that 
s/he would watch out for that kind of information in the newsletter 
of her/his branch association. 

5 DISCUSSION 
In our interviews, we could confrm a high distrust in vulnerability 
notifcations. We could also show that recipients need to connect 
to the sender or the notifcation. The decision whether a sender is 
trustworthy, is thus pretty distinct. Only a few interviewees could 
think of suitable senders. Some interviewees said sender is irrele-
vant, since emails and even phone calls can be manipulated. Other 
interviewees also said, the information itself is most important. 

We could not detect any obvious correlations between business 
size, and the interviewees responses. We might suggest that in-
terviewees with high ATI values, and therefore a high afnity for 
technological interaction, are more indiferent in their assessment 
of possible senders. But since our sample is too small and too diverse 
for statistical analysis, and the focus of this papers is on qualitative 
interviews, these fndings need to be proven by future research. 

Maass et al. [17] concluded that no single factor consistently 
increases trust. We can confrm these fndings and can, furthermore, 
show that even if a sender itself (like the police) or a notifcation 
channel (like email) is deemed suitable, the notifcation process 
as a whole must be plausible to establish trust in the notifcation. 
Since previous research could not clearly identify an efective sender 
and/or notifcation channel, we conclude that the whole notifcation 
process, composed of the sender and the notifcation channel and 
the content of the message must be reasonable and verifable. 

Verifcation possibilities are most important. Our main fnding is 
that the recipients seek some way to verify the notifcation. Thus, 
we deem it necessary to include some possibilities to verify the 
information in a vulnerability notifcation by providing contact 
information and/or technical possibilities to verify the sender’s 
authenticity – or by giving the recipients the possibility to repro-
duce the incident. A clear description of the problem, a plausible 
motivation for the notifcation, and, if applicable, information to 
solve the problem are deemed trust-promoting. 

Regarding notifcation channels, we could show that notifca-
tions via email were accepted by most of the interviewees. One 
participant explicitly stated that email is the most plausible no-
tifcation channel for a digital process. We, therefore, align with 
the conclusions of [21] and conclude that sending notifcations via 
email is a justifable notifcation channel for large-scale notifcation 
campaigns. Like [16], we also suggest considering more laborious 
notifcation channels like letters or phone calls for more severe prob-
lems, or to emphasize severity. It has been shown, that remediation 
rate are higher if the problem is deemed severe [7, 21, 26]. 

Awareness for the problem is important. As stated in [17, 21, 28], 
we also could observe that trust in and awareness of a notifcation 
does not always cause remediation. As mentioned in Section 4, 
two interviewees did not see the severity and therefore did noth-
ing to solve the problem, although they deemed the initial no-
tifcation trustworthy. We, therefore, endorse the suggestions of 
[16, 17, 25, 28] and highly recommend providing some incentive for 
remediation or name potential negative consequences from inac-
tion in the notifcation since some interviewees underestimated the 
severity of the problem. We further found that either the police as 
the sender, illustrative materials like screenshots, or demonstrating 
the consequences can be helpful. One interviewee also mentioned 
that it could be helpful to have a dedicated location, where infor-
mation about the problem and counter-measures are given. 

Something we could identify in our interviews and in previous 
research [3] is that the problem is very complex, especially - but 
not exclusively - for users with little IT (security) background. One 
interviewee said, s/he talked to her/his hosting provider and they 
could not reproduce the problem. So s/he dismissed the notifca-
tion. We, therefore, suggest that it is also necessary to explain how 
attackers intrude into systems and what mechanisms they use to 
hide. Furthermore, it is necessary to explain that just because the 
redirection in the search engine results is temporarily inactive the 
vulnerability is not automatically fxed and can be misused again. 

We could further see that some companies cooperate with ex-
ternal IT providers or agencies. Only four of the 25 interviewees 
identifed their role in the company as system administrators or 
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employ an administrator in their company. Eight interviewees cre-
ated the websites themselves or for a relative and 13 participants 
said they assigned the problem to an external service provider. We, 
therefore, suggest that it is not sufcient to raise awareness among 
the afected business owners. It is also necessary to raise awareness 
amongst hosting providers, as previously suggested in [2, 27]. Fur-
thermore, it is crucial to raise awareness for the severity and the 
complexity of the problem amongst external IT service providers 
and web agencies so that they can advise their customers. 

External service providers, friends, and colleagues are also chan-
nels to exchange information about security incidents. Word-of-
mouth, therefore, seems to be a fruitful channel for distributing 
information to raise awareness. Most of the interviewees we asked 
did not actively use or seek information about security vulnerabil-
ities. It is, therefore, necessary to also reach out to channels the 
website owners use unconsciously, like news media or industry 
associations, to raise awareness for the existence, the severity, and 
the complexity of the problem. 

Due to the qualitative nature of our study, the general validity 
of our results is limited. So far, we mainly reached out to small 
and medium-sized businesses in Germany. We also assume that our 
sample is subject to self-selection bias because we only talked to 
website owners who we could reach by phone and who agreed to 
an interview. Nevertheless, we are certain that our fndings can 
be adapted to other contexts, since they are in line with previous 
quantitative research and – on top of that – provide an explanation 
why the efcacy of previous notifcation campaigns is limited. 

6 CONCLUSION 
Previous quantitative research found, that the sender of a vulner-
ability notifcation and its reputation seems to play an important 
role (i.a. [17, 21, 26, 30]). But still, the impact of factors like sender, 
sender reputation or other factors is not entirely clear, since none 
of these factors was able to increase remediation rates signifcantly. 

In 25 qualitative interviews with afected website owners, we 
were able to identify common themes concerning vulnerability no-
tifcations. With our work, we could verify existing research and, 
by using semi-structured interviews instead of quantitative sur-
veys, summarize key factors for creating trustworthy vulnerability 
notifcations, and identify less important factors. 

In contrast to previous research, we suggest that sender reputa-
tion and/or base trust in a notifcation channel are important, but 
not the most important factors in establishing trust in notifcations. 
Most of our interviewees could not name a sender and/or channel 
they would trust without further request. But nearly all intervie-
wees took some steps to verify either the problem, the sender or 
the message’s content. 

As researched by [17], formal and content-related aspects of a 
notifcation increase its perceived trustworthiness. We looked at 
these factors in more detail and could show that especially a clear 
description of the problem, a clear motivation for the notifcation, 
and, if applicable, information to solve the problem should be in-
cluded in a notifcation. These factors enable the recipients to verify 
the problem. Providing contact information (a phone number or 
email address, a signature, a letterhead, or an imprint) and using 

a well-known domain in the sender’s email address helps recip-
ients verify the notifcation’s sender. Future notifcations should 
also consider a personalized salutation, correct orthography and 
a meaningful subject. These factors help recipients to establish a 
connection to the sender, which, again, helps them to verify the 
information. 

We also agree with [17, 18, 25, 28] and suggest providing some 
incentive for remediation, like taking a website down temporarily 
[27, 29], or naming potential negative consequences from inaction, 
like prosecution [17] or reputational damage [25, 28], in future 
notifcation. We also suggest raising awareness for the severity and 
the complexity of the problems among external IT service providers 
and hosting providers as well as in the news media in general. These 
are the channels where afected owners inform themselves about 
security incidents and where they seek help when they receive a 
notifcation or detect a problem themselves. 
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