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Abstract—Considering rapidly evolving Internet-of-Things ser-
vices such as smart buildings, smart homes or secure e-health
applications, the fog computing concept provides a technical basis
for innovative application scenarios of the blockchain technology.
We develop an enhancement of the fog computing architecture
HCL-BaFog by the blockchain functionality to collect and se-
curely share sensor data. They may arise from private IoT
applications such as ambient assisted living which incorporate the
need of an immutable, local storage and a sharing of protected
real-time sensor data monitored at patients’ or people’s homes.
Our proof-of-concept employs the fully virtualized functionality
of a permissioned blockchain and a network of fog computing
nodes and utilizes the container orchestration and management
system Docker and the MultiChain framework. We investigate
some basic performance metrics of our storage-and-sharing
approach using a test bed of Raspberry Pi SBCs. Finally, some
conclusions on the developed fog computing architecture with its
integrated blockchain functionality are discussed and its current
limitations are revealed.

Index Terms—Fog computing, Data sharing, Blockchain, Mul-
tiChain

I. INTRODUCTION

The Internet-of-Things (IoT) describes a fundamental
paradigm shift enhancing previously analog devices with ef-
fective computing and networking capabilities. It has enabled
new machine-to-machine as well as device-to-network com-
munication patterns among billions of smart devices in recent
years. The related physical objects or (virtual) logical objects
called things are capable of being identified and integrated
into computing platforms and communication networks and
arise in rapidly evolving service scenarios like smart cities,
smart homes, or innovative e-health applications. These things
have already become the interactive peers of modern high-
speed wireless and wired communication infrastructures such
as evolving 5G networks (cf. [2], [3], [20]). They generate
streams of real-time data by their associated sensor compo-
nents and potentially react to control commands by actuator
components (cf. [5]). From an engineering perspective, an
IoT ecosystem faces serious challenges such as long-term
stability, interoperability, as well as severe privacy and security
issues (cf. [7], [32]). Integrating billions of small sensors,
actuators, and data analysis entities provides great challenges
to classical cloud computing. Today, the Internet-of-Things
requires a fundamental transition of many commonly used

paradigms towards new efficient protocols and processing as
well as data storage concepts. To cope with these challenges
of innovative, rapidly evolving IoT applications, the new
paradigm of fog computing has been developed in recent years
(cf. [11]). Its challenging objective is to establish in a secure
and efficient way the well-determined concepts and services
of cloud computing such as IaaS and PaaS at a continuum
between the data centers of a cloud and the edge of wireless
networks based on WLAN and 5G technologies with their
associated next generation optical backbones (cf. [1], [29]).
Considering the diverse IoT application areas and economi-
cally relevant vertical market segments, the smart buildings,
smart homes, and protected e-health sector are of utmost
importance (cf. [2], [27]). In particular healthcare in ag-
ing societies may create challenging ambient assisted living
scenarios. In these environments a fog computing approach
integrating blockchain functionality appears to be very useful
regarding the local preprocessing and analysis of real-time sen-
sor data monitored at patients’ or old people’s homes. It should
be combined with an immutable, local storage and sharing
approach of these protected data which can partly replace the
submission of the data to the remote cloud computing sites. In
this way it can enhance the required immutability and privacy
of health records facilitating the regulatory conformance of
the applied technology, e.g. with regard to the General Data
Protection Regulation of EU or requirements in USA (cf. [24]).
In this respect the fog computing concept provides a technical
basis for innovative application scenarios of the blockchain
technology in a protected environment with well-known sen-
sor, actuator, and fog computing nodes as interacting peers
(see Figure 1, cf. [11], [14]).
In our ongoing research we focus on the integration of the
blockchain functionality into an existing low-cost fog com-
puting environment called HCL-BaFog (cf. [14]). We want
to investigate the most efficient way how one can effectively
partition the required functional blocks of both concepts and
integrate the latter as a layered protocol structure into a soft-
ware architecture with container virtualization. This approach
constitutes a first step towards a realization of blockchain tech-
nologies as Function-as-a-Service system. Following this line
of reasoning, we investigate in this paper how the blockchain
functionality can be exploited to securely store and share



Fig. 1. Architecture of the fog computing environment.

sensor data among more advanced fog computing nodes. Con-
sequently, we develop an enhancement of the fog computing
platform HCL-BaFog to collect and securely share sensor
data arising from such private IoT applications. It can be
incorporated into an available scalable stack of interconnected
ARM based SBCs (cf. also [16], [17]). The new proof-of-
concept uses the fully virtualized functionality of a blockchain
and a network of efficient fog computing nodes and utilizes
the container orchestration and management system Docker
with its Swarm mode and the MultiChain framework (cf.
[21]). We demonstrate the feasibility of our data sharing and
management approach with its secure access, authentication,
and data integrity policies using a test bed of Raspberry Pi
SBCs with their 64-bit ARM processor architecture.
The paper is organized as follows. In Section 2 we present
some foundations on the blockchain technology, evaluate its
functionality to share sensor data and select a related open
source framework. In Section 3 we first sketch our fog com-
puting platform HCL-BaFog and describe its enhancements to
incorporate the blockchain functionality. Then we present a
prototype implementation of our new fog computing node. A
first assessment of its performance is discussed, too. Finally,
conclusions on the developed fog computing approach with
integrated blockchain functionality, its current limitations, and
some useful extensions are discussed.

II. STORING SENSOR DATA OF IOT APPLICATIONS BY
MEANS OF BLOCKCHAIN FUNCTIONALITY

The Internet-of-Things combined with the paradigm of fog
computing will provide a fast growing basis for new, rapidly
evolving application scenarios of the blockchain technology
(cf. [1], [2], [28]). A blockchain is a decentralized database
which is distributed via replication among its contributing
peers. Data are not directly updated, but a collection of change
records represented by transactions are appended as aggregated
entities called blocks. All participating peers can validate the
state changes and must agree on the state of those data stored
in the associated data plane (cf. [9], [12]).

A. Foundations of Blockchain Technology

A decade ago, the blockchain technology called Bitcoin
has been introduced to realize a truly decentralized digital
currency for its users in a peer-to-peer (P2P) interaction mode
without the need of a centralized authority (cf. [25]). The
central primitive of Bitcoin is determined by the concept of a
transaction. A transaction has at least one input which can be
considered as the digital currency spent by the transaction. Its
counterpart is given by a transaction output which is addressed
to another peer of the Bitcoin overlay and transfers a specified
amount of the digital currency. Transactions are considered
valid if a number of domain-specific constraints are met, e.g.,
that the sum of the currency specified in the outputs does
not exceed the amount given by the inputs [12]. Regarding
Bitcoin, the category of an asset is not a separate entity but
represented by transactions. It means that the asset referenced
by the input is actually an output of an earlier transaction. At
each point in time, a user’s current digital balance is equal to
all transaction outputs that are addressed to her, and that she
did not yet transfer to other users. The set of transactions
satisfying those conditions are called unspent transaction
outputs (UTXO). User balances are calculated summing up
UTXO’s grouped by their addresses. Transactions are not
ordered individually but in bigger aggregated units created
around the same time. In addition to a list of transactions, these
so-called blocks contain a reference to the most recent block
at that time. This reference is realized including a hash value
of the preceding blocks. Similar to the transactions, the back-
references realize a specific order among these blocks. Thus,
the naming blockchain of this technology originates from this
chaining of blocks.
Bitcoin supports a simple stack-based language, which allows
a limited degree of programmability. Fewer than 100 oper-
ations are implemented that can support basic cryptographic
calculations. A script, usually comprising only a few instruc-
tions, may be attached to each transaction output to offer an
additional specific functionality. Normally, the ownership of
transactions is controlled using public-key cryptography. Users
are identified by a public key and assets are locked such that
only the owner’s private key is able to unlock and authorize
the transfer of those assets. To send an asset, a new transaction
is created and its input references that asset. The transaction
output references the new owner’s public key and the whole
transaction is signed by the asset owner’s private key.
The distributed control model of a blockchain organizes the
interworking of a set of identifiable, interconnected peers in
such a transaction-oriented system architecture that includes
three basic features:

• Decentralized architecture: The blockchain functionality
is executed by a set of independent peers that can
dynamically join and leave the underlying P2P network.
These peers can be maintained by different entities that
do not even need to know their identities or intentions.

• Fundamentally anonymous interaction: The functionality
of a public blockchain allows peers to participate in



the P2P network without identification. Read access is
not recorded and writing data to the storage part of a
blockchain is supported by a pseudonymity concept. This
feature is a desirable fundamental property to guard the
privacy of the interacting peers.

• Stability guarantees: Participanting peers of a blockchain
can store data in the storage plane of its P2P network and
be assured that these data will not be manipulated, even
if they do not trust other peers.

Peers of a blockchain share new transactions with the whole
P2P overlay and each peer stores all transactions that were
recently created in a block, before restarting to gather
transactions for the next block. The goal of negotiating a
common history of blocks realizes a consensus problem.
Nguyen and Kim [26] divide the consensus mechanisms of a
blockchain into proof-based and vote-based schemes. Bitcoin,
for instance, applies an expensive proof-based consensus
mechanism whereas the Byzantine Fault Tolerant (BFT)
replication, i.e., a solution to the Byzantine generals problem
subject to malicious nodes, constitutes a vote-based scheme
(cf. [23], [30]). The algorithms Practical Byzantine Fault
Tolerance (PBFT) [10] and BFT-SMART [6] are popular
representatives of this latter class. A related but weaker class
of protocols is given by crash-tolerant protocols that guard
only against crashed but honest nodes. An extensive overview
of these different types of consensus mechanisms can be
found in [26, Table 3].
The choice of an efficient consensus mechanism coincides
with the access model of the peer in a blockchain. Bitcoin
is the prime example of an open, unpermissioned, i.e.
permissionless, network. Access to the data in the P2P
network or participation in the consensus process are
not restricted. An alternative is given by a permissioned
blockchain, where an access to the network requires
authentication and authorization. The latter can be realized by
well-known techniques, e.g., public-key cryptography, shared
secrets, or white listed IP addresses.
Inspired by the digital currency application Bitcoin,
blockchains are often called distributed ledger[s] [9]
since they are storing the distribution of assets. Furthermore,
a copy of the ledger is maintained by each peer of the
underlying network. From a technical point of view, the
ledger is considered as a state transition system. The state
represents the allocation of units of a digital currency, the
transition function takes a state and a transaction, applies the
transaction to the state, and yields a new, modified state (cf.
[8]). In this regard it is obvious that a blockchain could be a
useful means to store and represent distinct types of data that
are available for a certain level of public sharing.

B. Evaluating Blockchain Functionality to Share Sensor Data

Considering general IoT usage scenarios, an application of
the blockchain technology has already been examined in the
literature (cf. [13], [24], [28], [31], [33]). Conoscenti, Vetrò,
and De Martin [13], for instance, have classified approaches
that are relevant to IoT scenarios into four categories: data

storage management, trade of goods and data, identity man-
agement, and rating systems. Wörner and von Bomhard [31]
have proposed a system where sensors deliver data to buyers
along the blockchain and are paid by its digital currency.
Their proposal relates to data storage management and trade
of goods and data, resulting in severe scaling issues. Shafagh
et al. [28] have presented a broad vision on data storage
management and identity management with regard to the
access control by a blockchain. Blockchain nodes have the task
to control the access of clients by enforcing rules stored in the
blockchain. Zyskind et al. [33] have described a blockchain
system aiming to improve scalability and privacy issues. Their
system is split into a blockchain part hosting public data and
a private off-chain part.
To explore the application of the blockchain technology to
IoT scenarios in the context of a fog computing environment,
a suitable blockchain framework must be chosen first and
its underlying architecture and APIs must suit the needs
of the considered IoT application (cf. [12], [13]). To main-
tain a network of involved IoT devices, one must operate
stable fog nodes with the blockchain functionality to serve
its peers within the associated network. Operational logical
management entities could coordinate the operation of such a
blockchain and, in particular, decide on new membership re-
quests within a given organizational context of an IoT scenario.
Thus, a permissioned blockchain with a managed membership
is preferred. It does not face the challenges of open networks,
such as Sybil attacks, and can exploit this feature to choose
a less expensive and more powerful consensus mechanism
than a proof-based approach such as Bitcoin’s proof-of-work
(PoW) scheme (cf. [25], [26]). However, the system must
still provide features to enforce security and privacy. While
blockchain nodes authenticate themselves to participate in the
network, required trust between parties should also be limited
as much as possible. For example, a single organizational unit
should not be able to allow new peers to participate in the
consensus process without the consent from the majority of
other peers. In this regard a mechanism for confidential data
exchange between selected peers of a blockchain constitutes
a central requirement. Regarding our fog-computing approach
integrating this blockchain functionality, an implementation on
top of an inexpensive ARM processor environment using open
source frameworks should be possible in addition.
In this respect we have performed a systematic survey of
published blockchain frameworks. It has excluded proprietary
and no longer maintained systems such as Hyperledger Iroha,
Corda, Hydrachain, Openchain, and Chain Core. Finally, three
blockchain frameworks shown in Table I, namely Hyperledger
Fabric [4], Quorum, and MultiChain [15], appeared to be
suitable and were closely examined. In conclusion, Multi-
Chain [15] has been chosen as basic blockchain framework
to enhance our fog computing architecture. The reason is that
its concept is very close to the original blockchain model
of Bitcoin with relevant changes to adapt it to a permis-
sioned environment. Useful abstractions such as streams which
support publish, subscribe and query functionality are built



TABLE I
COMPARING RELEVANT CONTENDERS’ ATTRIBUTES OF THE SELECTED OPEN SOURCE BLOCKCHAIN FRAMEWORKS.

Attributes Fabric Quorum MultiChain
General properties Apache-2.0 licensed, ∼5700 stars on

GitHub, written in Go, originating from
IBM.

LGPL-3.0 licensed, ∼2400 stars on
GitHub, written in Go, forked from go-
ethereum.

GPL-3.0 licensed, ∼400 stars on GitHub,
written in C++, based on Bitcoin and
compatible with its RPC protocol.

Consensus
protocol

Pluggable consensus backend, using
Kafka as only current production-ready
option.

Pluggable consensus backend, applying
the PBFT-inspired Istanbul BFT algo-
rithm as most promising option.

Round-robin vetting, i.e., each node pro-
poses an equal number of blocks by tak-
ing turns.

Application
features

Potential use of a variety of general-
purpose languages to write chaincode.

Supporting Ethereum virtual machine
(EVM) smart contracts.

Programmability limited to Bitcoin-like
scripts, supporting stream-abstraction on
top of transactions with a permission sys-
tem on address granularity level.

Confidentiality
features

Access can be configured to channels
which are independent blockchains.

Supporting private transac-
tions/contracts, handling encryption
and storage by nodes in a P2P-fashion,
exposing users’ plain-text to nodes.

Proposing an encryption scheme based on
its stream feature with additional support
for encrypted off-chain storage.

on top of the transaction primitive. Furthermore, MultiChain
has an elaborate permission system based on capabilities of
blockchain addresses. For instance, only certain addresses can
be allowed to publish data to a stream or to create new
transactions. At the time of writing, the major new version
2.0 was about to be released with a bunch of new important
features where the integrated off-chain storage represents the
most interesting item.

III. A FOG COMPUTING PLATFORM SUPPORTING SECURE
DATA SHARING AND ACCESS MANAGEMENT

Fog computing is a distributed computing concept that
incorporates a collaborative multitude of end-user clients or
near-user edge devices to execute a substantial amount of
computation, storage, communication, and control, as well
as monitoring and management functionality (cf. [11]). It
disseminates virtualized computing, storage, communication
and control services closer to the end users along the Cloud-to-
Things continuum using edge-driven data and control planes.

A. A Fog Computing Architecture Based on Container Virtu-
alization and SDN Functionality

We have developed the versatile fog gateway HCL-BaFog
with its separated data and control planes shown in Figure
2 (cf. [14]). It is exploiting a lightweight Linux container
virtualization provided by the Docker framework (cf. [21],
[35]). Its technical basis is realized by single board computer
(SBC) systems based on a 32-bit or 64-bit multi-core ARM
processor architecture with Hypriot Cluster Lab (HCL) as
Linux operating system (cf. [16], [36]). Both components can
provide the required hardware and software functionality of a
powerful, low cost fog computing node at the first aggregation
level of the underlying distributed infrastructure within fog
cells (see Fig. 1). It includes the services, middleware and
protocol stacks to interconnect sensor or actuator entities and
appliances of a modern Internet-of-Things environment (see
Fig. 2, cf. [2]). This fog gateway has been recently enhanced
by SDN functionality that is incorporated in an Open vSwitch
(OVS). We have shown that the programmability of the SDN
control plane offered by an SDN controller with the ONOS

Fig. 2. Hierarchical protocol layering of a fog gateway.

framework can be employed, too. Its development can be
effectively supported by a continuous integration approach
and corresponding deployment platforms (cf. [19]). This fog
gateway can be integrated into a hierarchically structured,
enhanced cloud computing architecture as shown in Figure 1.
It can use the powerful orchestration and management func-
tionality of Docker Swarm mode to reliably distribute fully
virtualized functions among nodes working in either a man-
ager or worker mode subject to high availability constraints.
Regarding a private healthcare scenario, for instance, such
a fog computing architecture with its distributed processing
and storage capabilities enables us to store and process the
monitored data flows arising from medical sensors in an ex-
tensive neighborhood of interconnected sites. The integration
of blockchain functionality can enforce an immutable storing
of similar health and treatment profiles of patients and a public
sharing and control of this information by the medical experts
or healthcare personnel.

B. Architecture of a Fog Node With Blockchain Functionality

We have developed a proof-of-concept of our proposed fog
computing architecture with integated blockchain technology
by combining the building blocks of the fog gateway HCL-
BaFog and the Multichain framework. It is our main engi-
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Fig. 3. System architecture of a MultiChain node exposing a custom-built
public API to access the internal Multichain daemon and its remote procedure
call interface.

neering objective to study how an effective integration of the
basic functional blocks of both concepts into a layered protocol
structure should be designed.

1) Structure of the Multichain Node: Considering the
sketched system architecture of our versatile fog gateway,
we have developed an extension of its virtualization concept
to incorporate blockchain functionality of the Multichain
framework (see Figure 3). The latter can be assigned to
a more powerful controller node of a fog cell cluster in a
hierarchical fog computing environment (see Figure 1). For
this purpose it is required to establish a corresponding overlay
network of fog nodes with blockchain processing, distributed
data storage, secure access management, and connectivity
capabilities. As sensors cannot operate a full blockchain
node due to their resource and efficiency constraints, an
enhanced fog gateway incorporating this container virtualized
MultiChain functionality and a new secure access method
which has only minimal client-side requirements are needed.
Using MultiChain’s node implementation multichaind
that can be controlled by a JSON-RPC HTTP API, new
transactions of the blockchain can be created and the
blockchain state can be queried. However, the JSON-RPC
API cannot be exposed to external client requests since local
node settings are also configured by this original method. For
this reason a separate service is needed to ensure a higher
level of isolation and security. This new API has access
to the JSON-RPC API, provides a domain-specific public
API and mediates between requests of external clients and
multichaind (see Fig. 3).
Publishing transactions to some address of a new peer
represents one of the most important services offered by the
API of a MultiChain node. A valid transaction references
at least one input. When a peer generates a new address,
e.g., to publish data on the blockchain, this address has no
UTXO to be used as an input for the new transaction. Thus,
the implemented client-server solution procedure generates
a new MultiChain key pair offline and sends the generated
address and transaction content to the API. The API server
first publishes a transaction that transfers no value to the new

address. Then the server sets up a new transaction draft with
the content requested by the client and references the just
sent empty transaction as an input. Finally, the server returns
the transaction to the client that can inspect its content. If
the transaction matches the expectation, the client signs the
transaction and publishes the transaction to the blockchain
network. Applying this workflow, the private key associated
with the address of a peer in the blockchain is only accessible
to the client. This feature prevents a rogue API server from
altering the transaction content and from publishing additional
transactions using that address.
Streams represent an abstraction built on top of the
transactions in a blockchain. A stream consists of a list of
stream items and is identified by a unique name. A stream
item has an optional key and data that may comprise several
megabytes in size. To read items from a stream, a blockchain
node has to be instructed to subscribe to that stream. The node
looks for the special transaction that initialized the stream and
scans all subsequent blocks for transactions that add items
to that stream. The node builds an index to allow multiple
queries, e.g., listing all keys, listing all values, or listing only
values associated with a certain key. On transaction level, a
stream-creating transaction is identified by a special byte flag.
A new stream item is introduced in a transaction output with
a transaction output script that follows a certain structure. A
transaction can carry multiple stream items (cf. [34]).
MultiChain is designed for a permissioned environment,
i.e., by default participation in the network is not enabled
for new peers. Thus, we assume in our approach that the
fog computing environment will guarantee this property
by appropriate means of the address assignment and the
establishing of trust relations among the peers. MultiChain
works with eight permission capabilities that are granted to
addresses: connect to the blockchain network, send, i.e.,
create and sign transactions, receive, i.e., allow appearance
in transaction outputs, issue new assets, create streams,
mine new blocks, activate, i.e., change connect, send
and receive permissions for other peers, and admin, i.e.,
change all permissions for other peers. All these capabilities
have default values that are set in the genesis block.
Similarly, permission changes are stored in transactions on
the blockchain. As we assume the blockchain content to
be public, e.g. for reading purposes by supervising medical
personnel, we have only enabled connect and disabled all
other permission attributes in our prototype.
Considering the inclusion of new data in a blockchain, the
required distributed coordination process among peers is
determined by the choice of the consensus algorithm. The
related process of appending new blocks to the blockchain is
called mining. Regarding MultiChain the consensus algorithm
belongs to the class of proof-based schemes as no explicit
coordination between the peers is necessary like in Bitcoin.
In such a mining scheme each selected peer or miner collects
new transactions into a new block and additionally starts to
work on a computationally expensive task. The first miner
that solves it broadcasts its block to the network along with its



solution. The receivers validate the solution and all contained
transactions. If all tests are passed, the block is appended
to the peers’ copy of the blockchain and the process starts
anew. As two concurrently active miners can find a solution
and broadcast a new block almost simultaneously, peers will
accept the block that reaches them first and reject the other
one. This feature leads to a temporary fork of the blockchain.
If peers have to decide in this case between two competing
forks of a Multichain, they accept the longer chain similar to
Bitcoin.
As MultiChain realizes a permissioned blockchain, the right
to participate in the consensus process is explicitly granted
to the peers. For this reason the system is not susceptible to
a Sybil attack and, consequently, able to implement a more
efficient, fair and architecturally simple consensus model.
The consensus protocol aims to enforce a round-robin block
creation schedule. In other words, given N mining peers in
the system, each miner has created one of the last N blocks
on average. This process is managed by a mining diversity
parameter ρ ∈ [0, 1] ⊂ R. A new block announced by some
miner A is only accepted as valid by the network if A did
not create one of the last �N × ρ� − 1 blocks. The choice of
ρ has to balance safety and availability concerns. A higher
value means that more miners have to collude to steer the
blockchain in their favoured direction. On the downside, the
blockchain can tolerate less node failures before getting stuck
and becoming unavailable. The official recommendation of
MultiChain proposes the value ρ = 0.75 (cf. [15, p. 7f.]).
We adopt this recommendation in our approach.

2) Sharing of Confidential Sensor Data: It is a fundamental
property of all blockchains that its related data content is
public, i.e., readable by everyone who is permitted to
the blockchain. As addresses of peers associated with the
blockchain are not directly linked to their identities, an
observer cannot determine easily the peers of a transaction
or calculate someone’s total digital balance. The peers of a
transaction must become aware of the other peers’ identities
by some off-chain mechanism, e.g., by simply exchanging
addresses among the peers using some messaging application.
Peers first publish their identity in terms of a public key on
the blockchain. Subsequently, a peer that intends to share data
generates a passphrase, encrypts its data with the passphrase
and stores the ciphertext at a publicly addressable place.
Now access to these data can be granted by conveying the
passphrase to the selected receivers. This property again
works by employing public-key cryptography, i.e. encrypting
the password to the receiver’s public key.
A corresponding access protocol to share confidential
data in an enhanced fog computing environment has been
implemented as shown in Figure 4. To facilitate the emission
of confidential data to a peer of the blockchain, two
MultiChain streams named identities and access are
used. Regarding our example in Figure 4, an additional third
stream data is used which is optional. A simple alternative
could be provided by a HTTP link to the data. Here the

Fig. 4. The process model to share confidential data among a sender and the
receiver Alice in a permissioned blockchain.

identity stream maps a label to a public RSA key whereas
the access stream is used to deposit the decryption password
for the receiver of a data item. The key of each item in
that stream corresponds to the key that the receiver used to
publish his public key to the identities stream. The content
of an access item is encrypted by the receiver’s public key.
It contains a tuple where the first value is a pointer to the
location of the transmitted data and the second value is the
AES encryption password. In this example the pointer is the
identifier of a transaction published to the data stream.
In all those cases where data are encrypted, a digital signature
that provides authentication and integrity guarantees for the
transmitted sensor data is created and stored along with the
ciphertext. Fortunately, the blockchain offers convenient ways
to provide message authentication. Regarding MultiChain,
for instance, addresses are built around keys stemming
from elliptic curve. When encrypted data are published in
a transaction with a certain address of a peer, the sender
has access to the private key of the addressee. Using the
latter, the ciphertext can be signed and placed next to the
ciphertext in the transaction. Before trying to decrypt the
data, the signature should be checked with the public key
of the transaction sender. To sign data and verify signatures,
one can use the signmessage and verifymessage
API’s offered by MultiChain. Then the authentication code is
relatively small and inexpensive to compute.



3) Sharing of Real-Time Sensor Data: The simplest mecha-
nism to store data directly on the blockchain is provided by an
attachment of the data to transactions. Then the data become
part of the immutable blockchain history and are stored by all
peers of the network. The transaction identifier is sufficient to
unambiguously identify the data without integrity concerns.
However, storing data directly on the blockchain leads to a
massive growth in size. As old transactions cannot simply be
omitted from the history of a blockchain, increasing storage
requirements would quickly turn a fog node that is operating
as peer of the blockchain into a major cost factor and prohibit
the participation of nodes with limited resources.
Therefore, storing only the hash value of the data in the
blockchain can provide the same guarantees with much lower
storage demands. Independent of the data size, a computed
hash value always has a constant length. The actual data can
then be stored by some other means. On retrieval the integrity
of the data can be verified recomputing its hash value and
comparing it with the one that is immutably stored on the
blockchain.
Retrieving the actual data referenced by a transaction can be
accomplished in a multitude of ways such as references and
content-addressing. These references to the location of the data
along with the hash value in the transaction could be HTTP
links, database queries or the identifier of another transaction
(see also [22]).
MultiChain offers an integrated solution to indirectly store
data on the blockchain by including the hash value of data in
the transactions. This content-addressable storage and retrieval
scheme is tightly integrated with the rest of the blockchain
system, but it follows common principles that are similarly im-
plemented by other frameworks. Publishing data to MultiChain
works by sending a regular transaction with the attached data.
MultiChain extracts the data, splits it into smaller chunks of
1MB in size by default and replaces the data in the transaction
by the hash values of the chunks. The transaction is pushed
to the network in the usual way, but the data stays with the
publishing node at first. Only once another node is interested
in the actual data, the chunks are requested and exchanged in
a peer-to-peer fashion between MultiChain nodes. A common
way to distribute these data and to provide stronger reliability
guarantees is to publish the transaction to a MultiChain stream.
By default, all subscribed peers fetch the referenced data
chunks. As chunk hashes are included in the transaction, fog
nodes acting as peers of MultiChain can easily verify their
integrity. As long as at least one fog node possesses a data
chunk, all other fog nodes can retrieve it.
We consider the storage and sharing of streamed real-time
data arising from IoT applications and its access and retrieval
management by means of the blockchain functionality and
realize a corresponding protocol component based on a client-
server programming paradigm. Five logical entities are in-
volved in this process as shown in Figure 5: a user-controlled
logical device (e.g., a smartphone) or its associated fog node
proxy, a networked sensor, a time series database (TSDB),
a MultiChain API server, and a MultiChain fog node. With

Fig. 5. The interworking procedure with an integrated fog-MultiChain node
and the time-series database starting from sensor setup to data storage using
the MultiChain platform.

the exception of MultiChain (which is an off-the-shelf tool),
all components were implemented in our prototype using the
programming language Go. The communication is realized
by custom-built HTTP APIs. The sensor component (or its
unambiguously associated fog gateway proxy) is configured
with a reference to a TSDB instance and a password for
authentication by a keyed-hash message authentication code
(HMAC). At the beginning the sensor produces measurements
in JSON format that are queued for submission to the database.
A separate part of the sensor program handles communi-
cation with the latter. Failure cases, e.g. network problems,
are handled transparently to the sensor program part. It is
expeceted that the sensor (or its associated fog gateway proxy)
also computes a HMAC based on the produced data. When
new data are available, the associated client function performs
HMAC computation, reads the intermediate result and sends it
along with the data to the TSDB instance. As a HMAC is the
outcome of a hash function, it can be computed incrementally
on the fly, i.e. the client function does not need to store its
measurements only for the sake of this computation.
In the model of our fog computing architecture effective,
known frameworks such as InfluxDB or Prometheus may be
applied as instance of a time series database. The feasibility
on the SBC platform has already been shown (cf. [18]). In our
prototype we have emulated the related storage functionality
by an abstraction into an API component that realizes an
append-only log with only a few additional features. Data
are organized into streams, which are identified by stream
identifiers. Data chunks of a stream are addressed by incre-
menting an integer index which starts at zero. New data can
only be appended to stream indices and only the current index



is writable. As soon as data are written to the next index,
the previously current index is locked. All write requests to
the old index will fail with a reference to the current index.
Read requests, however, are unaffected by this restriction.
The only special case is that the locking process is also
triggered if the current index is read. This behaviour enables
a coordination between sensors (or their uniquely associated
fog gateways) and the blockchain. The TSDB buffers data such
that they can be bundled and published to the blockchain. This
feature is necessary since data that are already stored on the
blockchain cannot be extended. Each TSDB index corresponds
to one blockchain transaction. The sensor (or its associated fog
gateway proxy) always writes to the current index until the
blockchain reads from it to retrieve the data for publishing.
At that point the sensor should switch to the next index to
buffer data for the next transaction which is accomplished by
the locking mechanism. In addition to the data each index is
associated with a HMAC that is updated by the client function
along each storage request.
In the prototype an interaction with the time series database
occurs by a HTTP API that offers two points of interaction.
First, a specific index of a stream can be read. No authentica-
tion is required in the secured fog computing environment.
Secondly, data can be appended to a specific index of a
stream and a corresponding HMAC will be passed in a special
request header. If the stream does not exist yet, it is created
and a generated password is returned to the requesting client
function. Alternatively, the password needs to be present in an
authorization request header.
Regarding our prototype, the MultiChain API server is ex-
tended by an endpoint to pull data from a TSDB instance and
to push it onto the blockchain. This process is initiated by
the user device (or its associated fog node) and triggered by a
timer, for instance, or an explicit user request. The latter sends
a HTTP request that contains the URL of the TSDB instance,
the stream identifier, index and a blockchain address where
the storage transaction will originate.
To realize the sharing functionality for real-time sensor data,
our implementation uses the offchain storage feature of Multi-
Chain. While it is rather seamlessly integrated into the existing
blockchain model, one needs to be aware of a few character-
istics. First, if data of a transaction exceed a threshold, they
are split into multiple chunks. By default chunks are 1 MB in
size and a transaction is limited to 1024 chunks. The HMAC
is stored along with the data to allow the user (or its fog node
proxy) to which the sensor is associated in a sharing event,
to verify the integrity of the data before signing the storage
transaction with an address that it controls. When MultiChain
receives an offchain transaction, the data is extracted and
replaced by an array of chunk hashes. The transaction is passed
back to the initiating entity for signing in this form which
entity can compute the HMAC over the hash of the chunk
and to compare it with the one generated by the sensor. If
both items match, no intermediary (e.g., the TSDB instance
or the API server node) has messed with the data.
Unfortunately, MultiChain’s automatic splitting feature con-

flicts with the described scheme as it breaks HMAC authenti-
cation. Therefore, only data smaller than the maximum chunk
size are stored in a single transaction in our setting.

C. Evaluation of the Fog Computing Node With Integrated
Blockchain Functionality

Our second objective concerns an investigation of the
performance results that are achievable by the implemented
arrangement of the blockchain components in a virtualized
fog gateway on a low cost SBC platform with its constrained
resources such as HCL-BaFog.

1) The Fog Node Test Bed: For this purpose we have
developed a test bed to evaluate some performance metrics of
the MultiChain implementation. Following the HCL-BaFog
approach, a cluster of three Raspberry Pi SBCs that is
controlled by a single PC as management node has been
used as fog gateway network. Each Raspberry Pi 3 model B
Rev 1.2 node was equipped with a QuadCore 1.2GHz 64-bit
CPU, 1GB RAM, and a 100 Mbit/s Ethernet port.
The used software environment was built on top of an adapted
HCL Linux system and supports container virtualization and
orchestration by means of Docker (cf. [35], [36]). The central
component is given by a Docker daemon which employs
Linux kernel features to provide an isolated environment to
execute the virtualized functions. The blockchain functionality
is provided by a Docker image of a blockchain generated by
the MultiChain version 2.0 alpha 3 framework. As MultiChain
supports officially only the x84 processor architecture, the
framework had to be compiled for an ARM processor
architecture from scratch. Docker Swarm has been applied to
orchestrate the execution of Docker containers across multiple
hosts that run Docker daemons. Nodes in a Docker Swarm are
either assigned to a worker mode, a manager mode, or both
roles. Manager nodes can decide which functions are executed
by which worker nodes. Docker Swarm has been instructed to
deploy only a single container running the master-multichain
image on a manager node. To effectively run a MultiChain
node on each host, it should try to deploy node-multichain
containers on each node that is not a manager. After startup
the master-multichain image first initializes a new blockchain.
The associated master-multichain container does not have any
inherent privileges after setup and could in fact be replaced
by any container based on the node-multichain image.
To monitor important metrics of the deployed computing
system of a fog node such as the processor utilization, memory
usage, file system writes, etc., the ready-made Docker image
docker-swarm-monitor was applied. This template sets up an
instance of the monitoring system Prometheus and installs
system monitoring daemons on all Swarm nodes. The latter
are regularly contacted by Prometheus to collect data. In
addition, the template deploys an instance of Grafana which
visually represents the collected performance data. To keep
the overhead on the Raspberry Pi hosts as low as possible
during our tests, a laptop PC was also added to the cluster
as passive management node. Using Docker node tag rules,
the execution of the Prometheus and Grafana instances



was scheduled on the latter PC. This additional member
of the test bed did not run any functions related to MultiChain.

2) Brief Performance Assessment: We know that transac-
tions constitute the central element of blockchains, even with
regard to advanced features of the MultiChain framework like
permissions. Therefore, it is of critical importance to determine
the maximal rate of a fog gateway by which this node can
accept and process single transactions and include them into
a block.
For this purpose the MultiChain network with three fog
nodes has been used, where each node runs on a separate
Raspberry Pi SBC. All nodes were tasked with mining blocks.
In multiple rounds a fixed number of clients repeatedly called
each node’s API to send transactions. The transaction was
minimal, transferring a zero amount of the built-in currency to
an address not owned by anyone of the three nodes in the test
bed. At the beginning of a test round, the clients were started
steadily over a period of 60 seconds to avoid an overloading
of a node by simultaneous requests. While the clients have
already sent requests, the metrics were recorded only after
another 60 seconds. This precaution made the measurements
more coherent. Then each test was running for 5 minutes.
Before continuing with the next test, the test executor waited
until all nodes had included all received transactions into the
blockchain. Then the MultiChain nodes were shut down and a
new blockchain was initiated before we started the next round
with an increased number of requesting clients.
The results of repeated test runs with a different number of
clients are summarized in Figure 6. At first view, the median
number of transactions per second (Tx/s) seems to fluctuate.
However, the number of clients ranges from 30 to 330 (a
difference of factor 11). The difference between the maximal
and the minimal measured median rate is only 34.5 Tx/s.
The constant number of published transactions per second
may be explained by the implementation of MultiChain. A
developer clarified that the API only serves one node at a time
due to the use of locks. The API code is effectively single-
threaded. This matches the CPU utilization during our tests. At
sight, one CPU core is almost constantly fully occupied, while
the other three are almost idle. As stated by the MultiChain
developers, increasing the throughput above two concurrent
connections should not be expected. The developers consider
the CPU as primary bottleneck and reported a rate of about
1000 Tx/s on a modern x86 CPU (cf. [37]).

IV. CONCLUSIONS

In recent years Internet-of-Things (IoT) architectures have
initiated a fundamental paradigm shift towards new machine-
to-machine and device-to-network communication patterns
among billions of smart devices and given rise to an enormous
collection of sensor data and pervasive computing efforts.
Manufacturers and users of the technology are facing se-
vere challenges regarding long-term stability, interoperability,
as well as privacy and security issues. In this respect the

Fig. 6. The median transactions per second, the median response time in ms,
and the standard deviation are shown for a different number of requesting
clients during repeated stress tests. As the x-axis depicts the total number of
clients, each node was only targeted by 1/3 of the clients.

blockchain technology provides a set of unique characteristics
that can be employed to solve some of those IoT related
research and development issues.
In this paper we have focussed on the problem of storing and
securely sharing sensor data by means of a fog computing
node with blockchain functionality. Regarding the landscape of
open-source software offering blockchain functionality and its
suitability for different IoT use cases, a number of blockchain
projects that enable developers to build an application on top of
a ready-made fog computing infrastructure have been surveyed
and rated. These projects differ primarily in their choice of the
used consensus algorithm, their programmability features, and
confidentiality support.
We have chosen the blockchain framework MultiChain to
integrate it as a first approach into the virtualized, modular
fog computing gateway HCL-BaFog. The reason for this
decision is that MultiChain is close to Bitcoin and its original
blockchain idea. Regarding this integration effort of Multi-
Chain, its features based on conventional transactions of a
blockchain have proved to be very valuable. Using the basic
blockchain framework MultiChain in our fog computing node,
two new protocols for data storage and secure access manage-
ment were implemented and extensively discussed. The first
one supports a sharing of data with selected entities over a
public blockchain channel. The proposed scheme is flexible
since the access part can later be added and the storage location
of the data is not prescribed. The second component enables
a storage of streamed real-time sensor data on the blockchain.
It bridges the gap between continuously produced sensor data
and the immutable storage semantics of a blockchain. This
featue is accomplished using an additional service that buffers
data while not compromising their integrity or uncovering
the confidentiality of the data. Using these two protocols as
building blocks, a scheme has been presented to disclose non-
sensitive data publicly while restricting access to its sensitive



parts. This approach highlights possible applications of the
framework, e.g. in healthcare, also pointing to further potential
capabilities of the sketched integrated fog-blockchain approach
such as agriculture, logistics, or smart city applications. As the
proposed algorithmic schemes of the new fog computing node
are dependent on the behaviour of the underlying blockchain
platform, the performance of MultiChain has been explored in
a cluster of Raspberry Pi SBCs.
In conclusion we are convinced that our new protocols built
on top of well-understood primitives of MultiChain provide a
composable virtualized functionality of a fog computing node
to realize bigger data processing chains for more advanced IoT
applications. Future research will focus on an incorporation
of advanced cryptographic methods to enable more advanced
services of the discussed IoT scenarios.
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