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Open-Source Software Projects
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University Bamberg, Germany

ABSTRACT

Increasing technological complexity, intensified competition, and security requirements have
driven open-source software (OSS) projects to become a crucial part of organizations’ software
development. This study focuses on the OSS project TensorFlow (TF) and uses a case study to examine
how organizations and their associated developers collaborate to identify, fix and prevent security
vulnerabilities. Social Network Analysis (SNA) of archived security data from software repositories
is used to gain insight into security activities. The study examines the internal structure and evolution
of security code collaboration, organizational networks, and top organizational contributors to TF. It
also examines productivity, homophily, development diversity, and turnover rates among developers
across various software releases. The in-depth insights from this research enhance our understanding
of collaborative patterns in OSS communities within open software ecosystems, particularly in the
security context.
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INTRODUCTION

Open-source software (OSS) is increasingly prevalent in today’s digital landscape, and developers
around the world contribute their expertise to a global pool of knowledge. There is a diverse group
of collaborators, which includes volunteers, in-house developers, developers from partner firms,
university representatives, and even competitors from various companies, who work together
(Bengtsson & Kock, 2000).

This collaborative approach creates a challenge: ensuring security and maintaining trust in the
software. The impact of vulnerabilities can be massive, as in the cases of Heartbleed CVE-2014-0160,
WannaCry CVE-2017-0144, and the Equifax data breach CVE-2017-5638, the latter affecting half
the U.S. population (Durumeric et al., 2014; Christensen & Liebetrau, 2019; Dong et al., 2019).

Organizational influencers are crucial in ensuring that a project’s security is taken seriously and
that appropriate measures are taken to maintain it. Numerous famous firms support different OSS
projects and cooperate with others to find, fix, and prevent security vulnerabilities (Capiluppi et al.,
2012). WebKit, OpenStack, and CloudFoundry are all examples of modern secure software in the
open-source arena with this type of coopetition (Nguyen Duc et al., 2017).
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Table 1. OSS ecosystems

Project Domain Examples of companies participating in OSS ecosystems
Blink Web browsing Alphabet, Opera, Intel and Samsung
CloudStack Cloud computing Citrix, SunGard AS and ShapeBlue
Eclipse Software development Actuate, CA, IBM, Alphabet, Oracel, SAP and Red Hat
Hadoop Distributed computing Facebook, Twitter, LinkedIn, Jive and Microsoft
Linux Operating system Fujitsu, HP, IBM, Intel, Samsung, Hitachi and Red Hat
OpenStack Cloud computing Rackspace, Canonical, IBM, HP, Vmware and Citrix
TF Machine learning Alphabet, Dropbox, Airbus, Uber, Deepmind and JD.com
WebKit Web browsing Apple, Nokia, Alphabet, Samsung, Intel and BlackBerry

To build more secure OSS ecosystem software, it is essential to understand the structure and
collaboration of developers in security practices (Jabangwe et al., 2018; Wang & Nagappan, 2021).
These OSS developments in projects are tremendously dependent on the use of robust software
libraries, effective interactions between people, and the critical human factors that are integral to
successful software projects (Oliveira et al., 2018). Challenges are continually growing and include the
development of key novel products, large geographic distances between participants across different
time zones, collaboration issues, security issues, and open software standards (Ouriques et al., 2019).

This paper analyzes developers’ interactions when addressing security vulnerabilities and the
importance of key organizations in building a secure software ecosystem, TensorFlow (TF). We
also consider the social relationships between developers and their organizational affiliations in the
context of security-related activities. Using the case study approach, we explore the interaction pattern
(Basili et al., 1999); that is, how organizations and developers collaborate to find and fix security
vulnerabilities in a complex open-source ecosystems such as TF (Abufouda & Abukwaik, 2017;
McClean et al., 2021; Schreiber & Zylka, 2020). This is the first research into security collaboration
networks built on organizations’ interactions towards fixing security vulnerabilities. The study
uncovers novel insights into the TF ecosystem, providing a deeper understanding of the informal
security coordination structures and their evolution. Moreover, the paper provides a theoretical basis
with which to formulate recommendations for future research. Our results are relevant for practitioners
as well as academics who are looking for an overview of TF OSS ecosystem security collaboration,
insights into software development in the ecosystem and the role of social networks, and opportunities
to participate to research in this specialized area.

The next sections of this paper are organized as follows. The Background section describes the
theoretical background and related work. In Research Questions, we formulate the research questions
(RQs) and the research focus. The Methodology section describes the case study methodology,
including our data collection and research method. In Results, we present and evaluate the results of
the TF OSS project security case study. The Limitations section discusses the limitations and threats
to the validity of this study, and the Conclusion concludes the paper.

BACKGROUND

A software ecosystem is the interaction of a set of actors around a common technological
foundation used for software solutions or services (Manikas & Hansen, 2013). Table 1 provides
several examples.

OSS ecosystems are self-organized and involve dynamic processes in which volunteers and
different organizations worldwide contribute to software solutions (Gerber et al., 2010). Furthermore,
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these new ecosystems within organizations have a significant impact on OSS software development
(Sarker etal.,2011; Zhou et al., 2017). They are becoming increasingly important and provide essential
software components and infrastructure, including operating systems, libraries, component stores,
and entire platforms (Ghafele & Gibert, 2014).

In the coopetition paradigm, competitors can be involved in both cooperative and competitive
relationships simultaneously. The firms involved benefit from cooperation and gain competitive
edges in these networks that serve their own reliable software products or services in a symbiotic
way (Barbosa & Alves, 2011; Morgan & Finnegan, 2014).

Software forges are web-based collaborative platforms to ease distributed development,
documenting, and source code sharing (Cosentino et al., 2017). GitHub is currently one of the most
popular software development platforms, offering a range of advanced tools and features to assist
developers in creating and managing software projects (Oliveira et al., 2023). This platform provides
free hosting, a user-friendly interface, and a powerful version control system, as well as a range of social
features which promote collaboration and community building within the development community
(Guendouz et al., 2015; Squire, 2014). It also supports the version control system git, including
features such as social interactions like pull requests support and profiles, along with an impressive
GitHub Application Programming Interface (API) to access metadata for its hosted software projects
(Rashid & Prakash, 2022).

Vulnerabilities are especially critical in these complex ecosystems (Peng et al., 2022; Tahaei
& Vaniea, 2019; Wu et al., 2024; Zimmermann et al., 2019). The volunteer collaborators in these
OSS ecosystems work together to fix bugs or security issues. Recent studies have explored the
evolution of dependency networks in various OSS ecosystems, revealing important structural and
security-related dynamics that differ across projects (Decan et al., 2019). Moreover, the modern
landscape of OSS security is increasingly complex, with rising concerns related to performance and
governance challenges (Zhao et al., 2021). In this context, security patch management has become
a critical focus area, with empirical studies showing how OSS projects manage and apply security
patches to mitigate vulnerabilities (Alfadel et al., 2023; Delicheh et al., 2024).

The social aspects of security are the main focus of investigation in this study. Social network
analysis (SNA) of OSS ecosystems has the potential to reveal hidden structural security issues, top
influencers, and collaboration patterns, knowledge of which can help ensure success (Fischbach et
al., 2009; Smite et al., 2017).

There is a large body of research on the static characteristics of communication networks and
the structural characteristics of developer collaboration networks in OSS ecosystem development
activities (Caglayan & Bener, 2016; Crowston et al., 2012; El Mezouar et al., 2019; Gharehyazie et
al., 2015; Jermakovics et al., 2013; Joblin et al., 2017b; Zhang et al., 2014). The software development
in large OSS ecosystems is a globally-distributed, knowledge-intensive process that involves complex
and self-organized interactions among members (Herbsleb & Mockus, 2003; Hinds & Lee, 2009;
Behfar et al., 2018; Shah, 2006).

So far, research has mainly concentrated on social project structure and clique analysis, which
encompasses the subjects of core periphery and clusters (Concas et al., 2017; Joblin et al., 2017a;
Schreiber, 2023; Yu et al., 2016). Other findings have shown that cohesive social ties among network
members lead to increased productivity (Lee & Cunningham, 2013; Singh et al., 2011). There are also
publications that address prediction in support of various software engineering processes, such as the
bug triad, defect prediction, and leadership change forecasting, and build failure prediction (Jeong et
al., 2009; Bird et al., 2009; Meneely et al., 2008; Howison et al., 2006; Wolf et al., 2009). Researchers
have also used social network metrics to predict new vulnerabilities, explore the impact of human
factors on security vulnerabilities, and monitor vulnerabilities (Shin et al., 201 1; Zimmermann et al.,
2010; Meneely et al., 2014; Meneely & Williams, 2009; Meneely & Williams, 2010; Zafar, 2022;
Trabelsi et al., 2015). In addition, research on open-source secure software development shows that
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Table 2. RQs
No. RQs
RQI1 How does security development collaboration evolve over time in TF OSS ecosystems?
RQ2 Which organizations contribute to the security activities of TF OSS ecosystems?
RQ3 Which organizations collaborate in the ecosystems for security issues?

it is a team effort and that collaborative developer networks exist (Meneely et al., 2014; Meneely &
Williams, 2010; Shin et al., 2011; Sureka et al., 2011; Trabelsi et al., 2015).

What is lacking, however, is research on the dynamic aspects of social networks in the context of
software security developers’ activities in ecosystems throughout the life cycle. A deeper understanding
of these developer security interactions is very helpful for building and supporting more secure
software in ecosystems. There is also a lack of work on the formation of subgroups, productivity,
participation of organizations, and their behavior within software ecosystem communities to address
security issues (Herbold et al., 2021; Schreiber & Zylka, 2020).

The TF OSS ecosystem was selected as a case study to investigate collaboration networks due to
its highly developed and complex structure, as well as its extensive use in the field of machine learning
(ML). TF embodies a robust and mature ecosystem, featuring approximately 3300 developers, 108
subprojects, over 3 million lines of code, and 161,000 dependent repositories. It includes standard
elements and libraries to help develop and train large-scale ML models using industry-wide and
open-source standards. These attributes provide a rich context for examining the interactions among
developers and organizations, particularly in addressing software security vulnerabilities. Google
Brain initiated the creation of the TF OSS ecosystem in November 2015, and it was released under
the Apache 2.0 open-source license (Abadi et al., 2016). This move aimed to accelerate its evolution
by obtaining support from the larger community. Today it has many supporters, including Alphabet,
Airbus, Dropbox, Uber, Deepmind, and JD.com, among others (Tensorflow, 2024). In addition, TF
is a highly popular and dominant ML framework which is widely used in commercial production
(Dinghofer & Hartung, 2020; Han et al., 2020).

RQS

Our research focuses on the collaborative relationship in coding TF security between developers
and companies. The detailed questions related to this focus are listed in Table 2.

METHODOLOGY

Our case study employs combined quantitative and qualitative analysis of mined software
repositories and uses methods from SNA on publicly accessible data from the TF OSS ecosystems
(see Figure 1).

Data Collection

The entire TF project consists of three main projects—tensorflow (basic library of TF),
docs (documentation), and community (project for documents used by TF developers)—and 108
subprojects. The git version system documents all of the commits made within the ecosystem,
including any comments or details, and records them in the changelog documentation. We began by
inspecting the different modules in separate subprojects within the TF ecosystem. We then mined
the security-relevant source code and logs of the core development project tensorflow to obtain a
deeper insight into the communities. Security issues were selected from the changelogs using regular
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Figure 1. Overview of the study design
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Table 3. Regular expression used to filter the security-related issues

Regular Expression

denial of service | \bXXE\b | remote code execution | \bopen redirect | OSVDB | \bvuln [ \bCVE\b [ \bXSS\b | \bReDoS\b
I\bNVD\b | malicious | x—frame—options | attack | cross site | exploit | malicious | directory traversal | \bRCE\b |\
bdos\b | \bXSRF \b I \bXSS\b | clickjack | session.fixation | hijack | \badvisory | \binsecure | security | \bcross—origin\b |
unauthori[zls]ed | infinite loop | advisory | poison | exploitable | crack | hack

expressions for filtering (see Table 3) (Zhou & Sharma, 2017). We then connected the developers
and companies that worked on the same files and created a social network based on the security
collaboration patterns.

Data Analysis

During this research, we constructed the collaboration network through different stages of the
main project of TF (tensorflow). Our materials from the extracted data spanned the period from
January 1, 2016 to March 20, 2023. Initially, the developers were identified by their email address
and were assigned to a company based on information from the changelog records. Subsequently,
a node in SNA represented a developer or a company, depending on the evaluation. When different
developers edited a file together, we considered that to be collaboration, which was presented as an
edge between different nodes.

The different developers, A, B, C, and D, were employed by various software development
firms, such as Company 1, Company 2, and Company 3. Two developers were considered to have a
collaborative relationship only if they both committed source code in the same file and in the same
release (see Figure 2).

Based on this method and the extracted relationships, we were able to construct the social
network at a clearly defined point in time. The construction process of the network of developers and
companies is illustrated in Figure 3, providing an example of different release versions and individual
developers. We gathered the complete social network for SNA at different evolution stages by time.
In addition, we applied the SNA over all releases to remove the restrictions and cover all existing
security code collaborations.

We constructed different networks of developers and companies for each time slice to analyze
the development of social networks in the TF ecosystem. That enabled us to evaluate how the
development of the collaboration has evolved and to uncover intriguing patterns. We conducted an
analysis of social network data and visualizations using Gephi (v0.10) and several plugins, including
MultiMode Networks Transformation, Node Color Manager, and Groups by partition. In addition,
we employed various SNA methods to delve further into the constructed networks (Howison et al.,
2011). Social networks can be described through structural and rational characteristics. Structural
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Figure 2. Discovering code collaboration
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properties, such as density and a network’s size, correspond to the morphology of relationships between
different actors. The rational dimension examines the connections between pairs of individuals and
is characterized by homogeneity and intensity. Table 4 provides an overview of the fundamental
social network characteristics and their different dimensions that were observed in our case study.

Social network theories, utilizing the basic properties described above, provide additional
perspectives on involved social ties in ecosystems (see Table 5).

RESULTS

An Overview of the Developer Collaboration Over Releases

In this section, we present the results for RQ1, which yields an overview of developer collaboration
evolution across the entire TF project and, specifically, in security development collaboration. We
obtained archival data from the source version control system git, which spanned over eight years
(2015-2023) of the ecosystem’s existence. Our research primarily focused on the main versions of
the TF OSS.

To obtain a better view of developer collaboration over time, we first analyzed the structural
basic metrics of the social network: the sum of the relevant developers, network density, and number
of communities. We also showed the number of commit activities, excluding merge commits, to
represent the productivity of the developer community across the entire TF project.

Figure 4 shows the number of actively contributing developers (nodes) over the different TF
releases. We can observe that the numbers of actors involved in development (Figure 4A) and security
development activities (Figure 4B) increase over the releases.

Both network densities for software development and security are decreasing over the releases
with increasing number of developers and collaborations in the TF ecosystem. Notably, there is a
massive reduction in network density over the course of the releases in terms of normal software
development, as shown in Figure 5.

The graph in Figure 6 illustrates a growing trend of community formation for both development
types. After the first two releases, the network is always segregated, and many more connected
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Figure 3. Construction process for the developer and company security network

subgraphs grow. In the normal TF development process, a significantly expanding giant component
gradually emerges (Figure 6A), while the security developer network retains highly segregated nodes
(Figure 6B).

The Top Organizations That Contribute to the TF Ecosystem

Addressing RQ2, we explored the relationship between developers and their affiliated
organizations. Figure 7 shows that Simpson’s Diversity Index increases for both general and security
software development activities. The higher the diversity index, the more diverse the developer
community and its affiliated organizations tend to be (Jiang et al., 2018). This means that the dominance
by a few organizations decreases over the releases, and there is increasing diversity.

Figure 8 shows productivity with respect to the number of active contributors and the commits
of the TF ecosystem. In both types of software development, productivity increases with the number
of active contributors, and commit activity increases accordingly.

Furthermore, as Table 6 shows, our research unveils that six organizations significantly contribute
to the development of TF security software.
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Table 4. Basic network properties

Structural Characteristics

Social Network Definition
Property
Density This is the proportion of direct ties in a network relative to the total number of possible links
(Wasserman & Faust, 1994).
Size Size is the sum of important actors of a network (Wasserman & Faust, 1994).

Degree centrality This is the number of direct ties a node has with other nodes (Scott, 2013).

Modularity Modularity is a measure of the strength of the network’s division into clusters (Blondel et al.,
2008).
Diversity Simpson’s Diversity Index shows the diversity of the open-source ecosystem community’s

diversity based on developer-associated organizations (Jiang et al., 2018).

Rational characteristics

Concept Definition
Homogeneity The homogeneity refers to the similarity of nodes (Schenk, 1995).
Intensity Intensity is the strength of the relationship between nodes in a network (Scott, 2013).

Table 5. SNA theories

Theory concepts Definition

Clique analysis This analysis of social structure focuses attention on how connections of large social structures

can be built up out of small and tight components (Kappelhoft, 1987).

Embeddedness Trusting relationships between actors often develop through brokerage, and trust serves as the
primary governing structure for cooperation, something on which transitivity has a structural

effect (Grewal et al., 2006; Uzzi, 1997).

Structural holes Individuals often have advantages or disadvantages based on their position within social
structures. For example, a structural hole is a gap between two nodes which possesses

complementary sources of information (Burt, 2009).

Strength of weak
ties

This theory proposes that the most important links in a network are the weaker connections that
link otherwise unconnected groups through a network bridge and allow distant clusters to access
novel information (Granovetter, 1973).

Power-law

Some actors possess a large number of incoming social ties, while other predominant actors have

distribution

only a limited number ties (Barabasi & Albert, 1999).

Organization Collaboration Over Releases

To address RQ3, we analyzed the developer and organizational collaboration networks in the
TF ecosystem, in the security context, over the course of releases. The most significant coding
collaborations are analyzed below.

The SNA visualizations in Figure 9 (9A) illustrate the general developer code collaboration
using combinations of color for organization and location information. Each colored developer
(node) represents one developer affiliated with one relevant organization for further security context
investigations. A direct link between nodes shows that, in version v2.5.0, the source code in one file
was edited together by different developers. The nodes highlighted in yellow are involved in security
development activities. The Figure 9 (9B) SNA visualizations show the organizations’ collaboration
network.

Further visualizations in Figure 10 uncover the security-related collaborative coding network
structure. Figure 10A illustrates developer code collaboration and Figure 10B illustrates code
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Figure 4. Number of nodes over TF releases (4A) and number of nodes over TF releases regarding security development (4B)

A Number of nodes B Number of nodes - Secu rity
600 15
400 10
200 5 ——————————— nsifh
@ 9 e o o o o = aa oo g 2 @ e e o o e - oo o 9o
I T = B O B A I s T S~ I S, S B I B
©8gFTFT T gdg TS o © 2% c 3T oS40 %E T
~—#— Number of nodes Contributors Security
ssssesans Linear (Number of nodes) sexasenes Linear (Comtributors Security)

Figure 5. Network density over TF releases
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Figure 6. Number of communities over TF releases (6A) and number of communities regarding security (6B)
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Figure 7. Simpson’s diversity index over TF releases
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collaboration among organizations. Note that there is no cooperation between the developers on the

Table 6. Top organizations contributing to the TF OSS ecosystem with security context

Organization Firm description Color

Alphabet Alphabet (formerly Google) is a US-based multinational technology company which
specializes in internet-related services and products, including a search engine, cloud
computing, software, and hardware.

TF TF is an open-source community for ML and deep neural networks supported by Alphabet
and other voluntary contributors.

Mobilelron Mobilelron is a US software company which provides unified endpoint and enterprise
mobility management for mobile devices.

Intel Intel is a US-based multinational technology and software corporation.
IBM IBM is a US-based multinational technology, software, and consulting company.
Nvidia Nvidia is a US-based multinational technology and software company primarily for gaming

and professional markets.

10
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Figure 9. Collaboration of network developers (9A) and organizations (9B) in version v2.5.0
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Figure 10. Focus on collaboration security network of developers (10A) and organizations (10B) in version v2.5.0
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various security bugs.

While the first versions have a similar SNA structure as v2.5.0, a significant change occurs in
later versions beginning with v2.8.0. Figure 11 shows another example: SNA visualizations of version
v2.12.0. The Figure 11A SNA visualization is the entire TF developer collaboration network; the
Figure 11B SNA shows the collaboration network of organizations.

The SNA visualization in Figure 12 focuses on the security development collaborative coding
network structure. Figure 12A shows developer code collaboration and Figure 12B visualizes code
collaboration among organizations. Note the increasing level of cooperation between developers to
address the multiple security vulnerabilities.

To view the entire collaboration security network, we drew and then analyzed the collaboration
security network of developers and organizations across all software releases using SNA (Figure
13). Figure 13A shows developer code collaboration and Figure 13B visualizes code collaboration
among organizations. The topology of the developer network (Figure 13A) is characterized by the

1"
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Figure 11. SNA collaboration network of developers (11A) and organizations (11B) in version v2.12.0
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Figure 12. Focus on collaboration security network of developers (12A) and organizations (12B) in version v2.12.0
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connection of various developers and it shows that the network is well-connected. The developers from
the top organizations play an important role in making security-related changes and improvements
to the TF OSS ecosystem, which shows a core-periphery network structure. These organizations,
including Alphabet and TF itself, are especially pivotal in the initial stages of addressing security
vulnerabilities, ensuring that critical issues are promptly identified and fixed. We can also see a
power-law distribution over the entirety of TF OSS ecosystem versions. Alphabet and TF dominate
the security network for the first versions. Gradually, new developers and thus new organizations join
the TF software development, increasing the security. Many nodes connect only temporarily to close
a specific relevant security gap and then disappear. Interestingly, our data indicate that as the diversity
of contributors increases, the impact of these key organizations diminishes, suggesting a transition
towards a more distributed and resilient security collaboration network. This is proven in the social
network structure through the addition of a growing number of weak ties over the different versions.

Figure 14 shows the turnover of developers (A) and organizations (B) related to security
collaborative coding. In Figure 14A, the green bars represent the number of developers who joined; the
red bars show developers who left; and the yellow plot line represents the total number of developers
involved in security-related coding in every TF ecosystem major release. The left y-axis corresponds

12
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Figure 13. Focus on collaboration security network of developers (13A) and organizations (13B)
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Figure 14. Turnover of developers (14A) and organizations (14B) in security development activities
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to the green and red bars, and the right y-axis corresponds to the yellow plot line. The number of
leaving and joining developers increases over versions, and an uptrend of contributing developers
can be detected. Conversely, there is a high degree of fluctuation, with an average turnover rate of
about 45% of developers who join in one version and later withdraw.

Figure 14B focuses on the evolution of organization turnover. The green bars represent the
number of organizations that have joined; the red bars show the organizations that have left; and the
yellow plot line represents the total number of organizations that support the security-related coding
in each major release. The number of companies leaving and joining stays relatively stable. There
is an average turnover rate of approximately 10% for organizations that work on the current version
but have decided to withdraw in the next version.

LIMITATIONS

This study, employing a case-study approach, aims to analyze the importance of top-influencing
organizations in security development work within TF’s software ecosystem (Runeson, 2012). The
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concept of validity and threats distinguishes between different types of validity, such as construct
validity, internal validity, external validity, and conclusion validity (Wohlin, 2012).

Construct validity pertains to the extent to which the operational measures utilized in a study
accurately represent the intended objective of the RQs. One issue is that the collaboration was
narrowed to working on the same source code files in the TF git repositories, excluding other software
development activities. We also counted as collaboration only modifications of the same file. The
individual developer was identified by that developer’s company email address, which also determined
company affiliation. Moreover, some third-party developers who were commissioned by a software
supplier firm were not able to be assigned to the original company.

To obtain a comprehensive overview of developer collaboration over time, it is essential to apply
and evaluate various SNA metrics, which can also provide a solid foundation for creating unique SNA
visualizations; other types of visualizations and measures could be helpful. Concerning the internal
validity of our study, the findings may be erroneous if we have misconstrued the SNA and other
indicators. To minimize this limitation, the process was carried out with various measurements, and
we implemented different methods. To ensure that the outcomes of this research paper are unbiased,
we have made every effort to present the information in a clear and easily comprehensible manner.

The extent to which the findings of a study can be applied to other contexts is referred to as external
validity (Yin, 2014). This research focuses on a single case study of a substantial OSS development
ecosystem. Generalizing the results to other software development security activities ecosystems is
possible in part. The external validity appears to be reasonable, but additional research is necessary
to investigate other collaborations related to OSS security activities.

Conclusion validity concerns drawing accurate conclusions about the relationships in data and
visualizations. In our research, we aimed to ensure the reproducibility of our results. We employed a
combination of SNA methods, visualizations, and other measures to achieve a balanced and accurate
interpretation of our findings. The researchers conducted thorough validation at each step of the case
study and regularly performed assessments to maintain the integrity of the results.

CONCLUSION

This study examines coding activities in the TF OSS ecosystem through a longitudinal analysis of
collaboration networks in normal and security code development. We analyzed the different structural
evolutions of the normal and security code collaboration networks. The results are based on mining
the TF software repository and using different SNA methods and theories related to our RQs.

The outcomes show that, with the expansion of the network size, the number of communities
increases over the TF releases. That increase also increases the numbers of commits and the volume
of changed source code lines. At the same time, network density is decreasing and modularity is
increasing, which means that there are many growing connected clusters over time. The Simpson’s
Diversity Index shows that the diversity is also increasing over the project lifespan for normal and
security development activities. As a result, with increasing diversity, developers, and commits, the
entire TF project’s productivity increases.

We focused further on examining the security code collaboration of organizations over TF OSS
releases. Our findings reveal that there are six top influencing organizations contributing to the
source code in the security context. These organizations play a critical role in the development and
fixing of critical security issues in TF software. By analyzing the security code collaboration over
the entire timeline and deepening the analysis using versions v2.5.0 and v2.12.0, we gained a better
understanding of the TF OSS ecosystem evolution. We observed that while these top organizations are
pivotal in addressing security vulnerabilities, their impact diminishes as the diversity of contributors
increases. This pattern suggests that as more organizations and developers participate, the reliance on
a few key players decreases, leading to a more distributed and resilient security collaboration network.
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In addition, we investigated the turnover of developers and companies in the TF ecosystem
involved in security software development activities. The number of developers leaving and joining
the project increases over time with each release. In contrast to the high fluctuation rate of developers,
there is an average low turnover rate of approximately 10% for organizations, meaning relative stability
of collaborating companies. As a result, software safety is enhanced, continuous development is
ensured, and security issues tend to be resolved more quickly.

While this study provides valuable insights into the security practices, collaboration patterns,
and organizational involvement within the TF OSS ecosystem, we posit that some findings may be
cautiously generalized to other OSS ecosystems. The strategies and findings discussed—particularly
those related to managing security vulnerabilities, fostering effective collaboration, and leveraging
organizational support—are not exclusive to TF. These insights can be adapted and applied to similar
OSS projects, especially those with large-scale adoption, complex contributor networks, or significant
security challenges.

These results help provide a better understanding of OSS project evolution and the collaborative
patterns of software developers and organizations involved in security-related coding. They are
essential results that deepen the understanding of ecosystems for practitioners as well as academics
in the software engineering discipline. We have successfully integrated essential theories from SNA,
open-source ecosystem development, software engineering, and software security, and have established
clear theoretical references for each of these concepts.

Further steps are needed to strengthen and enhance our results. There is a need for significant
case study research in the future which examines open coopetition, open-source security development
activities in greater depth, and their impact on OSS ecosystems. Additionally, future research should
consider conducting comparative studies involving other significant OSS projects to validate and
extend the findings presented in this research.
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