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ABSTRACT

Several websites integrate trackers without users’ consent. Previous
research studied whether notifying responsible website operators
about such issues is an effective measure, often with limited suc-
cess. Insights from marketing research suggest that personalizing
notification emails may be an effective means to improve reme-
diation rates, with previous research pointing in both directions.
We studied this approach using a sample of 119 German fitness
and sports blogs employing Google Analytics (GA) without user
consent: In a first step, we compare the fix rate of blog operators
that received a personalized notification tailored to their blog with
the fix rate of operators that received a generic notification. We find
that personalized notifications do neither increase remediation rate
nor operators’ response behavior. In a second step, we analyzed the
reasons not to fix mentioned in (A) the email responses and (B) a
survey sent to the blog operators. We find that they mostly center
around (I) denial that a data leak exists, (II) a lack of resources
to remedy the issue and (III) claims of specifically requiring GA.
We hypothesize that an additional reason not to fix could be the
so-called moral credentials phenomenon and sketch how to study
that in future work.

CCS CONCEPTS

« Security and privacy — Social aspects of security and pri-
vacy; Usability in security and privacy; Privacy protections.

KEYWORDS

Human Factors in Privacy, Notification Study, Personalization, GDPR

This work is licensed under a Creative Commons Attribution International
4.0 License.

ARES 2024, July 30-August 02, 2024, Vienna, Austria
© 2024 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-1718-5/24/07
https://doi.org/10.1145/3664476.3664499

ACM Reference Format:

Theresa Kriecherbauer, Richard Schwank, Adrian Krauss, Konstantin Neure-
ither, Lian Remme, Melanie Volkamer, and Dominik Herrmann. 2024. Is
Personalization Worth It? Notifying Blogs about a Privacy Issue Result-
ing from Poorly Implemented Consent Banners. In The 19th International
Conference on Availability, Reliability and Security (ARES 2024), July 30—
August 02, 2024, Vienna, Austria. ACM, New York, NY, USA, 7 pages. https:
//doi.org/10.1145/3664476.3664499

1 INTRODUCTION

Cookie banners present themselves as guards to users’ privacy.
However, technical implementations have been found to be lack-
luster, resulting in personal information being logged by the third
parties prior to the users’ consent [12]. One way to improve that
situation is to confront website operators with the fact that their
site does not follow common practices to protect personal privacy
(e. g. data minimisation, as mandated by Art. 5 § 1 (c) GDPR). The
question how to best notify website operators to correct privacy or
security faults (e. g., [5, 21, 28]) is investigated in so-called notifi-
cation studies. So far, these studies have varied channel, context,
message content, and sample size.

Drawing inspiration from marketing, personalization could be a
tool to make notifications to website operators more convincing.
Indeed, psychology research suggests that personalization leads to
heightened attention and a more favorable reception of the email
[23, 24]. However, some studies point into the opposite direction
[17]. Therefore, we pose the following two qualitative research
questions: (RQ1) To what extent can personalized notification emails
make website operators remedy data privacy leaks? And, to better
understand the effect of personalization studied in this first step:
(RQ2) Which reasons not to fix do the notified subjects mention?

To answer the first research question, we conducted a covert
between-subjects study with 119 blogs and informed 79 blogs about
their use of Google Analytics (GA) prior to the users’ consent. We
used an ethical argument to create a coherent setting for personal-
ization. 40 blogs received a personalized email and the other 39 a
generic one. For personalization, we extracted information about
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the bloggers manually from the blogs. In the 60 days following the
initial notification, we monitored the configuration of GA on the
blogs and the responses to our emails. A control group of 40 blogs
received no notification for reference.

To answer the second research question, we extracted reasons
not to fix the misconfiguration from any email responses we re-
ceived from subjects during the study. We also offered a voluntary
post-debrief survey in which subjects were questioned about their
considerations (not) to fix.

In this paper, we address our two research questions in the con-
text of fitness and sports blogs that implement GA without asking
for users’ consent first. We have chosen blogs, since they provide
uniform meta-information (e. g., author name and publication date)
that both enable personalization and ensure that personalization
is comparable among websites. To further homogenize the sample,
we have settled on the fitness and sport realm.

For the first research question, we find that the effort of person-
alization does not seem to translate into higher fix rates. Overall,
15 of the 79 notified blogs (19 %) correct their GA misconfiguration
- with no relevant difference between the personalized and generic
email groups. For the second research question, we find that the
reasons not to fix mostly center around (I) denial that a data leak
exists, (II) a lack of resources to remedy the issue and (III) claims
of specifically requiring GA, as expressed in the response emails.
In the survey, respondents expressed similar reasons not to fix. No
clear differences in reasons mentioned between the two groups
are evident for most categories. However, it is interesting to note
that operators who did not fix the misconfiguration replied to our
messages more frequently. This leaves room for further research,
e. g. on whether having demonstrated their “good will” to remedy
the problem decreases their motivation to do so (moral creden-
tials phenomenon [25]). One possibility would be to use no-reply
email addresses to eliminate the operators’ opportunity to verbally
demonstrate their “good will” without acting upon it.

In summary, our study contributes by providing indications that
the effort of personalization does (A) not improve remediation rate
or (B) change the response behavior, with some exceptions.

2 RELATED WORK

In the work of Maass et al [21], 4754 websites with misconfigured
GA settings have been notified, evaluating the effects of different
contact media, senders, and message framings. Maass et al. ex-
amined the effects of message framings with respect to privacy
concerns, GDPR violations, and potential fines. They focused on
reaching a large number of websites using their contact information.
In contrast, our study explored the use of additional information
about the website owner and content to personalize the notifica-
tion. To do so, we aimed for a much smaller number of websites. In
addition, our study has a slightly different focus, i. e. we focus on
GA cookies before the user’s explicit consent via a cookie banner,
whereas Maass et al. focused on compliance violations resulting
from failure to enable IP anonymization with GA.

There are many more large-scale notification studies [4-6, 18,
19, 21, 27, 28, 31, 32]. Like Maas et al., the studies investigated the
effectiveness of various properties of notifications, including sender
identity [6, 21], contact media (e. g., letter and email) [21], source of
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contact address (e. g., WHOIS entry, CERT entry) [5, 18, 28], chosen
contact channel (e. g., Google Webmaster Console, emails, landing
page of a walled garden environment) [4, 19], message language
[18, 32], and message framing (e. g., focusing on legal consequences,
privacy concerns, or security risks) [5, 21, 31, 32]. None of these
studies focused on blogs only and besides Maas et al. [21], none
checked misconfigurated GA settings.

In summary, the primary differentiating aspect of our research
is that we evaluated the effect of personalization for issues related
to GA. We used manually extracted context-specific information,
e. g. the title and content of the blog’s last published article.

3 BACKGROUND

In the following, we elaborate technical aspects of GA and the
psychological principles of personalization.

Technical Background. GA is a web service provided by Google,
designed to track and analyze user behavior on websites [11]. By
integrating the JavaScript library analytics.js or gtag.js, owners
can collect data about user interactions via tracking objects and
the setting of cookies [13]. The user interactions are captured by
tracking objects which are then transmitted to Google’s servers e. g.
in the US for analysis and reporting in the GA dashboard [1].

As of March 2024, the current version of GA is GA 4, which
succeeded the previous version Universal Analytics. Universal An-
alytics ceased processing data on July 1, 2023. Automatic migration
to GA 4 took place for Universal Analytics users from March 1,
2023 if they did not opt out of this service [10]. This changeover
took place during our measuring time, but did not influence our
research, as (i) Google Analytics 4 still logs personal data of website
visitors and (ii) our scanner detects both GA versions.

Psychological Background. Personalization of a message is the
incorporation of individualizing elements without altering the fac-
tual content [8, 14]. Previous works have found that personalized
advertising leads to heightened attention [24] and a more favor-
able reception of the message [23]. It is an open question, however,
whether or not personalized messages yield more favorable effects
compared to generic ones, with some studies suggesting enhanced
effectiveness and others indicating the opposite [17]. This leads to
the question of how personalization impacts privacy notifications,
which we aim to address in our study.

Our study follows the framework of personalization laid out
by Hawkins et al. [14]: (1) Raising expectation of personalization:
Self-referencing inducing statements like “This is just for you!”. (2)
Identification: Addressing the person distinctly, e. g. by name. (3)
Contextualization: Framing the message in such a way that the
recipient perceives it as more personally relevant. As Maslowska
et al. [24] found that combining all three personalization methods
worked best, our personalized emails also used all three means.

4 METHODS

In this section, we describe the collection process, including how
we checked whether websites use GA, and the notification study.
Figure 1 shows an overview of our research.
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Figure 1: Overview of our research

4.1 Collection of Websites

Keyword collection. 73 keywords were extracted from lists of the
most popular sports and fitness categories [15, 26]. The keywords
we used can be found in the supplementary material [16].

Blog Search. For each keyword, we searched for “fitness blog
<keyword>" or “sport blog <keyword>", respectively, using the
Google search engine and Google Chrome in Incognito mode. The
URLs of the first ten search results were recorded. Ads were skipped,
and it was also noted whether it was a blog. If a search result was

a collection of multiple blogs, all of those websites were recorded.

Each search query was assigned to two researchers. Any differences

in the collected blogs were discussed until agreement was reached.

This resulted in 819 entries. We removed duplicates, and ended up
with 305 unique websites that we considered to be a blog.

Scanning for GA Issue. We scanned these 305 blogs to determine
those using GA before interacting with the consent dialogues. To
scan the websites, we used a compliance scanner which was also
used by Maass et al [21]. This tool helped us to find websites on
which GA was misconfigured, i. e., was loaded without the explicit
consent of the user. The compliance scanner loads a website with
an instrumented Chromium browser. Since the scanner does not
interact with websites, any detected data collection requests sent

to GA were performed before users would have consented to that.

We ended up with 119 blogs that we could scan automatically and
that used GA before the user explicitly agreed to it.

Information Collection. For these 119 blogs, two authors collected
the following blog-specific pieces of information independently and
discussed any differences afterwards to ensure the accuracy of the
collected information:

e the author of the latest article or, if none exists, the name
found in an “About” section, or, if also none exists, the name
given in the imprint,

o the title and date of the latest article,

o whether the website offers a shop,

o whether the responsible party in the imprint is a person or a
company, and
o whether the blog was active in the last 6 months or not.

The name and title are used in the personalized notification email.
All other collected pieces of information are used to ensure stratifi-
cation of the sample and as control variables during the analysis.

4.2 Notification Study Setup

The lower part of Figure 1 titled *Treatment” describes our proce-
dure in this study which will be explained in more detail in the
following paragraphs.

Group Assignment. We randomly assigned the 119 websites to
three groups: 40 in the control, 39 in the generic, and 40 in the
personalized group.

Notification Mails. In terms of content, both emails were framed
as a request from a German blog reader who argued being unhappy
about the blog transferring personal data to the United States with-
out consent, explaining that sensitive data is less protected in the
U.S. 1. This choice was made to (I) reduce possible biases due to
the naming of certain academic institutions and (II) because [21].
found no relevant differences between notifications from private
individuals and academics. In addition, the emails listed alternatives
to GA and concluded with a call to action.

This ethical argument was used for two reasons. First, it had to
be plausible with the message framing as coming from an average
blog reader. It would be unusual for such a person to show familiar-
ity with data privacy law and the relevant court cases. Second, the
ethical argument was used to reduce damage resulting from fear of
legal prosecution as observed in a notification study by Princeton

!0ne example why blog readers could be unsatisfied with the protection of their
personal data in the US (during our study period) is the possibility for U.S. authorities
to access the data of EU citizens if it is transferred to the U.S based on Section 702
of the FISA Amendment Act [30]. On 10 July 2023, the EU enacted the Data Privacy
Framework [29] which allows companies to legally transfer data from the EU into the
US under certain conditions. The data of the EU citizens must equally be protected as
in the EU. This new framework did not influence our result, as we stopped scanning
websites on 13 June 2023.
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University and Radboud University. They employed a legal argu-
ment in combination with a deadline to fix the misconfiguration
which made some website owners seek costly legal advice [22].

The emails sent to the personalized group were personalized
using three techniques (Sect. 3): (1) For identification, the first name
of the identified author or blog owner to address the recipient and
the URL of the blog was used. (2) To raise expectations of personaliza-
tion, the list of alternatives to GA was presented to be hand-picked
for the blog. (3) Contextualization was achieved by summarizing
the last blog post in the email. The summary was limited to keep
the emails comparable in overall length. Both notification texts are
provided in the supplementary material [16].

We generated two email accounts for the fictitious persons Laura
and Tobias Busch? at mailbox.org to send the notification emails.
For every blog, one of the two persons was selected at random
to account for possible gender effects. The decision to pose as
private individuals was made to facilitate personalization and was
supported by the fact that an earlier study by Maass et. al. [21] found
no significant differences between emails from private individuals
and many other groups.

Deception. We deceived the recipients in our email, i. e., we did
not include any information about the true purpose and our study.
Instead, it looked as if the email had been written by an interested
blog reader in their spare time. This deception was necessary to
avoid biased reactions (observer effects) [2]. We followed best prac-
tices for deception in such a notification study [20]. A debriefing
with the possibility of opting out was conducted. Ethical considera-
tions will be discussed in more detail in Sect. 4.6.

Reminder Email. Our reminder asked if the subject had already
had time to fix the issue as GA was still configured incorrectly. The
personalized reminder only differed in form of address from the
generic one. Both reminder texts are part of the supplementary
material [16].

4.3 Notification Study Execution

The initial notification emails were sent on 12 April 2023 to the 79
blogs (to each blog from the personalized and generic group, no
email was sent to the control group).

On 16 May 2023, 34 days after the initial notification, we scanned
the blogs again and sent reminder emails to all blogs that were still
setting GA cookies and had not responded to the notification email.

On 13 June, 62 days after the initial notification, we scanned the
blogs the last time. These results determined the fix rate presented
in Section 5.1. Since we deceived participants in our emails, we sent
out debriefing emails on 17 July 2023 to all 119 blogs to inform them
that they were part of this study. The blogs that were not part of
the control group additionally received a link to the survey.

4.4 Communicating with Website Owners

We received several replies to our notification and reminder emails.
We determined in advance how we would respond to certain type of
answers, and outlined five cases and corresponding email answers
to ensure comparability. Our prepared cases and responses are
included in the supplementary material [16].

2The names were randomly chosen from a list of common German names [9].
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4.5 Qualitative Analysis

To analyze the email and survey responses for our second research
question, we documented the content of the answers.

For the content of the responses, we used open coding [7]. First,
we created codes for the reasons mentioned not to fix, e. g. a code
for stating that GA is already correctly configured on their website.
Our codebook consisted of five codes (see [16]). Two researchers
assigned independently the corresponding codes to the answers.
Any difference in the coding of a conversation was then discussed
until agreement was reached. For the open coding of the emails, we
considered the complete conversation with a blog and not every
single email. We additionally documented the author, the date, and
the blog’s name of the email responses.

4.6 Ethical Considerations

None of the involved universities required IRB approval for this kind
of study. Since we interacted with humans and partially deceived
them about our true purposes, we designed the study following the
principles described in the Menlo Report [3].

We showed respect to our participants by debriefing at the end of
the study, clearly offering an opportunity to opt-out and by only
publishing data in an anonymized form. Like in other notification
studies, we deemed deception necessary to minimize social desir-
ability biases and other observer effects [2].

Secondly, we considered beneficence by refraining from impos-
ing time limits or threatening legal consequences (as opposed to
e. g.[22]) to minimize the risk of (e. g. financial) harm to our subjects.
We hope, our study can benefit the greater public by improving the
personal data handling practices.

Thirdly, subjects were selected according to a predefined pro-
cedure with the aim of selecting the most visited websites for the
respective search query, regardless of sensitive characteristics of
the blog authors. In this way, the principle of justice is upheld.

Finally, we take into account the principle of respect for the law
and the public interest. We have consulted legal experts on data
protection before we conducted the study and we clearly describe
our methods to ensure transparency and reproducibility.

5 RESULTS

As per request by one individual in the control group, we removed
their blog from the study. Thus the control group shrunk from 40
to 39 blogs.

5.1 Effect of Personalization on Fixes (RQ1)

To analyze the effect of personalization, we consider the number
of fixes in the group that received a personalized email. As Table 1
shows, seven out of 40 (about 18 %) fixed their configurations, which
is a lower fix rate than for the generic email (21 %). Given the small
sample sizes, we refrain from further statistical analyses.

In the context of notification campaigns about data protection
issues, this suggests that personalization is neither useful nor nec-
essary to increase the effectiveness of notifications.

For both groups, the fix rate is comparable to ones in previous
studies where an ethical argument was used (e.g. [21]).

To rule out that the fix rate is affected by inherent characteristics
of the websites rather than our notification, we referred to the
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Figure 2: Distribution of coded reasons not to fix per treatment group. Given the small number of 14 responses in each group,
no differences can be inferred for most categories. An interesting six-vs-zero difference can be observed in the “Claims that

website does respect all privacy requirements” category.

Table 1: Fix rate and absolute number of fixes versus treat-
ment. Both notified groups (Personalized and Generic) ex-
hibit similar fix rates (= 20%), which is higher than 10% in
the Control group (no notification).

Group Size No. of Fixes Fix Rate

Notified in total 79 15 19%
Personalized 40 7 18%
Generic 39 8 21%
Control 39 4 10%

additionally collected control variables per website (see Section 4.1):
the presence of a webshop, the responsible party for the website
(natural vs legal person) and activity in the past six months. Further,
we alternated the sender’s gender in the emails. We could not find
any patterns suggesting that any of these four characteristics had
a sizable effect on the fix rate. This raises our confidence that our
observations can indeed be attributed to our notification.

5.2 Communication and Survey Responses
(RQ2)

To answer our second research question (“Which reasons not to

fix do the notified subjects mention?”), we drew on two sources:

Subjects’ responses during the study and a post-debrief survey.

Subjects’ responses to our emails were analyzed to extract
reasons the website owners named not to fix the misconfiguration
during the study. Out of the 40 blog operators receiving a person-
alized notification, 14 replied via email during the study. In the
generic notification group, 14 out of 39 answered.

The reasons mentioned by the subjects in their responses were
coded and compared (as described in Section 4.5) between the treat-
ment groups in Figure 2. The reasons can be classified into three
categories: denial of a data leak, a lack of resources to remedy the
issue, and claims of specifically requiring GA.

No clear differences in reasons mentioned are evident for the
categories with one exception: Six generically notified subjects
denied the issue versus zero in the personalized group.

The short survey sent to subjects in the debriefing email in-
cluded two optional questions. One free-text question asked for
the reasons for not having fixed the misconfiguration, adapted to
the action taken (questions in supplementary material [16]). The
other free-text question asked for improvement ideas and further
comments. The answers were coded as described in Section 4.5.

There were six fully completed survey responses from the per-
sonalized group and three from the generically notified group. Due
to the small number of participants, especially from the generically
notified, the survey responses will only be mentioned anecdotally.

Among the group of respondents that didn’t fix the misconfigura-
tion, a lack of time (2 respondents), requiring further explanations
(1 respondent) and that GA’s features were essential to monetariza-
tion (1 respondent) were given as reasons across both groups. One
respondent in the personalized group suggested to further improve
the email by adapting the salutation to the number of bloggers
(different expressions in the German language) and by removing
the mid-text appellation.

We stress that the survey expresses individuals’ voices that may
not generalize and that could be biased by the observer effect.

5.3 Further Findings

The analysis in Section 5.2 focused on the reasons that subjects
mentioned why they did not fix the misconfiguration. When coding
subjects’ email communication, we noticed that subjects frequently
made claims. We verified their correctness and made the following
three interesting observations:

e Out of the six subjects announcing a fix (i. e. stating they
want to remove GA or claiming they have already removed
it) across both groups, only four followed up on that promise.

o Five subjects explicitly asserted that GA only became active
upon visitor consent to the cookie dialogue. Our response
dispelled this misconception and contained a link to the GA
checker [21]. Yet, this did not result in a single fix.

o Finally, the data show an interesting relationship between
remediation and response behavior. Out of the 15 subjects
who fixed the misconfiguration, four replied via email at
some point (27 %). In contrast, out of the 64 subjects who
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did not fix the misconfiguration, 24 answered (38 %). In con-
nection with the fact that few answers mentioned fixing
the misconfiguration (Fig. 2), this suggests subjects rather
responded than taking action.

6 DISCUSSION

In this section, we discuss our findings, further insights, and limita-
tions of the study.

6.1 Effect of Personalization (RQ1)

Our first research question asks whether personalization can im-
prove the effectiveness of notification studies for sport and fitness
blogs. For the setup we examined, we can answer this question
with no. Our personalization efforts did not result in higher fix
rates (Sect. 5.1), nor did it have any obvious beneficial effects on
the response rates (Sect. 5.2). Since collecting information for per-
sonalizing notifications is costly, given our results we cannot rec-
ommend employing personalization when notifying blogs about
privacy leaks.

6.2 Communication and Survey (RQ2)

Secondly, we wanted to understand why subjects didn’t fix the mis-
configuration and whether different reasons were communicated
to us by the two groups. The fact that the reasons raised across the
two groups were quite similar (Sect. 5.2) supports our first finding.
It’s interesting, however, that we received six denials of the issue
from the generic versus zero from the personalized group, which
could indicate a higher level of trust into the personalized message.

We further found that claims of respecting privacy standards
and promises to fix were true for a surprisingly small number
of websites. We also observed that response rates were generally
higher for the group of subjects who did not fix (Sect. 5.3). However,
in view of the response topics, we cannot deduce that these higher
response rates in the non-fix group can be attributed to technical
difficulties or questions. Instead, our first observation of empty
promises and rebuttals rather points in a different direction, as
research by Monin and Miller suggests [25]. They have found that
individuals are less likely to act upon certain moral standards after
having demonstrated them in previous behavior, a phenomenon
they refer to as “moral credentials”. Based on their results, we can
suppose that our notified subjects might be less likely to fix the
misconfiguration after having demonstrated their willingness to
take the sender seriously in their reply.

Our observation, therefore, suggests that the opportunity to re-
spond to the notification may subconsciously demotivate some sub-
jects from fixing the misconfiguration. On the other hand, an ar-
gument in favor of allowing responses is that clarification and
guidance can be provided. However, recall that the clarification
we provided did not result in a single fix (Sect. 5.3). In sum, our
findings question whether the opportunity for subjects to reply to
the notification has a net positive effect on the fix rate.

It would be interesting for future work to notify subjects without
giving them the opportunity to respond. A basic approach would
be to send notifications from a no-reply email address.
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6.3 Limitations

A major limitation of this study is the relatively small sample size
of roughly 120 blogs (including control group), which prohibits
statistical analysis. However, this is very much by design, since per-
sonalization requires quite a lot of publicly available information
in order to credibly present more familiar information to the recipi-
ent than simply their name. This and the fact that personalization
needs to stay comparable between subjects for scientific analysis
necessarily restricts the sample to quite a homogeneous group. It is
one of our learnings that finding a meaningful one-fits-all strategy
for personalization is not so easy.

Secondly, personalization was not always guaranteed, given that
the addressed person may not be the one reading the email. Some
responses show, that the notification can still have an impact in
that case: The addressed person was recognized as a team member,
leading to some identification of the recipient with the email.

7 CONCLUSION

This study investigated whether contacting operators of websites
in a personalized way can help in convincing them to remedy user
tracking prior to the consent banner. To this aim, we notified 79
operators of fitness blogs with such a GA configuration via email.
40 of the blogs received an email personalized with information
from their website.

We find that personalizing the email did neither have a significant
effect on the remediation rate nor an effect on the reasons not to
fix as reported in the responses and survey.

While analyzing the responses, we made two further interesting
observations. Firstly, we observed that the responses mostly center
around false claims and empty promises to fix the misconfiguration.
Secondly, the group of individuals that did not fix the misconfigura-
tion had a higher response rate, which motivates further research
exploring the role of the moral credentials phenomenon for fix rates.

To summarize, we find that personalization has no measurable
impact and we identify the possibility to reply as a possibly disad-
vantageous factor through analyzing subjects’ response behavior.
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We released the texts of our sent emails, the answers to our survey,
the open coding of the received emails (without the email content)
and the control variables and final fix status for each blog [16].
Every personal information, such as blog names was removed and
replaced with an individual code.
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