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ABSTRACT

In virtual collaboration at the workplace, a growing number of teams apply supportive conversa-
tional agents (CAs). They take on different work-related tasks for teams and single users such as
scheduling meetings or stimulating creativity. Previous research merely focused on these positive
aspects of introducing CAs at the workplace, omitting ethical challenges faced by teams using
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these often artificial intelligence (Al)-enabled technologies. Thus, on the one hand, CAs can pre-
sent themselves as benevolent teammates, but on the other hand, they can collect user data,
reduce worker autonomy, or foster social isolation by their service. In this work, we conducted 15
expert interviews with senior researchers from the fields of ethics, collaboration, and computer sci-
ence in order to derive ethical guidelines for introducing CAs in virtual team collaboration. We
derived 14 guidelines and seven research questions to pave the way for future research on the

dark sides of human-agent interaction in organizations.

1. Introduction

Physically distributed virtual teams are taking on a central
and ever-growing role in the increasing globalization of
work. It is estimated that over 85% of workers now collabor-
ate in some form of virtual team (Morrison-Smith & Ruiz,
2020). Previous research suggested that applying conversa-
tional agents (CAs) to support virtual collaboration can have
positive effects on team performance (Benke et al, 2020;
Shin et al., 2023). CAs can be defined as a group of auto-
mated technologies being able to respond to human user’s
queries or commands in a natural way (text or speech) in
order to solve a goal related task such as scheduling a
meeting (Wei et al, 2022), to recommend a product in e-
commerce (Rhee & Choi, 2020) or supporting in the recruit-
ment process of an organization (Koivunen et al., 2022).
The most popular and artificial intelligence (AI)-enabled CA
ChatGPT is also used by many employees in virtual collab-
oration for brainstorming and the creation of sophisticated
texts based on users’ questions and prompts (Thorp, 2023).
Previous research merely focused on the positive sides of
introducing CAs in virtual collaborative work (Elshan &
Ebel, 2020; Stieglitz et al.,, 2022). Shah et al. (2016) test the
conversational abilities of systems such as Cleverbot, Elbot,
Eugene Goostman, JFred, and Ultra Hal and concluded that
CAs can share personal opinions or mislead people. For
CAs such as ChatGPT it is possible that it not only

produces wrong or biased outputs (Zhuo et al., 2023), but
also that it produces different answers to the semantically
same question. This hallucination increasingly occurs during
long-term interactions and might cause confusion among
the users (Rodriguez-Cantelar et al., 2023).

Although communication via chat software such as CAs
can be used in cases of workplace harassment to hold the
harassers legally accountable, it also extends the ethical
responsibilities of the employer (Tendrio & Bjern, 2019)
including ethical risks such as that information can be
viewed and misused by third parties (Lindner, 2020). Since
CAs often have Al-based capabilities, it stands to reason
that they raise similar ethical challenges than other Al-based
systems, e.g., by collecting user data or limiting user auton-
omy. For example, Richards et al. (2023) explored
scenarios around the five ethics principles of beneficence,
non-maleficence, justice, explicability, and autonomy and
found ethical issues especially regarding people’s desire for
autonomy in the design of artificial social agents. Due to the
social and human nature of a CA, the CA’s autonomy of
what it can and cannot do is often not transparent
(Schuetzler et al., 2021). This also relates to the employee’s
privacy of their personal data when it is not clear which
data will be processes by a CA and for what purpose
(Mirbabaie et al., 2022). This could result in uncertainty in
virtual collaboration among team members.
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In contrast to ethical issues of using Al-based systems in
general, applying CAs in virtual collaboration at the work-
place also raises unique challenges. In virtual collaboration,
CAs can be perceived as both supportive tools and individ-
ual team members (Mirbabaie et al., 2021), which could shift
dependencies and cause uncertainty about the job responsi-
bility and job security among the employees (Stieglitz et al.,
2021). Interacting with a CA in virtual collaboration can
also result in alienation of team members (Mirbabaie et al.,
2021). Previous research also highlighted cases of discrimin-
ation when organizations deploy CAs (Sudrez-Gonzalo et al.,
2019) or Al-based systems (Dastin, 2022), which could also
cause biases within a team. Although some previous works
already started to discuss responsibilities, stereotypical CA
design and the role of social norms (Rheu et al., 2021), there
is little scientific evidence that specifically relates to ethical
questions and challenges of the human-agent interaction in
digital workplaces and their impact on collaboration
between employees. An increasing number of people work
in virtual teams, while CAs are being used extensively to
support them (Maedche et al., 2019). This raises specific eth-
ical challenges for human-computer interaction in team-
work, such as changes in team dynamics, complex
interactions, a shift in responsibilities and trust, and fears
about the workplace. Previous research in the area of ethics
either focuses on specific application fields or addresses the
use of Al in general (cf.,, AI HLEG, 2019; Jobin et al., 2019).
Although these findings might help as a starting point for
examining ethical challenges of applying CAs in virtual col-
laboration, existing guidelines are often too generic or too
context specific to address these increasing ethical issues in
CA interaction in virtual collaboration at the workplace.
Furthermore, ethical norms can differ between different cul-
tural backgrounds (Hafez, 2002). Even the perceived cultural
background of a CA can influence whether it is treated like
an in-group or out-group member (de Melo & Terada,
2019). It would be therefore evident to start with consider-
ing one cultural space. Based on this problem, we derived
the following research questions (RQs):

RQl: Which ethical challenges do researchers see for
introducing CAs in virtual collaboration at the workplace in a
Western societal context?

RQ2: How could these ethical challenges in virtual collaboration
at the workplace be addressed by companies and team leaders
in Western countries?

To answer the RQs, we conducted 15 expert interviews
with researchers from different Western countries with a
European focus to ensure a similar normative ethical and
work cultural background (de Melo & Terada, 2019). For
this purpose, we first identified central ethical challenges
from the literature in the areas of human-computer inter-
action, ethics, virtual collaboration and CAs and transferred
them into an interview guide. We used the five ethical prin-
ciples of Floridi et al. (2018) as a foundation. Since it is
expected that about a quarter of all employees will interact
with CAs in the future in virtual collaboration (Maedche
et al, 2019), this work is relevant for human-computer
interaction research. Our results are relevant for managers

and leaders of collaborative teams, as they may influence the
way CAs are used in the context of teamwork and because
several of the ethical guidelines are directly addressed to the
leaders of virtual teams. Furthermore, the results are rele-
vant for developers of virtual systems used in the context of
collaborative work. Finally, the results generally provide a
basis for further research in the area of collaboration with
CAs. To guide future research, we derived a research agenda
for further examining ethical challenges of applying CAs in
virtual collaborative work.

1.1. Human-agent interaction in virtual collaboration at
the workplace

Virtual collaboration describes the working of team mem-
bers in companies whose communication is predominantly
computer-based instead of face-to-face encounters (Kristof
et al, 1995). The key difference of virtual and non-virtual
teams is that in physically collaborative teams, members
who come from different countries or cities need to come
together in one place and work together face-to-face (Orta-
Castanon et al., 2018) whereas the members of virtual teams
work geographically dispersed at delocalized and decentral-
ized work locations and are often exposed to interdisciplin-
ary, cultural, and linguistic differences (Kauffeld et al., 2016;
Kristof et al., 1995; Wainfan & Davis, 2004). Virtual collab-
oration refers to the use of information and communication
technology to support collective interaction between mul-
tiple parties involved (Hossain & Wigand, 2003; Kock,
2000). Forming teams based on the professional qualifica-
tions of the team members rather than on their local avail-
ability represents a competitive advantage for companies
(Konradt & Hertel, 2007). The value of collaboration,
according to Koch et al. (2015), is that people come together
as groups to create value that they could not create as indi-
viduals. Besides the world of work is currently consolidating
the view that work is more about what is done than the
locality in which work is done (Orta-Castanon et al., 2018).
According to Seerat et al. (2013), virtual team managers
need to ensure powerful communication and collaboration
to create an organized and inclusive virtual work environ-
ment. However, for the success of virtual teams, it is essen-
tial to address challenges that are currently still open and to
create framework conditions for virtual collaboration
(Kauffeld et al., 2016). Due to the steadily increasing num-
ber of virtual teams, it is essential to continue investing in
research and the practical implementation of findings in this
area (Kauffeld et al., 2016). Virtual teams also face chal-
lenges that arise for the teams, the members and the manag-
ers on a social and coordinating level (Kauffeld et al., 2016).
Due to the geographical, temporal and organizational boun-
daries, communication and coordination hurdles arise more
quickly than in face-to-face collaborations (Kauffeld et al.,
2016). In addition, the reduced communication possibilities
ensure both a less pronounced occurrence of positive effects,
such as increased information processing (Kauffeld et al,
2016), and a neglect of the relationship level between the
team members (Straus, 1996). Maintaining group cohesion



is thus more difficult in virtual teams than in physically
cooperating teams. This leads to an increased risk of affect-
ive conflicts, which can arise due to a lack of familiarity
within the team or the formation of sub-groups at the same
locations (Kauffeld et al., 2016). In addition, communication
via software involves the risk that information can be viewed
and misused by third parties (Lindner, 2020).

CAs represent virtual personal assistants that communi-
cate with users via natural language (Gnewuch et al., 2018)
and can autonomously perform different tasks for the user
(Mirbabaie et al., 2021). In organizations, these task can be
external such as taking over customer support to relieve
employees in their customer interaction (Sands et al., 2021)
or internal such as guiding the process of design thinking
for employees to generate new ideas (Lembcke et al., 2020).
The underlying idea is that users can use CAs with natural
language as if they were communicating with another
human being. The Al-based systems aim to collaborate with
employees and support them in the execution of work-
related tasks. Besides, the utility of traditional systems can
be increased through the use of Al (Frick et al., 2019). The
use of CAs in teamwork brings different benefits, such as an
acceleration of work processes (de Vreede & Briggs, 2005),
better work results and reduced cognitive burdens (Brachten
et al., 2020; Maedche et al.,, 2016). These potentials lead to
an increasing use of Al-based CAs in the workplace
(Maedche et al., 2016). CAs are particularly relevant for vir-
tual collaboration as many team members work in physically
dispersed locations, which requires teamwork via collabora-
tive tools (Mirbabaie et al., 2021). Virtual teams are also of
great benefit in situations such as the Covid-19 pandemic,
where even non-physically distributed team members may
not work together in one location (Mysirlaki & Paraskeva,
2020). Here, the performance of such virtual teams can be
improved by adapting team processes to the opportunities
offered by technology (Waizenegger et al., 2020).

With the advances that are taking place in the continuous
development of Al-based CAs, CAs are becoming a part of
everyday life. It is foreseeable that they will also become a
key element for the future of work (Maedche et al., 2019),
as Al has the potential to make machines the smart collab-
oration partners of its users in the future (Seeber et al,
2020; Strohmann et al., 2018) and mean numerous benefits
for different areas in organizations that focus on collabor-
ation between users in professional practice (Frick et al,
2019).

1.2. The role of ethics in virtual collaboration at the
workplace

A problematic issue when considering virtual collaboration
in companies is that while ethics is often recognized as an
important issue in human collaboration, ethical principles
are not always explicitly included in the design of organiza-
tional virtual collaboration. Human issues and ethical issues
in the context of technology are often considered independ-
ently from each other (Hofeditz, Clausen, et al., 2022). Here,
there is a need to incentivize clear baseline assessments so
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that companies have a more concrete sense of the need to
seriously and concretely incorporate ethical principles into
collaboration (Chatterjee et al., 2009; Hofeditz, Mirbabaie,
et al, 2022). It is also an open question what ethical rules
should be followed when virtual teams operate globally and
there are differentiating ethical principles depending on the
project or company location. These are issues that need to
be addressed to ensure effective and efficient human-com-
puter collaboration at work (Saat & Salleh, 2010).
Stephanidis et al. (2019) raised six challenges for human-
computer interaction and discussed them with a group of 32
experts. They identified human-technology symbiosis,
human-environment interactions, ethics, privacy and secur-
ity, well-being, health and eudaimonia; accessibility and uni-
versal access, learning and creativity, and social organization
and democracy as the most important challenges for
human-computer interaction. Although these provide a
good starting point for highlighting societal issues in
human-computer interaction, they are neither focusing on
virtual collaboration at work and the potential impact on
employees and teamwork, nor are they taking into account
effects of human-like characteristics of CAs.

The ubiquitous use of CAs in everyday life, and especially
in professional contexts, makes a critical evaluation of the
impact of CAs essential (Ruane et al., 2019). Ruane et al.
(2019) point out that the ethical concerns that arise in the
use of CAs or conversational AI must always be considered
contextually. Considering and addressing existing ethical
challenges and identifying emerging ethical problems from
the fields of AI and collaboration is particularly relevant as
CAs are often Al-enabled and increasingly used in collabor-
ation. The interdisciplinary nature of the topic requires
looking at and linking ethical challenges from different
fields.

According to Meyer von Wolff et al. (2019), principles
for the design of CAs in the digital workplace need to be
established to address the lack of exploration of CAs in vir-
tual collaboration. One way to do this is to identify the con-
crete opportunities that arise from the use of smart
technologies (Seeber et al., 2020). Different data protection
issues may also arise, such as surveillance and lack of
accountability and transparency (Mateescu & Nguyen, 2019).
The risk of misuse of data by third parties is also addressed,
with an associated risk to workers’ privacy and data protec-
tion (Lindner, 2020). The literature therefore raises the ques-
tion of what types of transparency are required on the part
of employers (Floridi et al. 2018; Mateescu & Nguyen,
2019). In this context, it is also necessary considering social
risks that arise from working in virtual teams for the team
and its members and especially when working with technol-
ogies with a certain degree of autonomy (Floridi et al. 2018).
Ozmen Garibay et al. (2023) raised six main ethical chal-
lenges for the design and use of Al-based technologies such
as CAs: (1) the technology is centered in human well-being,
(2) it is designed in a responsible way, (3) users’ privacy is
respected, (4) it matches human-centered design principles,
(5) there is some degree of human governance and over-
sight, and (6) it interacts with humans and respects their
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cognitive capacities. In the context of virtual collaborative
work, there are more specific challenges that need to be
taken into account. One example is that the virtual nature
of collaboration can limit team communication and cause a
neglect of the relational level between team members, as
well as cohesion and trust (Hofeditz et al., 2021; Straus,
1996). Besides, user autonomy is a relevant aspect in the
interaction with CAs that finds much application in the lit-
erature, which also raises the question of the role of
accountability in the use of CAs in virtual team collabor-
ation (Floridi et al. 2018). For Al-based systems, there are
several frameworks that aim to guide future research and
practice (Almeida et al., 2020; European’s Commission:
High Level Expert Group (HLEG), 2019; Kaplan &
Haenlein, 2020; Paraman & Anamalah, 2023; Richards et al.,
2023; Shneiderman, 2020). Floridi et al. (2018) provided an
ethical framework for AI consisting of the five principles
beneficence, non-maleficence, autonomy, justice, and explic-
ability. Many previous works took these very general princi-
ples as a starting point for further investigation. As an
illustration, the study conducted by Richards et al. (2023)
investigated the importance of each principle in different
context scenarios. The research revealed notable ethical con-
cerns, particularly related to individuals’ autonomy desires
when it comes to designing artificial social agents.

As these principles are the most common general ethics
principles for Al-based technologies, we took them as foun-
dational framework for the identification of challenges and
risks in the introduction of CA and human-agent inter-
action in virtual collaboration.

2. Materials and methods

We transferred the problems and challenges identified in the
literature analysis into an interview guide in order to make
them comprehensible and answerable for the experts
(Kaiser, 2014). The interview guide consisted of a total of 18
main questions, which are grounded on the challenges and
problems identified in the literature. We further grouped
them thematically according to the five ethical principles of
Floridi et al. (2018), some virtual collaboration specific ques-
tions (e.g., Gutwin & Greenberg, 2002) and general ques-
tions regarding the introduction and use of CAs resulting in
the following categories:

Introduction and use of CAs (five main questions, e.g.,
What tasks should not be handed over to a CA?), benefi-
cence and affective conflicts (three main questions: e.g.
What new pressures might the introduction of CAs place on
team members?) (Floridi et al., 2018), justice, solidarity, and
workspace awareness (four questions, e.g., What threats to
team solidarity can arise from the use of CAs?) (Floridi
et al., 2018; Gutwin & Greenberg, 2002), Non-maleficence
and privacy (two questions: e.g., What is the value of the
employee’s right to privacy and data protection when using
a CA that continuously collects and analyses data?) (Floridi
et al., 2018), explicability (one question: What types of
transparency are required on the part of the employer?)
(Floridi et al, 2018), accountability/autonomy (two

questions: e.g., What role does accountability play in the use
of CAs?) (Floridi et al., 2018), and concluding remarks (e.g.,
do you would like to add something that we missed so far
at the end?). The complete interview guideline can be found
in the Appendix.

The interviews were semi-structured (B. Saunders et al,,
2018; J. F. Saunders et al., 2020), as this approach gave the
interviewees the flexibility to respond to the questions as
they think appropriate (Fylan, 2005). There were neither
predetermined answers nor time constraints. Where it was
thematically appropriate, the order of the interview guide
was deviated from. This allowed the experts to answer the
questions openly, to introduce their own aspects and to ask
follow-up questions (Kaiser, 2014). The quantitative research
method of expert interviews was chosen because through
expert interviews, causes for problematic issues can be devel-
oped, backgrounds can be tapped into and ambiguities can
be removed (Robken & Wetzel, 2017). Furthermore, the
open nature of expert interviews offers a deep information
content and makes it possible to open up new and previ-
ously unknown facts (Robken & Wetzel, 2017). In the con-
text of the present research, researchers from the fields of
ethics, collaboration, and computer science were selected as
experts. Researchers from these fields were explicitly
approached, as ethical challenges in the use of CAs in virtual
collaboration has aspects of each of these three research
areas and requires an interdisciplinary approach. As the
topic is a fairly new and interdisciplinary field of research,
the expertise of experts here can both bring new knowledge
and lead to a deeper understanding of the topic.

2.1. Selection of the interview partner and interview
conduction

The interview partners were selected on the basis of their
expertise in the fields of ethics, computer science, or collab-
oration. When selecting the persons, attention was paid to
whether the respective expert is or has been involved in
research, publications, or teachings that fit the topic of the
present work and therefore have an in-depth understanding
of the respective research areas. The interview partners are
professors and PhDs in different countries with a Western
cultural background with a focus on Europe to be able to
draw conclusions, which are more generalizable for one cul-
tural space with similar ethical norms. Table 1 provides an
overview of the participants and their respective research
areas.

In total, 15 researchers from five different countries and
three continents were interviewed in order to cover a broad
sample and obtain multi-layered data. With nine interviews,
the majority were conducted with people who are resident or
working in Germany. The remaining six interviews were con-
ducted with researchers currently practicing in the United
States, Australia, Norway, and Austria. Care was taken to
ensure that each research area was covered by several experts
in order to obtain a comprehensive and multi-layered view of
the topic. Ten of the interviews were conducted in German
and five in English. The interviews were subsequently



Table 1. Description of the interview partners.
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Expert in

ID Professional position or expertise Country Computer science Collaboration Ethics
E1 Associate Professor in information systems and researcher USA X X

for communication technologies for team collaboration
E2 Researcher in the field of digitalization in companies and virtual teams Germany X
E3 Professor in the field of innovation in society Australia X
E4 Professor for business information systems Germany X
E5 Researcher in human—computer interaction and computer science Norway X
E6 Professor in the fields of management and technology Austria X X
E7 Professor for business information systems Germany X
E8 Professor for information science and information ethics Germany X X
E9 Professor in the field of philosophy, business ethics and digitalization Germany X X
E10 Researcher at the intersection of artificial intelligence and human behavior Germany X X
E11 Professor for digital transformation and business information systems Germany X
E12 Associate Professor in the fields of media and information USA X
E13 Professor in the fields of leadership and organization Germany X
E14 Professor for the field of software development and collaboration engineering USA X X
E15 Researcher in the field of Al ethics and Information and media ethics Germany X X

conducted virtually via Zoom in most cases, and one interview
took place on the telephone. 14 of the interviews were each
conducted in one piece whereas interview 15 was conducted
on two dates a few weeks apart due to the interview partner’s
schedule. Expert 6 was the only one to receive the interview
guide questions in advance of the interview upon request.
Audio recordings of the interviews were made and transcribed
later. The duration of the interviews varied from 24 to
97 minutes whereby the average duration of an interview was
51 minutes. The high variance in the length of the interviews
is on the one hand based on the comprehensiveness with
which the respective experts answered the questions, and on
the other hand on the inclusion of their own experiences and
additional aspects.

2.2. Qualitative content analysis

After the interviews, the audio recordings were transcribed
on the basis of transcription rules by Radiker and Kuckartz
(2019). Subsequently, we conducted a qualitative content
analysis based on Mayring (2015) with the transcripts. In
order to be able to systematically analyze the expert inter-
views and extract statements relevant to answering the RQs,
we coded and categorized the content of the transcriptions.
The aim of this procedure is to establish a category system
by means of which the experts’ statements can be systemat-
ically analyzed. Only statements that are relevant for answer-
ing the RQs are included in the categories. We used
MAXQDA' as a coding for the analysis. The transcriptions
of the 15 expert interviews served as communication
material.

In the first step of the qualitative content analysis, we
determined the units of analysis. These included individual
words and phrases, as well as individual and consecutive
sentences if they belong together in terms of content. In the
second step, the main categories of the category system were
determined. The main categories were deductively derived
based on the 18 theory-driven questions of the interview
guideline. The first two main questions were combined into
one category, so that the category system contains 17 main
categories. This resulted in the first version of the category

system, which is the third step. The main categories were
defined in the fourth step and assigned anchor examples. In
addition, coding rules were defined, for example, that units
of analysis that address themes from several categories can
be assigned multiple times. We calculated an interrater
agreement by using a built-in function of MAXQDA. For
this, three of the transcribed interview materials were used
as a sample that was coded by a second coder to calculate
an intercoder reliability according to Cohen’s kappa (Cohen
1960). With a code overlap at segments of at least 80%, the
intercoder reliability was 60.54%, which corresponds to a
kappa value of 0.605. According to Landis and Koch (1977),
this can be considered “good”. This suggests that the coding
system is perceived and interpreted in the same way by dif-
ferent people, which illustrates its validity. In the fifth step,
the units of analysis were assigned to categories. When rele-
vant units of analysis addressed topics that were not covered
by existing categories, new categories were formed in the
sixth step, which led to a partial repetition of some previous
steps. Thus, the category system created in the third step
was supplemented by the respective new category. The cor-
responding categories were also defined and assigned anchor
examples (step 4). A total of 1013 analysis units were
assigned to the categories, with units per interview ranging
from 33 to 103. On average, 68 analysis units were assigned
per transcription. The variance can thereby be explained in
the length and the relevance of the statements related to the
topic. In the seventh step, the main statements of each cat-
egory were summarized and serve as a basis for further ana-
lysis, interpretation and answering the RQs in the eighth
step.

3. Results

The chapter summarizes the results from the interviews,
which have been deductively assigned to the five ethical
principles of Floridi et al. (2018). In each result category,
the respective categories are first defined, then the experts’
statements are thematically summarized, sorted and under-
pinned with anchor examples.
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3.1. Category 1: beneficence

Beneficence deals with the conditions that need to be in
place for well-being, common good, and dignity to exist
within team collaboration. In the course of this, the stresses
and social risks that can arise from the introduction of a CA
within a virtual team are discussed and the possibilities for
counteracting them.

The subcategory burdens deals with affective conflicts of
team members that can arise when introducing CAs in
teams. Reasons for the emergence of burdens can be dysba-
lances that arise from the disruption of existing team struc-
tures (E9). These disruptive changes cause teams to split
into those members who adapt to the change and those who
show skepticism and an unwillingness to embrace the intro-
duction of technology (E6-E7, E9). In addition, adaptation
difficulties can occur as the introduction of CAs does not
make it clear to users who is responsible (E10) and what
exactly the technology is to be used for (E11). Another
inhibiting factor that was mentioned is the different speed
with which users learn to use CAs (E12). Expert 9 describes
this as follows: “Most of the time there is a kind of architec-
ture that has been set up, so that there could be dysbalances
or different opinions about how good or bad such an assign-
ment is, or willingness to get involved in something like
that." In addition, data protection burdens become relevant
when using CAs. For example, uncertainty about the CA’s
level of knowledge and information can be a burden for
team members (E1). Other fears are that working hours
(E4) and data (E4, E7, E15) will be monitored through the
use of CAs. Expert 14 summarizes this as follows: "It’s nice
if people see my outcomes, but they don’t have to see
exactly how I get to my outcomes. (...) So I think transpar-
ency and performance evaluation are the biggest fears or
areas of discomfort that people will experience." One way to
prevent the burdens is to clearly delineate what the CA is
used for and what it is not used for, thus counteracting
adaptation difficulties (E10-E11). However, concrete pre-
ventive measures could not be determined at this stage (E4)
and would depend on the context of use (E6). Team mem-
bers do not have "to change their way of collaboration
because of chatbots, but that could of course change as CAs
get more advanced or get different capabilities” (E5).

One social risk that may arise when team members adapt
to the CA is that the transition to the new technology may
be more difficult for older individuals than for younger
ones, and they may be more at risk of being isolated from
the team as a result (E12). There is also a risk of sub-group
formation (E13), for example into technology-enthusiastic
and -rejecting users (E12). Expert 12 summarizes this as fol-
lows: "Certainly for the old people who are resistant to
change. (...) You're 60 years old and you didn’t grow up
with the Internet and all of a sudden you’re expected to
speak to this agent (...) So that’s going to be hard."
Impairments of social interaction can occur as the use of
CAs, depending on whether the CA replaces human team
members (E14), promotes the isolation of team members
(E1, E2), less interaction (E1), and small talk (E2) takes
place between team members and team communication is

negatively affected by adaptation difficulties (E10). Other
experts are of the opinion that the CA cannot replace tasks
with a lot of social interaction and therefore there would be
no risk through isolation (E4, E6, E9, El15). An anchor
examples come from expert 2: "I don’t think we should
build more technical barriers between people." (E2)

3.2. Category 2: justice, solidarity, and workspace
awareness

The category justice addresses aspects that must be in place
to promote prosperity and justice and to maintain solidarity.
For this reason, the following identifies which threats to
solidarity can occur within a team using a CA. Some experts
believe that the introduction of a CA into a team is not a
threat to solidarity (E2, E7) if the CA only acts as a machine
teammate and control remains with the human team mem-
bers (E6). A sense of belonging to the team would not be
easily destroyed by a CA and whether the team culture
works or not is not dependent on the CA (E15). A CA
could also have a positive effect on the team (E8). However,
threats could occur if team members get along better with
the CA than with their human team members (E9) and if a
team member loses his or her value within a team if the CA
is asked for advice instead of him/her (E3). Moreover, since
the CA has an extroverted personality due to his ability to
answer questions directly, introverts might be increasingly
excluded from the team and a split of the team into intro-
verted and extroverted team members might take place (E6).
An anchor example comes from Expert 3: "You start think-
ing things like: Tm not gonna bother [my team colleague]
for the fifth time in a day, I shouldn’t.” T just ask the bot.’
The person loses their place in the team. They lose their
value." In addition, the focus of the CA is more on effi-
ciency than on social aspects and thus allows less spontan-
eity, brainstorming and collaboration (El). In addition,
creativity is lost when working with the CA and no social
connections characterized by politeness can develop, as the
CA is merely given orders (E1). Threats are also possible if
an information vacuum is created for team members due to
a lack of clarification of responsibility, scope of action and
functionality (E10). To counter threats to solidarity from the
use of CAs, autonomy must remain with team members and
democratization must take place, giving team members a say
and the opportunity to co-design the Ca (E6). In addition,
the CA should only be used for routine decision-making
and not yet for management and leadership problems (E1).
In addition, it is important to create transparency about
support areas, data processing and data protection (E11) as
well as to clarify responsibility and scope for action (E10-
E11) and functionality (E10). The anchor example for this
sub-category comes from expert 6: "Employees simply want
to have more autonomy, to have flexibility. And accordingly,
I can imagine that everything that comes to machine team-
mates, that the team (...) actually wants to have a lot to say
about it, and maybe even to the extent that each team can
design their team member as they want."



3.3. Category 3: non-maleficence and privacy

The category of non-maleficence addresses data protection
and security in the use of CAs in virtual collaboration as
well as the avoidance of violations of personal privacy. The
claim of non-maleficence is to do nothing harmful and to
avoid misuse. According to the experts, data protection and
privacy have a high priority (E2, E13), but the protection in
organizations (E6) and the existing GDPR regulations (E3)
are not sufficient. Besides, regulations cannot be set across
the board for all areas but must be decided on the basis of
the respective use cases (E9, E12).

Abuse of users occurs when their data or systems are
misused (E2, E4), hacked (E2, E8), manipulated (E4),
tracked (E10), or spied on (E15). Further possibilities of
misuse are the violation of privacy (12, 15), identity theft
(E12) and profiling, e.g., regarding the working hours of the
users (E2, E11). Collecting data that has nothing to do with
teamwork and office work but is related to work is also
problematic (E14). The CA can be a source of misuse of
user data if the data are used to manipulate team members
(E7) or to outmanoeuvre other team members using the
data (E4), as well as if it provides verification of user
absence from work during working hours (E11). The anchor
example for this area comes from expert 14: "Well, it
becomes abused the moment it falls outside of what has
been approved or what is acceptable or what is unethical."

Concrete expert’s recommendations for preventing mis-
use through the use of a CA depend on the respective situ-
ation (E1) and the type of organization (E5). However,
existing data protection rules must be taken into account
(E2, E4), respectively, existing rules must be applied and
adapted to the CA (E1). In addition, there must be laws on
the types of data that employers can collect or use (E12). It
must be ensured that data are not misused inside or outside
a company (E11). Data must be encrypted (E2) and pro-
tected (E12) and personal data such as names and addresses
must be automatically masked (E5). There must also be
clarification about who has access to data and who should
have it (E8, E11), as well as transparency and communica-
tion about where data go, how they are collected, processed,
and stored, and what is done with it (E2, E5, E6, E10, E11,
E14). In addition, consideration must be given to whether
the use of the CA poses risks of violating the privacy of
users (E5) and that a company may not transfer certain
knowledge to the CA (E8). An anchor example for this area
comes from expert 6: "But at the same time, we know that
organizations often don’t have the capacity or the knowledge
to ensure real security for their data. And maybe it’s safer to
store all that with Microsoft or with Google. But is that
what the average employee wants?" (E6).

3.4. Category 4: explicability

The category explicability enables the fulfillment of the other
principles through comprehensibility and traceability as well
as transparency and interpretability. One challenge in the con-
text of transparency is that users are numb to information
boxes on data processing and often accept them without
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understanding or questioning them (E4). The information
regarding data processing may also be less transparent and
more difficult to access with a CA than with a textual agent,
where the information is visually available (E5). Besides it has
to be transparency about exactly what data are collected (E14),
how it is encrypted (E4), what purpose it serves (E2, E4, E9,
E14), what it does exactly (E7, E11), when it is deleted (E4),
how secure the tool and data used are (E6) and whether biases
can occur (E6). A company must clearly communicate which
data are used and which are not, as the user of the CA is not
obliged to provide information (E10). Depending on the pur-
pose of the data, the user may or may not consent to the use of
the same data (E14). It is also necessary to make it transparent
to the user that s/he is not talking to a real person but to a CA
(E1, E4-E5, E7, E9). The anchor example for these aspects
come from expert 14: "It has to be transparent to me what
data is collected. And it has to be transparent to me where the
data is going to be used for what reason. Because based on
that second part I may agree or disagree with it for the same
data" (E14).

Regarding the development and use of CAs, the experts
recommend complying with the existing GDPR guidelines
(E4) and using systems that are already certified (E7). In add-
ition, ethical training for the developers of CAs makes sense
(E6). Ethical aspects must already be questioned in the design
of CAs and not be acted upon according to what is best for
the company that wants to use the CA (E6). The principle of
ethics by design must be fulfilled here (E6). It must be trans-
parent why the CA is asking the user certain questions and
making certain recommendations (E5). The explanations
must be designed in such a way that everyone can understand
them immediately (E11). More detailed explanations about
the use of the CA should then be offered, adapted to the
respective target groups (E11). The explanations should be
such that all users are able to make well-founded decisions
with the information provided (Ell). Furthermore, it is
important for the users of CAs to establish a corporate culture
and a basis of trust with the company, as they have to rely on
the information provided by the company regarding transpar-
ency aspects (E15). The anchor example for this sub-category
comes from expert 15: "The transparency that a company can
provide is of course always one that is based on trust, because
it is quite clear that I cannot check whether it is not being
stored and where it is being stored and by whom it is being
processed. And I think it is important to establish a certain
corporate culture on both sides."

3.5. Category 5: accountability/autonomy

In the category, it is considered how the aspect of accountabil-
ity is to be handled in the team and who is considered respon-
sible for the actions of a CA. Furthermore, autonomy in the
cooperation with the CA is addressed as well as a possible
dependence on technology. There is a diffusion of responsibil-
ity as to whether a newly introduced CA equivalent to a new
human team member is as responsible for his/her own actions
as the team member (E10) and who is liable for the CA’s state-
ments (E1-E2). The allocation of responsibility is an
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important question (E5) and difficult decision (E6-E7), which
is still in process and not clarified (E1) and is an ethical issue
(E8). Another expert is of the opinion that the current legal
situation is sufficient for the use of CAs (E10). The question of
who is responsible for the decisions and possible wrong deci-
sions of an agent is not clear (E4), unclear (E2) and not finally
clarified (E11). However, a corresponding clarification and
legal situation is urgently needed (E11). However, a CA must
always remain an assistant and should not be allowed to make
decisions (E3). In the area of human resources, however, a CA
can make more objective decisions than a human being, since
no evaluation takes place according to sympathy (E11). An
anchor example comes from expert 3: "We've got to allow
those conversational agents to be assistive, but not to be the
decision makers. That’s where I draw the line, so the human
makes the decision with the assistance of the conversational
robots."

The experts saw different instances being responsible for
the actions of a CA. The system itself is not seen as responsible
for itself (E10). If no programming errors were committed
(E15), the developers and programmers of a CA are also gen-
erally not seen as responsible (E3, E6). However, if something
is intentionally unethical by design, the blame and responsibil-
ity lie with the programmer (E4). Usually, the producers of a
system are considered responsible according to our interview-
ees (E8, E10, E12), respectively, those who earn the most
money from using the system (E12). In addition, especially
those who have decided to use the system in the company (E2,
E7, E10, E15) and implement the output of the system (E10),
i.e., who are at the top of the company hierarchy (E6), should
be held responsible. As a rule, these are the leaders of compa-
nies (E2, E8), respectively managers (E7), and top managers
(E7). The user himself would not bear any responsibility per
se (E6). This would change, however, if a user does not take
into account crucial information that was available to him/her
through the CA, resulting in severe consequences (E14). In
addition, it would be important to ensure that a user should
not pass on responsibility to the company in the event of
deliberate misconduct or careless handling when interacting
with a CA (E10, E14). Furthermore, if a CA only has a support
function in decision-making, the user bears the responsibility
(E7). The anchor example comes from expert 7: "You always
have to consider who ultimately makes the decision and (...)
to what extent it is supported by the system. As long as people
ultimately make the decision, I think they should also be
responsible. If systems make decisions, then those who made
the decision to use these systems are responsible. So I think
(...) it’s not the one who programs, because he is not respon-
sible that somewhere a system is used the way it is used" (E7).

Further examples for the ethical principles, key themes,
and illustrative passages can be found in Table 2.

4. Discussion

4.1. Ethical guidelines and an agenda for future
research

Our experts raised concerns and made suggestions for each
of the five ethics principles of beneficence, non-maleficence,

autonomy, justice, and explicability when CAs are intro-
duced to virtual collaboration at the workplace. In contrast
to Floridi et al. (2018), with virtual collaboration at the
workplace, we focused on one specific domain with specific
challenges that even increase in importance. We found dif-
ferences and similarities to Richards et al. (2023), which
focused on more general moral issues in the context of
human-agent interaction.

We found one special aspect for CAs being introduced in
virtual collaboration at the workplace for the principle of
beneficence. There was disagreement among experts as to
whether the introduction and use of a CA in a virtual team
context leads to increased isolation of team members. While
some experts suggest that fewer interactions among team
members and less small talk are the triggers for increased
isolation (E1-E2), other experts believe that team members
are not at risk of isolation through the use of CAs (E4, E6,
E9, E15). Research is also not unanimous on this. Some
scholars suggest that especially the virtual nature of collabor-
ation and lack of social partnerships (Niederfranke &
Drewes, 2017) can lead to psychosomatic complaints
(Charalampous et al., 2019) and professional and social iso-
lation (Cascio, 2000; Charalampous et al., 2019). Other
research demonstrated how CA can positively impact
employees’ psychological wellbeing through the interaction
(Aymerich-Franch & Ferrer, 2022). One study found an
effect of CA interaction on a decreased social identity within
a team (Mirbabaie et al., 2021). Experts suggest that espe-
cially the different adaptation of users to a CA can lead to
subgrouping and the exclusion of older or more technology-
shy users (E12-E13). The literature argues that measures
need to be taken to prevent work-related impairments such
as social isolation (Lengen et al, 2021). One approach of
applying this could be that designers are trained in human-
centered design principles (Ozmen Garibay et al., 2023).
According to both the literature and the experts, these meas-
ures would have to be taken by the managing authorities of
the virtual teams (Lengen et al., 2021). There also was dis-
agreement among experts about the relevance of social inter-
action among teammates. While some experts believe that
polite, social interaction, and face-to-face interactions are
important and should not be replaced by the use of a CA
(E1-E2, E7), another expert believes that a restriction on
social interaction should be made if it limits the efficiency
of teamwork (E9). However, there is a consensus in the lit-
erature that maintaining group cohesion and communica-
tion within a team is hugely important for the interpersonal
character and success of a team (Kauffeld et al., 2016;
Konradt & Hertel, 2007). The literature shows that team
members should always have the opportunity to interact
face-to-face and form informal contacts and networks
(Pyoria; 2009) and the future of AI in knowledge work
should focus on collaborative approaches (Sowa et al., 2021).
According to the literature, if such cohesion is not present,
familiarity in the team may be lost (Kauffeld et al., 2016).

According to the experts, trust within a team is very rele-
vant for the psychological security of the team members
(E13). This aspect is supported by findings from the



Table 2. Key themes and illustrative passages from the interviews.
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Ethical principle Themes

lllustrative passages from the interviews

Beneficence Social risks

Prevent social risks

Justice, solidarity, and workspace awareness Threats to solidarity

Information deficits

Workspace awareness

Non-maleficence and privacy Types of abuse

Explicability Burdens

Accountability/autonomy Responsibility

Avoid dependencies

“I can see that that would happen if people work with Al instead of with other
humans. So, if | have another counterpart that | work with all the time, but
that counterpart is replaced by an Al (...)." (E14)

“No, | don't, because where there is technology to be abused, it will be
abused.” (E3)

“So, if performance goals remain team goals, then it's much more likely that
they're also will develop a level of team coherence and identification with the
team versus if your objectives are purely individual, then you stop caring more
about the team. So that is a design choice that organizational designers have
to make.” (E14)

"But we know that the functions, i.e., the functional component of cooperation, is
always strengthened where the personal, the social component is also strong,
and there is of course a clear connection. The more distributed, the more
difficult." (E13)

"So, | don't think we should put up more technical barriers between people." (E2)

"So | think there’s, as with all software and as with all data that we collect,
there’s an infinite range of possibilities for mischief." (E4)

“So, | think transparency and performance evaluation are the biggest fears or
areas of discomfort that people will experience.” (E14)

"When systems make decisions, then those who have made the decision to use
these systems are responsible. So, | don’t think that it is, except in the case of
blatant programming errors or deliberate programming errors, but | think it is
not the one who programs, because he is not responsible for a system being
used somewhere in the way it is used. It's the person who makes the decision
to use it." (E7)

“So explainability in Al will be important to avoid dependency.” (E5)

"I think it's a bit of give and take. So, you take away a bit of autonomy when
it comes to performing a certain task, but then you get additional autonomy
again through another task because you can now make a better decision or
because you now have more information, you have better security, things like
that." (E6)

"And | don’t know if it should be avoided, quite honestly, this dependence of
technology. Or if it's just the next step in what we're doing anyway (...) how
we're just evolving." (E6)

"I think technology, and especially technology that works, always makes us
dependent in a certain way." (E9)

"This complaining about the loss of true and correct and good and canonical
knowledge is as old as humanity itself. So, | think that's pointless. | think we
have to look at what exactly is being lost and then consider: Is that something
that affects our autonomy in a very special way? And then we have to see
whether we can perhaps substitute it in some other way, or possibly find
another solution somehow.” (E15)

literature. A trusting environment for dealing with the CA
must also be created (Hofeditz et al., 2021; Strohmann et al.,
2018). However, experts argue that building trust is signifi-
cantly complicated by the virtual nature of collaboration and
that, in addition, increasing trust in a CA’s abilities could
bring about a reduction in trust in team members’ abilities
as less reliance is placed on the expertise of team members
(E6). The literature also shows that it is not possible to pre-
dict with certainty what impact a CA may have on a team,
as this differs depending on the use of the CA and the exist-
ing team climate (Seeber et al., 2020). From the above
aspects, we derived the following RQs and ethical guide-
lines (EGs):

RQ1: How can the maintenance of social interaction, trust and
well-being within a virtual team using a CA be ensured?

EGI: Virtual team managers must ensure that all team members
have a similar level of knowledge and starting point when
adapting to a CA.

EG2: Ethical problems must be identified at the concrete use
case and ethical guidelines have to be developed application-
specific considering the needs of the users of the CA at the
workplace.

There was a consensus among experts that data protec-
tion and privacy have a high priority (E2, E13). They argue
that it need to be ensured that there are no conflicting inter-
ests between the organizations and individual employees’
interests. When it comes to methods to prevent and mitigate
misuse, experts’ opinions differ on the extent to which regu-
lations already in place are sufficient to prevent misuse of
user data. This results in two different views: some experts
are of the opinion that regulations to protect against data
misuse within companies, respectively, GDPR regulations,
are sufficiently extensive and that no further regulations are
necessary (2, E4-E6, E9-E10). In the literature, compliance
with the principles of data protection (Henderson et al.,
2018; Kaul, 2021) and privacy (Kaul, 2021; Rothenberger
et al, 2019) is considered as an essential challenge that is
ethically relevant (Ozmen Garibay et al, 2023; Stephanidis
et al,, 2019). Other experts believe that this is not sufficient
and that existing policies and guidelines need to be
expanded, adapted and detailed to the use of a CA (EI, E3).
In the literature, Floridi et al. (2018) recommend that an
assessment of existing regulations needs to take place to see
if their ethical principles are sufficient to create a legal
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framework that makes sense for the technology being used.
Expert 6 raises the point that while principles exist, it will
take vyears to apply them meaningfully in practice.
According to the experts, an adaptation of these guidelines
is necessary, as the recording of the voice of the user of a
CA collects biometric, sensitive data (E15), which cannot be
easily anonymized and these aspects are not sufficiently
taken into account by current recommendations and regula-
tions. According to the experts, it should be taken into
account above all that users have a right to have their data
forgotten (E7, E15). It has also been shown in the literature
that protecting privacy when dealing with Al systems is a
challenge that needs to be countered with application-
specific analyses (Rothenberger et al., 2019). Since no clear
direction on how to deal with abuse by a CA in a team con-
text can be drawn from the findings in the literature and
the interviews with the experts, we formulated the following
RQ and ethical guidelines for using CAs at the workplace:

RQ2: What adjustments to existing privacy policies need to be
made to counteract data misuse through the use of a CA in
virtual teamwork?

EG3: Organizational CAs must not store user data and personal
information that is not directly related to virtual team and office
work or essential for the performance of work tasks.

EG4: It must be clear to users at all times which of their data is
collected by the CA, when, by whom, how and for what
purpose.

The issue of autonomy is defined as an important ethical
principle in the context of AI and CAs in the literature (Al
HLEG, 2019), but it can also pose ethical challenges
(Rothenberger et al., 2019). In this context, our experts also
address how autonomous a team can remain when a CA is
introduced. The experts’ responses can be interpreted to
mean that the autonomy of the team depends on which task
area the CA takes on. If the CA controls conversations,
interactions and discussion, the team is more likely to lose
autonomy to the CA (cf, E6). Assisting tasks, in contrast,
are perceived as less detrimental to autonomy if the final
decision remains with the user (15). There is thus agreement
among the experts and in the literature that the final control
over the user-CA interaction must remain with the user in
order to avoid a restriction of autonomy. Four of the experts
agree that CA work can involve a dependency on technology
(E2, E9, El1, E12). However, there is a disagreement on
whether such dependency has negative effects and should be
avoided. While two experts argue, on the one hand, a
dependency on CA can lead to a loss of users’ skills and a
loss of learning to solve problems (E3, E10), on the other
hand, it is discussed that users can gain capacities for other
tasks (E6, E9) and that this can lead to other forms of inde-
pendence and new possibilities for action (E9). This is sup-
ported by a recent study that found that virtual
collaboration with CAs like ChatGPT generally has a posi-
tive impact on productivity and complements rather than
replaces workers’ skills (Noy & Zhang, 2023). The study also
found that virtual collaboration with the CA could decrease
inequality between employees by benefiting the productivity
of employees with lower abilities. Therefore, it seems that

deploying CAs in virtual collaboration at the workplace can
mitigate ethical issues such as inequality while it, at the
same time, can positively impact productivity of employees.

In our study, there was disagreement on possible avoi-
dances of dependence on CA. According to Hendrickx et al.
(2021), users must always have control and transparency
over their own data. One expert also argues that control and
autonomy must be given back to users through the nature
of CA design (E6) and that decisions must be made at most
with the support of a CA, but not by the CA. Sankaran
et al. (2020) further emphasize the need to consider human
autonomy as an important component of the user experi-
ence. They also suggested that increasing independence of
CAs may lead to a perceived threat to users’ human auton-
omy and that there is a need to explore how much control
and independence may be handed over to CAs. It is also
important to distinguish between autonomy that is given to
the CA by design and by the user. Previous research raised
concerns that users might voluntarily give up their auton-
omy to a CA and allow it to respond on the user’s behalf
(Richards et al., 2023). They suggested to ensure that a CA
should never transform from a consultant to a decision
maker. In our study, the experts also identify this as an area
where further consideration is needed. They argue that it is
necessary to look at which user capabilities are limited by
the increasing independence of the CA and then weigh up
whether these aspects limit the autonomy of the team in a
particular way (cf., E15). We propose the following RQ and
guidelines to better address these aspects:

RQ3: In which areas of virtual team collaboration is it necessary
to limit the independence of the CA from the team in order not
to endanger the autonomy of the team and the individual team
members?

EG5: The highest level of control and autonomy must not be
held by the CA, but by the user or the team.

EG6: It always need to be ensured that the final decision is
made by a human team member and not by a CA.

There is disagreement among the experts as to whether a
CA should be given decision-making power. In addition,
there is disagreement about which authority bears responsi-
bility for decisions, actions, and consequences made under
the influence or with the help of a CA. The literature also
highlights responsibility, accountability, and responsibility as
relevant ethical principles (AI HLEG, 2019; Jobin et al,
2019; Kaul, 2021; Mateescu & Nguyen, 2019; Shahriari &
Shahriari, 2017). However, uncertainties and inconsistencies
currently exist regarding the interpretation and prioritization
of these principles (Jobin et al., 2019). Rothenberger et al.
(2019) identify the question of who is responsible for the
actions and consequences of an Al system as not yet finally
clarified. They name the manufacturers of the respective
technologies, the developers or programmers, or the users as
possible responsible entities. The experts take a different
view: The experts agree that users and programmers are not
responsible for the actions and consequences of the CA as
long as they have not deliberately misbehaved and disre-
garded information or committed programming errors
respectively (E3, E6, E10, E14, E15). Moreover, they agree



that the CA is not responsible for its own actions. However,
some experts also see the producers of CAs as responsible
(E8, E10, E12). The majority of experts, however, see the
companies or managers who have decided to use the CA
and benefit from its output as responsible (E2, E7-E8, E10,
E12). However, a clear answer cannot be determined.
However, Rothenberger et al. (2019) emphasize that the
existence of a person responsible for the actions and conse-
quences of an Al system is necessary. Floridi et al. (2018)
also emphasize the risk of not having a human being
declared responsible for the outcomes of an Al. Zou and
Schiebinger (2018) further emphasize that there must be a
responsible person who cannot escape accountability. Based
on these aspects, the following RQ and ethical guidelines
arise:

RQ4: Which entity can be held accountable for the actions,
decisions and consequences that result from a CA or with the
help of a CA in virtual team collaboration?

EG7: The organization which deploys a CA in virtual
collaboration should always ensure that there is a visible
administrator or product owner that is accountable for the CAs
outputs and functions.

EG8: It need to be ensured that there is at least one
programmer and designer of a CA which cannot escape
accountability to secure that errors causing ethical challenges
can be fixed quickly.

In the following, we will discuss which aspects of virtual
teamwork with a CA can endanger solidarity in the team
and what influence trust within a team has on the team
members. While some experts see no threat to solidarity
through the use of a CA in the context of virtual teamwork
(E2, E7), Luengo-Oroz (2019) argues that the ethical prin-
ciple of solidarity receives little attention in existing ethical
AI guidelines and often goes unmentioned. Solidarity and
justice or fairness are mentioned as ethical principles in the
literature (AI HLEG, 2019; Jobin et al., 2019; Kaul, 2021),
but only in a small percentage of articles (cf., Luengo-Oroz,
2019). While experts consider that CAs at most foster a
toxic team climate but do not trigger it (4), the literature
argues that aspects harmful to solidarity, such as prejudice
and bias, also occur in conversational interfaces. This neces-
sitates an assessment of possible threats. According to
Luengo-Oroz (2019), potential risks and harms of AI need
to be assessed before new technologies are deployed. There
is also disagreement among experts as to whether trust can
be built in virtual teams to the same extent as in analogue
teams. While some experts see no challenges in this (El,
E12), others argue that implicit information and physical
presence of team members are necessary for building trust
in the team (E2, E4, E8-E11). There is a need to identify
how best to address the problem of trust building in virtual
teams (cf., Hossain & Wigand, 2006) as trust is one highly
important component in successful human-agent interaction
(Hofeditz, Nissen, et al., 2022). However, no proposals are
mentioned to combat specific threats to solidarity. For this
reason, we propose the following RQ and guidelines:

RQ5: How can the building of trust within virtual teams using a
CA be strengthened?
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EG9: Virtual team leaders need to regularly check if there are
threats to solidarity within their team due to the use of a CA.

EG10: The CA should regularly suggest in-person meetings of
the team members to strengthen trust among the team
members.

In the following, the results from the expert interviews
and findings from the literature are discussed in order to
identify which specific types of understandability, interpret-
ability, and comprehensibility must be given in order to ful-
fill the principle of explicability. Transparency is considered
particularly ethically relevant in the literature and represents
one of the main requirements for trusting systems (Al
HLEG, 2019; Kaul, 2021; Rothenberger et al., 2019; Ruane
et al,, 2019; Saglam & Nurse, 2020). Accordingly, creating a
trusting and transparent environment for users of CAs is
a high priority (Strohmann et al., 2018). This relevance of a
basis of trust between companies and users of CAs is sup-
ported by the experts, as users need to rely on the com-
pany’s statements regarding transparency aspects (E15). On
the one hand, previous literature argues that those individu-
als or entities in companies responsible for data processing
should be open and honest about how they process users’
personal data (Saglam & Nurse, 2020). Frick et al. (2019),
on the other hand, argue that the technology itself must be
designed to be transparent about what personal data are
processed, when how and where. The experts expand on
these aspects by adding that it must also be made clear who
has access to user data (E8, E11), how specific what purpose
it serves (E2, E4, E9, E14), how it is encrypted (E4) and
when it is deleted (E4), and what data are explicitly not col-
lected (E10). The experts see the companies as the respon-
sible authority for providing information about these
aspects. According to Rheu et al. (2021), this process should
already start with the designers of the CAs that need to con-
sider the ethical consequences of each design element and
take responsibility. The users of the CAs or the members of
the virtual teams respectively are not themselves obliged to
provide information (E10). The aspects on necessary charac-
teristics of transparency were also elaborated by Saglam and
Nurse (2020) and Frick et al. (2019) and can be summarized
and extended by the experts’ statements to the following RQ
and guidelines:

RQ6: How can the processing of personal data of team
members be explained to the users in order to increase
transparency?

EG11: Companies must always make transparent, in a way that
is appropriate for the team members, which data is collected
when, by whom and for what purpose, and how CA decisions
are reached.

EGI12: Individuals in organizations which are responsible for
data processing and data protection need to be trained in
understanding which data is collected via the CA.

In their study, Rothenberger et al. (2019) elaborated on
the need for informedness in certain situations about users
interacting with an Al instead of a real human. This aspect
is also elaborated by several experts. They emphasize the
need for users of CAs to always be aware and made trans-
parent that they are interacting with a technology and not a
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human (E1, E4-E5, E7, E9) and that identification and clari-
fication are necessary in this area (E1). However, unlike
Rothenberger et al. (2019), the experts emphasize that
informedness in this regard is not only required in certain
situations, but should always be present.

According to the literature on virtual collaboration,
explainability within the work of virtual teams is more diffi-
cult to implement than in face-to-face teams due to spatial,
temporal, and organizational boundaries (Kauffeld et al.,
2016). However, there is disagreement among experts
regarding this view. While some experts are of the opinion
that the virtual nature of collaboration makes it more diffi-
cult to perceive subtexts and implicit information of team
members (E2, E4, E13), others argue that given information
is permanently available (E7). In questions of explainability,
this information could then be consulted again. The experts
continue to raise the issue that users have become numb to
existing ways of being informed about data processing, such
as information boxes, and accept them without engaging
with them (E4). This challenge is also addressed by
Hendrickx et al. (2021), who find that current consent forms
are not sufficient to address users’ privacy concerns, as users
have no possibility to influence them afterwards. The experts
are also of the opinion that a one-time consent to data proc-
essing is not sufficient and that there should be regular
updates, information and reminders about what exactly is
collected by the CA (E3, E6). In this regard, they raise the
question of how often relevant aspects should be explained
and made transparent, and in what way they should be
brought to the attention of users (E4). These aspects lead to
the following RQ and ethical guidelines:

RQ7: How regularly and by what means should users of CAs in
virtual collaboration be informed about the use of their data in
order to ensure comprehensive informedness?

EG13: Users must be always given transparency that they are
interacting with a CA instead of a human interaction partner.

EG14: There need to be an informed consent at multiple times
clarifying the use of employees’ data through the interaction
with the CA in virtual collaboration.

4.2. Implications

The first RQ addresses the ethical challenges workers face
when using CAs for digital collaboration in the workplace.
In the context of this article, a variety of challenges were
identified from the literature and contextualized with results
from the expert interviews. There was a consensus in the lit-
erature and among the experts regarding key ethical chal-
lenges. Therefore, the first RQ can be answered in the sense
that employees are confronted with challenges of adaptation
to the technology when using CAs in the work context, as
well as comprehensive and transparent information about
data used and data protection, and questions of the distribu-
tion of control and decision-making between user, team,
and CA. Other challenges may include limitations on soli-
darity as well as user wellbeing and trust building. To
answer the second RQ, which addresses how ethical

challenges can be addressed by companies and virtual team
leaders, 14 ethical guidelines for team leaders and companies
were identified based on the expert interviews and literature.
The guidelines, based on the five ethical principles of Floridi
et al. (2018) for an ethical use of Al, form practice-related
implications for the ethical use of CAs in team
collaboration.

The guidelines G1, G2, G5, and G6 are directly addressed
to the leaders of virtual teams, since a deeper knowledge of
the respective team members is necessary for the implemen-
tation of these guidelines, respectively, the team leaders
must have a certain closeness and possibility to control the
team. G3, G4, G7, and G8 are practical guidelines for the
use of CAs in a business context. They are addressed to
companies, as the implementation of the respective guide-
lines is within the authority of the respective company regu-
lations. As the guidelines are ultimately aimed at preventing
ethical problems within teamwork, this concerns the users
of CAs to a large extent. In this context, the results can be
relevant for workers in the gig economy and remote work-
ers, too, if CAs are used to support the mostly virtual work
here. The guidelines can also be relevant for developers of
CAs if the guidelines presented are already taken into
account during development. The guidelines should be
implemented by companies and team leaders, in order to
ensure an ethical use of CAs in the team and to prevent eth-
ical problems, for example, to improve the performance and
productivity of the team (cf, Frick et al., 2019) and to
reduce the cognitive burden on team members (cf., Brachten
et al., 2020). Where no consensus could be found in the dis-
cussion of literature and the experts’ statements, questions
were raised or open questions from the research could not
be answered, RQs were set up. Seven RQs emerge that
address relevant open questions regarding the use of CAs in
a team context, oriented toward the five ethical principles of
Floridi et al. (2018). These are aimed at researchers who
wish to deepen research into the use of CAs in the virtual
workplace and answer open RQs. Further research is a
necessity in that not all ethical challenges that may arise in
the use of CAs in the virtual team have been comprehen-
sively addressed. The increasing relevance of the topic calls
for further research to promote the ethical use of CAs in the
team. The RQs developed add value to further research in
that they highlight unresolved ethical issues that are consid-
ered particularly important and worthy of clarification by
both the literature and renowned experts.

4.3. Limitations and future research

This research comes with some limitations that provide
opportunities for future research. The perspective of add-
itional experts would be necessary to validate the developed
guidelines. We mainly focused on a European perspective to
ensure a similar normative ethical and work cultural back-
ground (de Melo & Terada, 2019). Although we suggest that
future research should address our research agenda to derive
more knowledge on this topic, another cultural background
may require different guidelines and future RQ. In this
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Areas/ethical principles Possible research questions

Research directions

Beneficence RQ1: How can the maintenance of social

interaction, trust, and well-being within a virtual

team using a CA be ensured?

Non-maleficence and privacy

Accountability/autonomy

members?

RQ4: Which entity can be held accountable for the
actions, decisions, and consequences resulting
from a CA or with the help of a CA in virtual

team collaboration?

Explicability
teams using a CA be strengthened?

RQ6: How can the processing of personal data of
team members be explained to users to

increase transparency?

Justice, solidarity,
and workspace awareness
about the use of their data to ensure

comprehensive awareness?

RQ2: What adjustments to existing privacy policies
need to be made to counteract data misuse
through the use of a CA in virtual teamwork?

RQ3: In which areas of virtual team collaboration is
it necessary to limit the independence of the
CA from the team to avoid endangering the
autonomy of the team and individual team

RQ5: How can the building of trust within virtual

RQ7: How regularly and by what means should
users of CAs in virtual collaboration be informed

Investigating the impact of different communication
modalities (text-based, voice-based, avatar-based) facilitated
by CAs on social interaction within virtual teams.
Designing interventions or guidelines to promote trust-
building activities and foster team cohesion in CA-mediated
virtual teamwork.

Exploring the influence of team diversity (cultural, linguistic,
etc.) on social interaction and well-being in virtual teams
utilizing CAs

Examining the legal and ethical implications of data privacy in
the context of CAs used in virtual teamwork.

Designing robust security measures and encryption
techniques to safeguard personal data transmitted and
stored during virtual team collaboration.

Investigating the impact of privacy policy transparency and
user control mechanisms on users’ trust and willingness to
share data with CAs.

Investigating the optimal balance between autonomous
decision-making by CAs and team decision-making in
different stages of virtual team collaboration.

Designing adaptive CA interfaces that allow team members
to customize and influence the decision-making processes
of CAs.

Exploring the impact of CA transparency and explainability on
team members’ acceptance and trust in CA-generated
decisions.

Examining the legal frameworks and liability regulations
surrounding CA usage in virtual team collaboration.
Investigating the roles and responsibilities of stakeholders
(organizations, developers, team members) in assuming
accountability for CA actions and decisions.

Designing governance models and contractual agreements to
allocate responsibility and mitigate potential risks in CA-
mediated virtual teamwork.

Investigating the impact of transparency, explainability, and
accountability mechanisms in CAs on trust formation within
virtual teams.

Designing interventions and training programs to enhance
team members’ trust in CAs and foster positive perceptions
of their reliability and competence.

Exploring the influence of team communication strategies and
team-building activities on trust development in CA-
mediated virtual teamwork.

Developing clear and user-friendly interfaces that provide
detailed information about the data processing practices of
CAs in virtual team collaboration.

Investigating the effectiveness of different communication
methods (visualizations, notifications, privacy dashboards)
in conveying data processing information to users.

Designing educational materials and privacy literacy programs
to enhance users’ understanding and awareness of data
privacy in CA-mediated virtual teamwork.

Investigating the optimal frequency and timing of data usage
notifications and updates to keep virtual team members
informed and aware.

Designing user-centered communication channels (email, in-
app notifications, interactive interfaces) that effectively
convey data usage information to users.

Exploring the impact of personalized and customizable data
usage notifications on users’ comprehension and trust in
CA-mediated virtual teamwork.

context, the experience of practitioners could also bring
added value. As researchers tend to be more familiar with
the implications of guidelines, only the knowledge of
researchers was included in the present work. However, val-
idation of the guidelines by developers or employees work-
ing in virtual collaboration with and without CAs could be
an added benefit. Another limitation is that, overall, there
were fewer ethicists among the experts than researchers
from the fields of collaboration and computer science. This

was due to the fact that ethicists were less willing to partici-
pate in an interview than researchers from the other fields.
One of the reasons given for this was that they felt not
familiar with the technical factettes of this topic. This dem-
onstrates the problem that some researchers do not work
enough in an interdisciplinary and cross-disciplinary way.
However, an interdisciplinary perspective is highly valuable
for addressing ethical issues that affect such intertwined
research areas as virtual collaboration with CAs at the
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workplace. Future research could seek further views from
experts in the field to validate and, if necessary, extend the
present findings.

We summarized our key suggestions for future research
in Table 3.

5. Conclusions

In summary, this article contributes to research by providing
guidelines for the use of CAs in virtual collaboration and an
agenda for future research. The ever-growing number of vir-
tual teams in the work context (Morrison-Smith & Ruiz,
2020) and the increasing capabilities of Al-based CAs
(Schwartz et al., 2016) highlight the relevance of this. The
research agenda identified contributes to future research by
providing a concrete framework for in-depth research of
existing and relevant ethical challenges in the use of CAs in
teams. Guided by the five ethical principles of beneficence,
non-maleficence, autonomy, justice, and explicability by
Floridi et al. (2018), which were specified for the context of
virtual collaboration at the workplace, 14 ethical guidelines
for entrepreneurs and team leaders and a research agenda of
seven open questions for further research were elaborated.
Through the guidelines, the five principles are specified for
the use of CAs in virtual team collaboration. The RQs also
allow for more in-depth research that is guided by the five
principles but specifically addresses unresolved challenges in
the use of CAs in teams.
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Appendix

(A) Interview guideline
Introductory questions
1. Introduction of the expert

o Please briefly introduce yourself and your current job.
2. Where have you already encountered conversational agents of
team collaboration in your work/everyday life?
e For which task areas has it been used?
Pre-conditions and use

3. What are the (ethical) prerequisites for the use of conversational
agents in the digital workplace?

o What factors support/inhibit the use of virtual assistants?
o What are the advantages/disadvantages of their use?

4. What are the most reasonable areas to use conversational agents
as teammates?

o Are there areas where they should not be used?
o If so, why should they not be used in these areas?
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5. What tasks should not be handed over to a conversational agent?
Beneficence and affective conflicts
6. What new pressures might the introduction of conversational
agents place on team members?
7. What social risks (for example, isolation, lack of familiarity)
could arise within the team from the use of a conversational
agent?

e How could they be counteracted? (In the case of spatial distance:
e.g., increased isolation, lack of familiarity, building of a sense of
“we”, formation of subgroups)

8. How can these pressures and risks be prevented?

Justice, solidarity, and workspace awareness
9. What threats to team solidarity can arise from the use of conver-
sational agents?

e How can these be avoided?

10. Which information deficits arise from the fact that team mem-
bers do not physically work together?

e How can the deficits be compensated?

11. How do team members without direct physical/virtual/verbal
contact gather information about virtual teammates and their
virtual workspace?

12. In the context of which virtual collaboration activities is know-
ledge about team members and the workspace particularly
relevant?

Non-maleficence and privacy
13. What is the value of the employee’s right to privacy and data
protection when using a conversational agent that continuously
collects and analyses data?
14. What types of abuse can occur when using the technology?

e How can these be avoided or how can they be counteracted?

Explicability
15. What types of transparency are required on the part of the
employer?

Accountability/autonomy
16. What role does accountability play in the use of conversational
agents?

e Who holds the responsibility in case of wrong decisions?

17. How can worker autonomy be maintained?

e How can dependence on technology be avoided? (unlearning to
solve problems themselves, forgetting the solution path)

Closing remarks
18. What other aspects can you think of that are or could become
important for the use of conversational agents in digital collab-
oration now or in the future?

o Are there any questions or aspects that you expected but that I
did not ask? Would you like to address them?
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