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Abstract. With the prolific growth in usage of mobile devices by children and unique 
challenges in developing parental control systems for mobile devices, parents are 
looking for effective ways to control access to inappropriate contents by their 
children. Hence, this study investigates the existing models for parental control 
systems on mobile devices and assess their effectiveness. A model-building method 
will then be used to propose an effective model for parental control systems on 
mobile devices. This study will contribute by developing an effective model for 
parental control systems on mobile devices that integrates essential features 
derived from the established requirements of a parental control system to make 
parental control systems more convenient to users, i.e. both parents and children. A 
prototype will be developed to demonstrate a method of developing an effective 
model for parental control system on mobile devices.  

1 Research problem 
The existing parental control systems are weak to meet the expectations of 
most parents such as failures to filter harmful contents that was observed on 
Cyber Patrol, Cyber Sitter, Cyber Snoop, Net Nanny, and Surf Watch systems 
(Clayton, 2005; Keller & Verhulst, 2000). Parents want more transparency in 
their children's use of mobile devices (Yardi & Bruckman, 2011).  

The main concern of parents is to strike a difficult balance between 
allowing their children to access information and communicate with their 
friends, while keeping them safe online (BAE Systems, 2012). Moreover, 
parents want more convenience on monitoring their children's internet 
activities so that they can monitor their children's internet activities while they 
are anywhere (Noor, Noor, Syed, & Zakaria, 2012).  

The issue of effectiveness of parental control systems is an important 
component from a technical and fit for purpose point of view (Mielech, 2012). 
Researches on parental control systems show that existing parental control 
systems are not effective and have less user adoption rates (Hart Research 
Associates, 2011; Jigsaw Research, 2012; La Polla, Martinelli, & Sgandurra, 
2013; Mielech, 2012). 
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2 Proposed research methods 
The proposed approach for this study is referred as sequential exploratory 
strategy (Creswell, 2009), which is a mixed methods approach that involves a 
first phase of qualitative data collection and analysis through the literature 
survey, followed by a second phase of quantitative data collection and analysis 
through model-building study, in which effectiveness of existing parental 
control systems will be measured and an effective model for parental control 
systems on mobile devices will be developed. 

Methods to deploy parental control systems on mobile devices will be 
extracted from the existing literature. A model-building study will be used to 
assess the effectiveness of existing methods and propose an effective method 
to deploy mobile services for parental control systems on mobile devices. 
Lastly a prototype will be used to develop a parental control system that uses 
the improved effective model for parental control systems on mobile devices. 
The prototype will be used with parents/children to validate is effectiveness 
and thus evaluate the research work. 

3 Expected contributions 
The main contribution from this study will be an effective model for parental 
control systems on mobile devices that integrates essential features of a 
parental control system. This will make parental control systems on mobile 
devices more convenient to users, i.e. both parents and children. 

4 Statement of work to date and open issues 
The work that have been done already includes the preliminary literature 
survey that justify the  research problem and establishing the research methods 
to carry out the research. 

4.1 Findings from preliminary literature survey 
The preliminary literature survey indicated that existing parental controls 
features monitoring, filtering, alerting, and reporting of access to information 
and resources on mobile devices. Additional aspects of existing parental 
control systems are location-aware and context-aware. These features are 
summarised below. 
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Table 1. Preliminary analysis of features of existing parental control models 

From the analysis done on the literature it was found that the existing 
models of parental control systems on mobile devices does not integrate all 
these features. 

4.2 Open questions/issues 
From the preliminary literature survey, several questions/issues remained to be 
answered. The list of open issues includes:- 

• What are the requirements of effective model for parental control 
systems on mobile device?  

• How do we measure the effectiveness of a parental control system on 
mobile devices? 

These open issues are expected to be resolved through the research methods 
proposed above. 
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