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Abstract

The statistical characterization of measurements arising from Internet traffic
requires specific analysis and estimation techniques since the underlying
traffic characteristics are often distributed with heavy tails. Here we provide
a survey of fast and simple methods to detect the heaviness of tails and
dependence in traffic data. We consider the dependence of both univariate
and bivariate data. Important practical problems regarding the dependence
between the transmission rate and file size or the time of transmission are dis-
cussed as well. Finally, the recommended tools are illustrated by applications
to real Web, TCP and video data.

Keywords: Traffic characterization, heavy tails, data dependence, extremal
index, Pickands’ function.
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DF distribution function

EVI extreme value index

HTML hypertext markup language

iid. independent, identically distributed
LRD long range dependence

PDF probability density function

r.v. random variable

TCP transmission control protocol

2.1 Introduction

Currently, traffic measurements of high-speed packet-switched networks that
are taken with high resolution at different time scales constitute an important
topic of data mining and teletraffic engineering in the Internet. Associ-
ated issues such as the statistical data analysis of the measurements at the
session and flow levels, the on-line estimation of the underlying random
characteristics of the developed Web and Internet traffic models and network
management actions based on on-line traffic analysis are studied intensively,
too. In this regard it is necessary to analyze the traffic characteristics of the
gathered data in a rigorous mathematical manner and to cope very carefully
with the related tasks of model selection, estimation and assessment.

Considering the transported traffic in IP networks, besides the dominant
peer-to-peer traffic a large portion of the flows are currently still generated by
classical client-server applications of the Web (cf. [7, 15, 16]). From the stat-
istical perspective, many observed Web traffic characteristics are determined
by independent random variables and often distributed with heavy-tails (see
[4, 14, 24]).

Examples of independent univariate data are given by file sizes and ses-
sion volumes transmitted to an individual customer. Inter-arrival times of
packets in aggregated traffic may be dependent. The pairs (file size, dura-
tion of its transmission) generated by an individual client-server relationship
are independent, but components of these pairs are evidently dependent.
Generally, the dependence is not always obvious and requires testing.

Considering the data analysis, the specific features of heavy-tailed distri-
butions are the following:

(1) the tail of the distribution tends to zero at infinity slower than an
exponential tail;
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(2) the possible non-existence of all or some higher moments;
(3) sparse data at the tail domain of the distribution.

Examples of heavy-tailed distributions are provided by Pareto, Lognormal,
and Cauchy distributions as well as Weibull distributions with shape para-
meter less than 1. They require specific statistical methods for the rigorous
investigation of the data (see [18]).

The reconstruction of such heavy-tailed distributions is a difficult issue.
The histogram, for instance, provides a good estimate of the controlling prob-
ability density function (PDF). In the case of distributions with heavy tails,
however, it shows a misleading estimate in the tail domain or over-smoothes
the main part of the PDF. The same is true for kernel estimators (cf. [28]). To
improve the estimation of a heavy-tailed PDF at the tail, a preliminary trans-
formation of the data from a Pareto to a triangular distribution has been used
in [18]. Kernel estimates with variable bandwidth kernels provide another
way to reconstruct such PDFs (cf. [28]).

In practice important traffic characteristics like transfer delays often re-
quire the analysis of quantiles of the corresponding distribution. Usually,
quantiles can be estimated by means of an empirical distribution function
(DF). However, high quantiles like 99%, 99.9%, cannot be calculated in such
a way since the empirical DF is equal to one outside the range of the empirical
sample. In [21] a new estimate for high quantiles has been proposed and its
asymptotic normality was proved in [17].

These examples show that it is important to recognize the heavy tails in
the traffic characteristics before their further analysis. To resolve it, formal
nonparametric tests (cf. [12, 25]) or rough statistical methods for heavy-tailed
features can be applied (cf. [6, 18]).

Considering the analysis of heavy-tailed data, the extremes, e.g., large file
sizes, long durations of transmission etc., influence significantly on the rate of
transmission (see [10, 20]). In this situation the asymptotic distribution (as the
sample size tends to infinity) of the maximum of the sample called extreme
value distribution is used as a model of the DFs determining the extremes of
traffic characteristics (see [18]). Such models include a parameter called tail
index. The tail index @ € R (or the extreme value index (EVI) y = 1/a)
shows the shape of the tail.

In this context, one has to test the dependence in the underlying univariate
data since statistical methods usually require independence and stationarity of
the distribution. Often, it is also interesting to know the dependence between
pairs of traffic characteristics.
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For this purpose we present in this paper several procedures that may help
us to detect heavy tails and to analyze the dependence structure of a gathered
sample with Internet data.

The material is organized as follows. In Section 2.2 we sketch simple
inspection techniques for heavy-tailed traffic characteristics. We discuss stat-
istical procedures to test the dependence in univariate data in Section 2.3
and to determine the dependence in bivariate data in Section 2.4. Finally, we
present some conclusions.

2.2 Testing the Heaviness of Tails

2.2.1 Definitions

The formal definitions of heavy-tailed distributions, their subclasses and the-
oretical properties can be found in [1, 6, 18]. Here we only define the most
important and widest class of regularly varying heavy-tailed distributions and
formulate its important property.

Definition 1. The class R, of distributions with regularly varying tails and
the tail index @« = 1/y, y > 0, is defined by

Ny = {FR>[0,1]1]1—-Fx) =x%%x),0<x,0<aeR}

where £(x) is a slowly varying function that satisfies the condition
lim,_, o £(tx)/l(x) = 1 forallt > 0.

Definition 2. In the case « = 0 N, determines a subclass of distributions
called super heavy-tailed. These distributions have no finite moments of any
order.

The theoretical property of distributions with regularly varying tails that is
important for practice concerns the finiteness of moments. More exactly, the
pth moment of the random variable (r.v.) X; exists, i.e., E|X|” < oo holds,
if the tail index « satisfies 0 < p < « and the distribution belongs to class
N (cf. [6, p. 330)).

The detection of heavy tails and super heavy tails may be provided by
formal tests, see [12] and [25], respectively.
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2.2.2 Rough Preliminary Methods

There are some simple statistical procedures that allow us to detect heavy
tails. These include the ratio of the maximum to the sum, the plot of the
empirical mean excess function, the QQ-plot and the tail index estimation.

Let X,,..., X, be iid. r.vss. The statistic (cf. [6, p. 308]) R,(p) =
M,(p)/S.(p), n = 1, p > 0, where S,(p) = X" + -+ + |X,|?,
M,(p) = max (|X1]7,...,]|X,|?), n > 1 indicates the amount of finite
moments. More exactly, if R,(p) is small for large n, then E|X|? < oo,
otherwise it suggests that the pth moment is infinite, i.e. E|X|” = oo. This
suggestion is based on the theoretical property

R,(p) =0 o E|X|P < oo.

It is the idea of a QQ-plot (“quantiles against quantiles”-plot) to draw the
dependence {(Xx), F~((n—k+1)/(n+1))) : k = 1,...,n}, where
X1 > ... = X, are the order statistics of the sample, and F* is an
inverse function of the DF F. Usually, the QQ-plot is built as a dependence
of exponential quantiles against the order statistics of the underlying sample.
Generally, one can select any distribution instead of an exponential one. The
QQ-plot looks close to linear if the model of the distribution F is selected
properly.

The mean excess function e(#) = E(X —u|X > u),0 <u < Xp < 00,
where Xp = sup{x € R : F(x) < 1} is the finite right endpoint of the
distribution, can be tested in practice by its empirical analogue

en) =Y (X —w{X; > u}/ > 1X; > u}.

i=1 i=1

Here 1{A} denotes the indicator of an event A. The plot of the mean excess
function tends to infinity for heavy-tailed distributions (e.g., for a Pareto
distribution it is linear), decreases to zero for light-tailed distributions and
remains constant for an exponential distribution.

The tail index or its inversion EVI is the most important characteristic of
a heavy-tailed distribution. There are numerous procedures to estimate it. The
most popular estimators are given by the Hill’s estimator [11]

k
s 1
yH(n, k) = % > "log X (u—i+1) — log X,

i=1
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which is used to estimate the positive EVI y of a heavy-tailed r.v. X, and the
moment estimator [1]

PM(n, k) = PP, k) +1-05 (1 — P, 0)*/S,0) 2.1

where S, = (1/k) Y4_,(1og X(u_is1) — 102 X(u_t)? M (n, k) is also
valid for real valued EVIs, although it has a larger asymptotic variance than
7H(n, k). For both estimators the parameter k indicates the largest order
statistics X(,—x) < ... < X, of the underlying sample X, ..., X, of size n.

Here we present a rather new estimator proposed in [5] that is only valid
for positive EVIs. In [18] it has been called the group estimator. Its advantage
is determined by the recursive property that gives rise to use it for on-line

calculations. According to this estimator the sample of i.i.d. r.v.s. Xy,..., X,
is divided into / groups Vi, ..., V,, each group containing m r.v.s., i.e. n =
[-m.Let

MY = max{X; : X, € Vi)

and let M,(iz) denote the second largest element in the same group V;. Then
the statistic

!
vi=1/z1—1, z=(1/1) ZMl(iz)/Ml(il)

i=1

is suggested as an estimate of y .

All estimators of the tail index are very sensitive to the choice of the
smoothing parameters. The latter are determined by k in the cases of the
Hill’s and moment estimators and the amount of observations m in each
group in case of the group estimator. The use of plots where the estimator is
represented against a smoothing parameter is the easiest way to select these
parameters. One can plot {(m, z,,), mg < m < My}, mg > 2, My < n/2 or
draw a Hill plot {(k, " (n,k)), 1 <k < n — 1} and then choose the estimate
of z,, or p(n, k) from an interval in which these functions demonstrate
stability.

2.2.3 Application to Web Data

In this subsection we present an example of the application of EVI estimators
to Web data. This data have been gathered in the Ethernet segment of the
Department of Computer Science at the University of Wiirzburg and have
been analyzed in [14, 18, 21]. The data comprise superimposed traffic flows
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Table 2.1 Estimation of the extreme value
index for Web traffic characteristics.

Estimate s.s.s. d.s.s. s Lr.t.

PH@m. k) 092 07 092 065
v 084 07 08 05
Mm k) 08 07 092 06

of client-server sessions monitored at the client site and contain basic char-
acteristics of sub-sessions, i.e., the size of a sub-session (s.s.s) in bytes and
its duration (d.s.s.) in seconds, as well as the characteristics of the transferred
Web pages, i.e., the size of the response (s.r.) in bytes and the inter-response
time (i.r.t.) in seconds. The sample sizes n of both d.s.s. and s.s.s. are given
by 373 whereas n = 7107 is used for both i.r.t. and s.r.. A detailed description
of these data can be found in [18].

In Table 2.1 and Figure 2.1 one can see the estimation of the EVI for
the data samples s.s.s., d.s.s., i.r.t. and s.r. by means of the Hill’s, group and
moment estimators. The parameter m of the group estimate y; and the para-
meter k of both the Hill’s and moment estimates were selected by the plots of
these estimates against the corresponding parameters. The straight horizontal
lines in the plots correspond to the intervals of stability of the EVI estim-
ates and, therefore, state the estimated values of the EVI. Indeed, one may
select several stability intervals. Regarding s.s.s., for example, the value 0.69
corresponds to the first stability interval of the moment estimate. Regarding
d.s.s. one could also select 0.6 as appropriate Hill’s and moment estimates.
This feature demonstrates the obvious disadvantage of the selection by a plot
and the necessity to use other data-driven methods. The bootstrap procedure
is such an alternative method (see [1, 18]).

Observing the estimates of y, one may conclude that the estimates of the
tail index ¢ = 1/y are all positive. It implies that the distributions of all
considered Web characteristics are heavy-tailed. Moreover, the «’s are less
than 2 for all considered data sets. It follows from extreme value theory [6]
that the Sth moments, § > 2, of the distributions of s.s.s., s.r., d.s.s. and
ir.t. are not finite. This feature follows subject to the assumption that the
distributions of all characteristics are regularly varying. The tails of the s.s.s.
and s.r. distributions are heavier than the tails of d.s.s. and i.r.t. since their
EVIs y are larger.
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Figure 2.1 EV I estimation by the Hill’s estimator (dotted line), moment estimator (dashed
line) and the group estimator (thin solid line) for the data sets d.s.s., s.8.S., i.L.t., s.r. (from left
to right).

2.3 Testing the Dependence of Univariate Data

2.3.1 Classical Measures

The methods stated in Section 2.2 mostly assume that the measurements are
independent. Testing independence constitutes a significant part of the ana-
lysis. Unfortunately, it is impossible in practice to check formal independence
conditions like, e.g., a strong mixing condition, since it requires the know-
ledge of the marginal and bivariate distributions. Hence, the autocorrelation
function (ACF)

px(h) = p(X;, Xip) = E((X; — EX)(Xi4n — EXi4p)) /Var(X,)
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is considered as an important indicator of the dependence structure of a time
series.

The standard sample autocorrelation function at lag & € Z is determined
by

n—h ~ ~ n
X — Xo)Xip — X, — 1
Zt:l ( ; )( _t+h ), X, = - ZXI~ (2.2)
Zt:l(Xf - X")2 b t=1

The naive analysis of the ACF includes the comparison of values of the ACF
at different lags & and the Bartlett’s bounds £1.96/+/n (see [2]). Then the
observations are assumed to be independent with probability 95% if the ACF
falls inside the Bartlett’s interval. The Bartlett’s bounds are valid only for
linear processes with Gaussian noise. The use of this convenient interval is
meaningless if the underlying r.v.s. are not Gaussian or a time series belongs
to a non-linear process. Moreover, the bounds for heavy-tailed regularly vary-
ing distributions that are typical for telecommunications have a complicated
form (see [27, §9.5]).

pn.x(h) may be inaccurate if the sample size n is small or 4 is close to
n. The relevance of this estimate is determined by its rate of convergence to
the real ACF. If the variance is infinite (we have observed this case for Web
data in Section 2.2.3), p, x(h) cannot be calculated. In [27, p. 342] it was
therefore proposed to use the modified ACF estimate

pn.X(h) =

n—h

=1 Xl‘Xl‘+h
n 2

D X

without the centering by the sample mean. This estimate may not be relevant
for non-linear processes. In this context the selection of a proper type of
process is a complicated problem.

Hence, we see that the conclusions regarding independence by the ob-
servation of the ACF may be unreliable. One can just assume that the
observations may be independent if the values of the ACF are small at large
lags and fall inside the Bartlett’s interval.

Sometimes, the dependence in the time series {X;, t > 0} is long-range,
i.e. it remains significant over a long time interval. This implies that even if
the values of the ACF are small for large lags their cumulative sum may be
large, namely

Pnx () = (2.3)

> lex ()] = oo 24)
h=0
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Let the ACF be represented for some constant ¢, > 0 by the model
px(h) ~ cphZ(H_l) for large h,

that satisfies the condition (2.4) for H € (0.5, 1). Then the closer the Hurst
parameter H is to one, the deeper is the possible long-range dependence. The
Hurst parameter can be calculated by a formula

H, =0.5(1 +log,(1 + pn x(1)))

proposed in [13]. It is obtained under the assumption that the process X; is
second-order self similar with the ACF (see [18, p. 47])

px() = = (Ih + 12" = 2hP" + |h = 1127).

| =

2.3.2 Estimation of the Extremal Index

Instead of the ACF, we consider here the extremal index as an alternative
dependence measure. It arises from the theory of extreme values.

Let Xy, X», ..., X, be n (not necessarily independent) r.v.s. arising from
some stationary process with marginal DF F'(x). Denote by X, X5, ..., X,

an associated independent sequence with the same DF. Then it follows for
large n and u,, that

P{max (X1,..., X,) Su,} =~ Pg{max(fl, e )?,,) < u,,} = F"%u,).
(2.5)
Here, & € [0, 1] is a constant called the extremal index (see [1, 29]). It is
clear that & = 1 holds for i.i.d. sequences. Formula (2.5) implies that the
extremal index shows the change in the limiting distribution of the maxima
of the sample due to the dependence.

The extremal index has a deeper meaning than only the indication of
the dependence. First, it characterizes a cluster structure in the data. The
clustering can also be visible on the ACF plots, which implies dependence
in the data. For example, the extremal index allows us to divide video data
into classes according to the different dependence of frames in the scenes (see
[22]).

If, on the other hand, exceedances {X; —u},i = 1, ..., n over a threshold
u are considered, 6 characterizes the distribution of the inter-exceedance
times. A representation of the exponential distribution of the inter-exceedance
times with an intensity equal to 6 was proved in [8].
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Among several estimators of the extremal index we want to mention here
the blocks and runs estimators. These are only distinguished by the definition
of the cluster. In a way, the extremal index is close to the mean excess func-
tion. But the latter shows the sample mean excess over the whole sample and
the extremal index over the cluster.

One can define a cluster as a block of the data with at least one exceedance
over the threshold. Then the blocks estimator is calculated by the formula:

kY WMy jr > w)
rn 'Y (X > u)

where M; ; = max(X;yy,..., X;), k is the number of blocks, r = [n/k] is
the number of observations in each block, and [-] denotes the integer part of

0% w) = , (2.6)

the number. 1 /53(14) can be simply interpreted as the ratio of the number of
observations that exceed the threshold u to the number of clusters. It shows
the mean number of exceedances in a cluster.

If we define a cluster as a block of data with some number of exceedances
over the threshold and at the same time the r subsequent observations are all
below the threshold u, we get the runs estimator:

=k (n=r) "3 UXi > u, Mg, < u)
" n=1 31X > u)

2.7

In this case no block structure is required. The runs estimate has a better
asymptotic bias than the blocks estimate (see [29]).

The selection of the smoothing parameters k in (2.6) or r in (2.7) con-
stitutes a common problem of both estimators. Data-driven methods of this
selection pose an open problem. It is the underlying idea to select those
parameters which make the clusters independent. The theory is stated in [6,
sect. 8.1]. Very roughly speaking, clusters should be sufficiently far away
from each other.

The simplest way is to estimate a 8 that corresponds to the stable interval
of the plot (1/0(u), u) over a range of thresholds for a fixed parameter k
(or r). The reason is that both considered estimates are consistent, i.e. 0 =
lim,, o0 6.

Sometimes, it is possible to select these parameters by the nature of the
problem. In [22], it has been proposed to take scenes of video data as blocks.
This selection was motivated by the scene changes with large variations in
the bit rate among different scenes. This feature is typical for video traffic
due to the visual shifting between scenes. Hence, such blocks have no equal
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sizes. In this respect the blocks estimator has been modified to a scene blocks
estimator

k + +
ijl I(sz_l rm»z,j":l Fm = M)

m=0

S WX > u) ’

05 () =

where r; is the number of frames in the jth scene, Z’;Zl rj =n,ro=0and
k is the number of scenes.

2.4 Testing the Dependence of Bivariate Data

2.4.1 Dependence between the Rate, File Size, and Duration of TCP
Traffic Flows

In teletraffic engineering we often need to detect the dependence of two r.v.s.,
such as the basic characteristics of TCP flows. The joint behavior of large
values of the file size S and the duration D of a transfer and the throughput
or rate R of a session, that is R = §/D, is considered by many authors due
to its practical importance (cf. [10, 20, 23, 26, 27]).

Regarding this investigation one can summarize the following problems:

e There are ties in the data of the flow size and, hence, the distribution of
the size is not continuous.

e Physical limitations in the sizes, durations and rates occur due to dif-
ferences in the access links or due to the impact of the TCP congestion
window and self-congestion.

e No simple classical models for the distributions of size, duration and rate
arise, but more complicated structures such as mixtures of Lognormal
or Pareto distributions, super heavy-tailed Log-Pareto distributions or
regularly varying distributions with varying tail indexes.

e A non-homogeneous dependence structure appears.

In [26] truncated univariate and bivariate Lognormal distributions have been
proposed to model the flow size, duration and rate distributions. log R =
log(S/D) = log S —log D is investigated instead of S/ D. Further the applied
regression models E(log S|log D = y) and E(log D|log S = x) have been
built under the assumption that log D and log S are governed by truncated
univariate normal distributions. Fortunately, the truncation of the distribution
does not reflect much on the regression analysis.

In [27, p. 239] the size, duration and rate are assumed to follow regularly
varying distributions with tail indices «g, @p and oy and the independence of
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Figure 2.2 Scatter plots of inverse Web session throughput against the size of sub-sessions
(top) and duration of sub-sessions (bottom). The “axis hugging” is visible on the top plot
suggesting the independence of large sizes and throughputs. For large values the independence
of durations and throughputs is not so strict.

R and D is shown by a comparison of the tail indices of the size, «, and of
D - R,apag/(ap + ag), based on Breiman’s theorems.

In [10] the independence of R and S and some dependence between R and
D are illustrated using data of HTTP responses. The authors have recognized
that different strengths of dependence arise between large values and moder-
ate values of a bivariate vector, i.e. the probability of both r.v.s. being large is
negligible in case of asymptotic independence. As a consequence, the “axis
hugging” by data points at a scatter plot implies extremal independence. The
same conclusions regarding the dependence of the pairs (R, S) and (R, D)
follow from Figure 2.2. It shows scatter plots of the Web data described in
Section 2.2.3.
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In [23] the dependence of (D, R) is shown for 80% of the investigated
aggregated flows by the examination of the relation ED - ER/ES = 1.

In [20] the weak dependence of (S, R) and almost independence of
(D, R) of the analyzed TCP-flow data is revealed by the examination of
a Pickands’ dependence A-function. Subsequently, we shall consider this
approach in more detail.

2.4.2 Testing the Dependence by Pickands’ Function

The Pickands’ function stems from the representation of the limiting distri-
bution of bivariate maxima. It is a convenient form to detect the dependence
of extremes of two underlying r.v.s. More exactly, let (X1, Y1), ..., (X,, ¥,)
be a bivariate i.i.d. sample with a bivariate extreme value distribution G. It
implies that for some normalizing constants 0 < a;, € R and b;, € R,
=12,

P{(My, —b1,) Jarn < x,(May — o) Ja2n < ¥} — G(x,y), n— o0

holds, where M, = max {Xy,..., X}, M>, = max{Yi,...,Y,} are the
component-wise maxima.
We consider the representation

B log G»(y)
G(x,y) = exp (log (Gi1(x)Ga(y) A (log (Gl(x)Gz(y)))) ,

where A is Pickands’ function, G; and G, are univariate extreme value DFs
of the maxima M, , and M, ,, i.e. they are limiting DFs of these maxima
themselves. In general, the vector (M, ,, M, ,) will not be present in the
original data.

Let the random pair (X*, Y*) have the DF G(x, y). In the bivariate case,
the function A(¢) satisfies A(0) = A(1) = 1, it is convex and lies inside the
triangle determined by the points (0, 1), (1, 1) and (0.5, 0.5). The case A = 1
corresponds to total independence and the case A(t) = max{(1—t), ¢} to total
dependence of X* and Y*.

The correlation between X* and Y*

_/1 dw _
P= ), Ay

is always nonnegative since A(w) < 1 holds (cf. [30]).
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In practice, the A-function is evaluated by component-wise maxima over
m blocks of data (X%, Y ;‘), j =1,...,m. The best known estimators of the
A-function include
—1

oy = (1/m>z (s,/smn,/nm>

t

proposed in [9], and

~ 1 &
logAi(t) = — E logmax(téj,(l —t)nj)
j=1

1 & 1 &
—z—§1 -—1—t—§1 ;
m ogé; — ( )m 2 ogn;

proposed in [3]. Both estimators require a preliminary transformation of the
component-wise maxima to new exponentially distributed r.vs., i.e. §; =
—logGl(X*) and n; = —long(Y*) where we use & = 1 Z] 151,
n=-- Z _ nj- To transform the data, one has to estimate first the marginal
DFs G1 and G by the component-wise maxima X7 and Y/, e.g., by empirical
DFs or parametric models. As such models one can take the Generalized

Pareto distribution with the DF

1—(1L+yx/o) 7, y #0,
ay(x) =
1—exp(—x/o), y =0,

where 0 > O0and x > 0if y > Oholdsand 0 < x < —o/y if y < 0 holds,
or the Generalized Extreme Value distribution

H,(x) = { oxp (= (17 (52) ™) v #0 28)
’ exp(—e /), y =0,

withl+y (x — ) /o > 0.

The amount of these maxima may be moderate which may reflect on
the accuracy of the DF estimates. The component-wise maxima may not be
jointly observable, i.e. there are such pairs of maxima which do not exist in
the original sample (the pairs are artificial). Then the question arises whether
they should be excluded or not. Some observations may help to provide an
answer:
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e Artificial pairs do not affect the asymptotical distribution of the bivariate
maxima and its Pickands’ representation.

e Artificial pairs like those constructed from TCP-flow sizes and durations
in a mobile network considered in [19] hug the vertical axis, see Fig-
ure 2.3, and hence, their components are independent (cf. [10]). Thus,
they do not contribute to the dependence and can be excluded.

e Components of artificial pairs are not artificial itself and contribute to
the margins.

e Excluding artificial pairs may lead to the reduction of the number of
component-wise maxima and influences the trade-off between the bias
and variance of the estimation.

e The accuracy of the estimation is more sensitive to the number of blocks
rather than to the artificial pairs.

To check an estimate me and to select the number of lgl\ocks m for a
given sample size n, it is proposed in [20] to use a PP-plot (Fy (x¢)),i/m),

i=1,...,m.Here
A ()
z <l + iz — _Xm(ﬁ))
(1+2)?

is the distribution of ¥ = £/7, € = —log G,(X*) and 7 = —log G»(Y*).
If the estimators of the A-function are not convex, they may be improved by
taking a convex hull.

To test the required independence, the measure 2 (1 — A(1/2)) proposed
in [30] can be used. For the estimator Zl\g () it has the following approximate

form
T, ~ —/n/0.342log A€ (1/2)

(see [3]). The null hypothesis on the independence of two r.v.s. is rejected at
level « if T, exceeds the quantile of order 1 — « of the standard normal dis-
tribution. The problem of this test is determined by its slow convergence. In
other words, its accuracy improves very slowly as the sample size increases.
Hence, it can be unreliable for moderate sample size. Applying this test to
the TCP-flow data of the mobile network considered in [20], for example, the
null hypothesis regarding the independence of R and S, R and D has to be
accepted with probability 99%.

Fy(z) =
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Figure 2.3 Top: a scatter plot of pairs of block maxima (S, j. D), ), j = 1,...,m when

the block size is given by n = 1 000 and m = 610. The lines, from bottom to top, indicate
the access rates 384 kb/s (EDGE), 40.2 kb/s (a typical GPRS rate) and 9.05 kb/s (a minimum
GPRS rate), respectively. Middle and bottom: artificial and true data points resulted from the
maximization procedure, respectively.
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2.5 Conclusions

Considering the statistical characterization of Internet traffic, three items have
to be investigated:

(1) the preliminary detection of heavy tails;
(2) the dependence structure of the data;
(3) traffic modeling, model selection, estimation and evaluation.

For heavy-tailed models and, in particular, models with infinite variance,
the classical statistical methods are not adequate or applicable and flexible
enough. An example is provided by the sample autocorrelation function that
has a specific form for heavy-tailed distributions with infinite variance and
requires special confidence bounds. Moreover, we should further distinguish
between methods that are valid for independent and dependent data.

In this paper we have presented simple methods to detect the heaviness
of tails and dependence in data arising from Internet traffic. The exploratory
techniques introduced in Section 2.2 like “the ratio of the maximum to the
sum” or the group estimator of the tail index started from an i.i.d. assumption
on the underlying data. Their interpretation may become hazardous when
they are applied to the non-iid case.

In Section 2.3 we have discussed some methods to test the dependence
in univariate data and focussed on the estimation of the extremal index. In
Section 2.4 techniques to determine the dependence in bivariate data have
been stated. They have been illustrated by the application of Pickands’ func-
tion to TCP-flow data. The estimation of Pickands’ function assumes that the
underlying (size, duration) pairs of flows are independent, too.

In conclusion, we are convinced that the presented statistical techniques
and examples illustrating their application to real Internet data provide a use-
ful guideline for the rigorous teletraffic analysis of various features arising
from the measurements of Internet traffic at the time scales of the session and
flow levels.
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