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Abstract:

Hackers and cyber-attacks are becoming an increasing threat to the port industry,
whose progressive digitisation further increases sensitivity to such risks. An innova-
tive, cross-company linkage of the various existing IT security tools will substantially
improve the detection and defence against cyber-attacks on the IT systems of the Ger-
man port handling companies. Therefore, the partners Hamburger Hafen und Logis-
tik AG (HHLA), DAKOSY AG and Hamburg University as well as EUROGATE and
the Academy of Hamburg Police as associate partners have come together in the
three-year program “HITS-Moni” to bundle the different competencies and re-
sources to develop new concepts and procedures and to evaluate them with a software
demonstrator.
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1 Introduction

Cyber- and hacker attacks are becoming an increasing threat to companies in the port
industry, whose progressive digitisation is further increasing their sensitivity to such
risks. By implementing the SmartPort, i.e. the networking of the port and logistics
sector with just-in-time production of industry, a cyber-attack can cause enormous
economic costs. The shipping company and container terminal operator A.P. Meller
Mzarsk was targeted at the end of June 2017 by a cyber-attack by NotPetya, which
significantly disrupted the operational processes for a period of several weeks. This
attack resulted in costs of around USD 300 million.

Port industry companies have numerous powerful IT security tools that do not ade-
quately reflect port-specific security requirements. In addition, coordination of vari-
ous IT security tools currently cannot be reliably assured. Carefully executed attacks,
that are at most visible in a few anomalies, are not or too late detected. The Federal
Government has set the framework conditions for the protection of IT in ports with
the 2015 national port concept. The aim is to secure business processes and promote
international competitiveness. In addition, the ability to analyse and respond on the
ground is to be strengthened and law enforcement in cyberspace is to be intensified.
Cyber espionage and cyber sabotage should be effectively combated.

HHLA, as a major port and logistics service provider, has numerous IT security tools
that show good results in limited areas of responsibility, but are very time-consuming
to look after and evaluate while imposing heavy burden on employees. Complex
standard IT security products only insufficiently consider port-specific IT require-
ments. A higher-level, systematic and preferably automatic correlation as well as a
coordination of the various IT security tools does not currently take place, but would
significantly increase the effect of the entire information security system. Detecting
attacks that are made up of different anomalies, each below the triggering threshold
of a singular system, are not yet apparent with traditional IT standard solutions, yet
can lead to massive disruptions in availability or data integrity.

The German Federal Office for Information Security (BSI) Act requires in §8a (1)
that operators of critical infrastructures implement appropriate organisational and
technical arrangements to prevent disruptions to the availability, integrity, authentic-
ity and confidentiality of their IT systems, components or processes that are relevant
to the functioning of their critical infrastructures. The state of the art should be ad-
hered, too. The implementation of this law will be relevant for HHLA as the largest
operator of container terminals in Germany. The BSI is designated as the central re-
porting office for security in the information technology of critical infrastructures
(§8b BSIG). In addition to the compulsory notifications specified in §8b (4) BSIG for
certain situations, the BSI is responsible for the creation of the situation report (§8b
(2) section 3) as complete, qualified and easily usable as possible, even by companies
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whose transport or transshipment volumes are below the threshold values of the BSI-
KritisV. With the implementation of this research project, HHLA will be able to send
considerably more extensive and qualified data to the BSI. This will hopefully im-
prove the federal situation on cybercrime and substantially support the work of the
BSI. In addition, a way will be shown to extend the exchange to other port handling
companies (horizontally) or corresponding links in the process chain (vertically, such
as IT service providers, authorities, railway operators, shipping companies, haulers).
With respect to the above-mentioned challenges the project aims at the following
goals:

e carly detect and defend port-specific cyber-attacks by monitoring with innova-
tive algorithms

e improve the recognisability of novel attacks

e develop a concept for the ergonomic representation of possible attacks (avoid-
ance of neurostress among employees)

e structure and promote exchanges on cyber-attacks between logistic companies.

2 Background

The industry offers a wide range of classic firewalls and anti-virus software products
that can generally fend off standardized and untargeted hacker attacks. However, pro-
fessional IT specialists or job hackers are able to circumvent these well-known indi-
vidual tools, or deliberately undercut the usual warning threshold. Anomalies in the
information system of a company always occur; many are even caused by their own
users. Around 20% of the attacks or abuses come from employees within the com-
pany, while most of these irregularities or anomalies may occur unintentionally. It
has since been found that there are always external cyber-attacks or accesses that are
not recognized for a long time, before it comes to the actual attack with visible nega-
tive effects. Very often unauthorized external access to an IT system is already estab-
lished long before detection occurs. According to a recent study a median of 78 days
1s needed before companies detect such intruders and only then can take counter-
measures (FireEye 2019).

Even a vulnerability and risk analysis tailored to port logistics does not currently ex-
ist. Software specifically tailored to the needs of port logistics can specifically address
the systems used in port logistics and address the specific threats in this industry, such
as: moving goods, layer 7 attacks on data elements along the process chain, and in-
terference in payments and politically motivated attacks (hacktivism) focus. Port lo-
gistics uses a variety of tools to improve IT security. These include e.g. proxies, mail
gateways, virus scanners, USB locks, monitoring, firewalls, and intrusion prevention
systems. These different systems require different operators and create diverse, some-
times even contradictory messages. The correlation and coordination of the different
messages takes time, which may be missing in the fight against cyber-attacks. Unified
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security management tools are available on the market (e.g. Alienvault, LogRhythm),
but they have weaknesses, especially in the combination of information and the sim-
plicity of the presentation of results. In addition, port logistics security requirements
in the fields of device control and the multi company business process are too short.
On the other hand, technologies for processing log files (Graylog, Elasticsearch) are
available, but they do not focus on security aspects or ready-made forms of presenta-
tion. All available solutions lack the reduction of the number of less relevant mes-
sages, the early identification of attack preparations, e.g. automatic baselining, and
the identification of novel attack patterns.

Disterer (2015) calls for systematically addressing and differentiating IT security
risks in order to be able to plan, develop, control and monitor measures specifically
for specific risk areas. The BSI (2012) recommends a vulnerability analysis with the
software tool OpenVAS (or the commercial implementation Greenbone). This is now
available in version 9. For risk analysis, the BSI (2008) published the standard 100-
3 and in November 2017 transferred it to the standard 200-3 into a simplified hazard
model. Due to increasing complexity of the systems Schaumiiller-Bichl and Kol-
berger (2016) propagate a scenario-based impact analysis. Different scenarios are
thought through and their effects on the protection goals are estimated. However, an
industry-specific security standard for critical infrastructure in the transport and lo-
gistics sector does not yet exist. Nor is there currently any literature on vulnerability
or risk analysis specifically focused on IT in port logistics.

There are a number of Security Information and Event Management (SIEM) tools
available for managing IT security information and events. Cam et al. (2016) cite
OSSIM, ArcSight, and Splunk as the top three. OSSIM is the open source variant of
AlienVault’s commercial tool. The implementation and use requires a considerable
amount of time and personnel for document verification, communication in Alien-
Vault’s online forums and research. However, this effort can be outsourced to exter-
nal service providers. Hewlett Packard’s ArcSight is the most widely used SIEM tool.
Like OSSIM, ArcSight is rule-based. Splunk, on the other hand, works with indexed
databases that are searched for specific correlation-based patterns based on their own
Search Processing Language (SPL). All tools have in common that they only react to
known patterns and are not capable of learning.

Detken et al. (2017) also mention the open-source SIEM of rt solutions.de GmbH.
However, this does not provide “guaranteed event processing”, which raises doubts
about reliability. The group is working in the CLEARER project on the development
of network access control systems with SIEM functionality for small and medium-
sized enterprises. A self-learning SIEM tailored to IT in port logistics does not cur-
rently exist.
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3  Approaches

In this part the approaches to work on the project goals are described. The chapter
starts with the early detection and defence by monitoring with innovative algorithms.
Then the evaluation process of novel attacks is described. This is followed by the
description of the ergonomic representation of possible attacks. Finally, the data ex-
changes between companies are depicted.

3.1 Early detect and defend by monitoring with innovative algorithms

In a first step, all internal and external interfaces must be taken into account across
the company. It is all about the question of what data is available in the system, can
be collected technically and meaningfully processed. This requires a comprehensive
analysis of all existing systems supporting the business processes under considera-
tion. These are, among others, services on servers and workstations such as anti-virus
programs and firewalls, decentralised (network) intrusion detection systems (IDS)
and prevention systems (IPS). Figure 1 depicts an IPS in a company network.

Management

Intrusion Detection for
Local Networks

— Intrustion Prevention Firewall Legitimate Traffic
System

Malicious Traffic

Router I I

Figure 1: Intrusion prevention system (Borkar 2019)

Furthermore, information, that can be collected, has to be assessed and analysed for
its relevance to incident detection and investigation within and for the systems under
consideration, as well as how data collection and storage may affect the usability of
the systems to users at runtime. This assessment is supported by the identification of
potential vulnerabilities in the overall system, which already provides evidence of
critical parts of the system and thus show the significance of the monitoring data of
these parts of the system.

In a second step, the data must be reduced to the essentials so that forensic investiga-
tions become possible. For comprehensive analysis of all data of the individual send-
ing IT elements it is mandatory to set up a common database with a uniform format
for all data. In particular, the semantics of the field names must be uniform, so that
comprehensive analyses can be meaningfully carried out. The existing data of all IT
elements involved must be examined for structure and content, and data elements
important for IT security monitoring must be identified. In addition to collecting low-
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level technical elements, the performance and health data of the relevant business
processes (within IT systems) must be observed and aggregated in the same way.
Then, for each IT element, a process must be developed that receives and extracts the
necessary content from the raw data, transforms it into the common format, and sub-
mits the record to the database. The entries of this database can then be used as input
vectors of a multilayer neural network establishing deep learning. Figure 2 maps deep
learning into machine learning and artificial intelligence.
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Figure 2: Artificial intelligence, machine learning, and deep learning (Aunkofer 2018)

This approach allows additional correlation of the data and possibly results in an alert.
Thus, despite expected flood of data, it will be possible to detect attacks early and
precisely.

3.2 Evaluate novel attacks

To detect new attack patterns, a robust cyber-attack kill chain analysis is necessary.
Figure 3 shows the kill chain first published by Hutchins, Cloppert and Amin (2011).
Subsequently, the above-mentioned additions of intelligent components are to make,
by which reaction and communication options could be shown. The automated ac-
tions of the protection systems are applied in the different phases. In the reconnais-
sance phase, firewalls and access control lists (ACL) could deny access, web analyt-
ics could detect attacks. In the weaponisation phase network IPS and IDS could be
effective. The delivery phase can at best be detected by vigilant users (Lovinus 2016).
Filters could deny and antivirus systems could disrupt the delivery. By putting soft-
ware deliveries into monitored queues, an attack could be degraded.
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Figure 3: Cyber-attack chain (Lockheed Martin 2018)

The exploitation could be prevented by keeping the system hard- and software up to
date, closing known security flaws. Furthermore, exploitation could be detected by
host IDS and disrupted by data execution prevention. In the installation phase, the
attacker could be kept in a sandbox, e.g. by a chroot jail (Badjatiya 2019), detected
by a host IDS or disrupted by an antivirus system. In the command and control (C2)
phase, firewalls that control outgoing traffic and ACL could prevent the hostile ac-
tion. Network IDS and IPS also could be effective. As more and more traffic is en-
crypted in https a decryption at a central proxy server with forwarding of the payloads
to an analysing engine should be evaluated. A tarpit could degrade the attack (Maxi-
mov, Sokolovsky, Gavrilov 2017) and a domain name service redirection could de-
ceive the attacker. Finally, the actions on the targeted objectives could be detected by
auditing, degraded by quality of service and deceived by honypots. All these
measures are initiated only if a single system’s detection is sufficiently reliable. Their
combination with the broad set of further observed data below the single elements’
thresholds could be combined in a system of systems supported by machine learning
with deep learning algorithms.

3.3 Ergonomic representation of possible attacks

Ergonomic aspects of information representation have been discussed in science for
many years. Bruyas, Le Breton, and Pauzié (1998, p. 412) conclude that graphical
“representation of an object should be quickly understood, with no ambiguity, [...]
when considering the high time constraint context of some situations”. Visual repre-
sentation and interaction mechanisms have been identified as decisive criteria (Luz-
zardi, Dal Sasso Freitas (2003). In control rooms, where an application of our moni-
toring system is to be implemented, responsible control system design with imple-
mentation of ergonomic aspects according to ISO 9241 is required. Human-centred
design is also required (Skiehot, Marek, Houser 2016).
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3.4 Exchanges between companies

Threat intelligence is a commodity. There are several threat intelligence sharing plat-
forms with different standards for describing threats. One, the intrusion detection
message exchange format (IDMEF) is described in RFC 4765 by Debar, Curry and
Feinstein (2007). It is to be evaluated whether this format is suited to share harbour
related security information. More recently, the malware information-sharing plat-
form (MISP) has gained in maturity and interest since the beginning of the project in
2011, not least among public IT security authorities in Europe (Dulaunoy et al. 2019).
The BSI evaluates operating models to exchange such information with operators of
critical infrastructures in Germany (BSI 2019, p. 59).

4 Outlook

In the project, the cooperators work on the above mentioned challenges along the
information processing path, beginning with the basic information elements, the ag-
gregation phase and the learning system to the output handling like automated ac-
tions, visualisation and situation reporting to third parties. The project is scheduled
until February 2022, further results are to be published.
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