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Estimating visitor frequency in urban areas often relies on camera-based solutions or the active participation of individuals using
smartphone applications or devices with RFID or Bluetooth technology. This paper presents the results of a preliminary study on
anonymous data collection as a basis for data-driven visitor guidance in Bamberg’s Old Town, using passive, non-intrusive and
low-cost Wi-Fi sensors. The study includes a field test installation to evaluate data quality under robust anonymization measures. The
data collected as part of the project will be made available to the public in the Mobilithek of the Federal Ministry of Digital Affairs
and Transport (BMDV). Still, the collection of Wi-Fi probe requests raises legitimate privacy concerns. We address potential attack
models for identifying and tracking devices based on these requests and explain the data collection architecture and Technical Data
Protection Concept implemented within CrowdAnym to mitigate these risks. We evaluate the impact of our approach on the quality
of the CrowdAnym dataset by comparing the data from one sensor location with the number of people counted by a nearby laser
scanner. We are able to show that our approach approximates visitor density well, however the deviation of our data from ground

truth increases as visitor frequency increases.

CCS Concepts: « Information systems — Mobile information processing systems; - Computer systems organization —

Sensor networks; « Security and privacy — Pseudonymity, anonymity and untraceability.
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1 INTRODUCTION

Local congestion occurs frequently in Bamberg’s Old Town, which is popular with tourists and locals alike. In the
future, a data- and sensor-based system is intended to provide smart recommendations and to monitor the effects of
measures that aim to improve the situation. The preliminary study CrowdAnym explored the potential of anonymous
data collection for data-driven visitor guidance in Bamberg’s Old Town. It involved a field test installation to assess

data quality, acceptance levels among the population, and which further applications are possible with an OpenData
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provision of the data. Since it is our goal to publish a curated data set in the Mobilithek! of the Federal Ministry of
Digital Affairs and Transport (BMDV) at the end of the project, we focus on approaches that ensure that the collected
data can be made available as OpenData without allowing re-identification and tracking of individuals, while keeping
the data usable for analysis.

There are several approaches for crowd size estimation in urban areas. Camera-based solutions [10] [12] [16] are a
promising alternative to manual estimation. However, they raise privacy concerns and are also very energy-intensive.
Non-image-based localization solutions usually require the active participation of humans. Here, either a smartphone
application [9] must be installed or self-built devices with RFID tags [7] or Bluetooth [15] must be carried voluntarily.
3D distance sensors, such as laser scanners [3] or LIDARSs are a passive alternative; however, these options can be cost-
prohibitive and pose installation challenges, particularly when dealing with historic listed buildings within Bamberg’s
Old Town. However, it is a suitable method as a source of ground truth.

The system we implemented uses Wi-Fi sensors as a passive, non-intrusive, and low-cost alternative [14] to estimate
visitor frequency. As you can see in Figure 1, sensors (called bz2463, bz2454, etc.) are installed in several locations
(Points of Interests, like Dom, Obere Briicke or the tourist information). They collect Wi-Fi probe requests within
a range between 30 and 60 meters, depending on the conditions of the installation site. The ranges of most sensors
do not overlap. They transmit the data as a JSON string via https to a data endpoint provided by the University of
Bamberg. The endpoint authenticates the data to ensure that only the sensors installed by the project can send data. The
Datastream Management System Odysseus [2] extracts and structures the data so that it can be stored in a relational
Postgres database on which the data analysis is performed. Figure 1 shows a model of the workflow of data collection
and processing.

As there are privacy risks associated with the collection of Wi-Fi probe requests [1][4][13], we discuss attack models
that can be used to identify and track devices based on their Wi-Fi probe requests in Section 2. In Section 3, we introduce
the Technical Data Protection Concept we implemented to prevent identification and tracking of individuals. MAC
randomization, a privacy protection feature that has increased in prevalence in recent years and is used by many modern
devices (e.g., Apple, Android, Windows) [6], helps prevent identification and tracking. The impact of this technique
on data quality was evaluated by Riitermann et al. [8]. In Section 4, we evaluate the data quality and utility of the

CrowdAnym dataset, and conclude in Section 5 with a summary of our results and an outlook regarding future work.

2 ATTACK MODELS

When Wi-Fi probe requests are collected across a wide area, and an attacker gains access to the dataset, there is a risk
that individuals could be tracked, potentially re-identified, and their personal trajectories exposed. Wi-Fi management
frames included in probe requests contain a rich set of parameters from which a highly specific device signature can be
derived [5]. These signatures allow a passive adversary to perform device fingerprinting. This is effective even when
attempts are made to anonymize Wi-Fi probe data, e.g., using hash values, or to mask device identity using the MAC
randomization technique. As several researchers have demonstrated [13][5][4] signatures for most devices allow fairly
granular device binning, enabling adversaries to determine a small class of devices that could have produced any given
probe request.

In addition, probe requests can contain identifying information about the device owner depending on the age of the
device and its OS, like the preferred network list (PNL), which includes networks identified by their SSIDs. According

!https://mobilithek.info/ [accessed 2023-09-14]
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Fig. 1. System Model of Sensor Installation

to measurements by McDougall et al. [1], around 23% of probe requests contain SSIDs of networks the devices were
connected to in the past. Thereby a SSID could potentially expose not only the device owner’s home or workplace but
also other visited locations where Wi-Fi connections were established, thus revealing highly sensitive personal details.
Furthermore, they observed that 11.8% of probe requests containing SSIDs may disclose passwords within the SSID
field. Since the SSIDs are fixed, they enable tracking of devices even if their MAC address is randomized.

To summarize, raw Wi-Fi probe requests contain sensitive information that can be used to re-identify users. Hence,

we need measures to convert this data into a publishable dataset.

3 TECHNICAL DATA PROTECTION CONCEPT

As discussed in the Section 2, Wi-Fi probe requests are vulnerable to attacks such as fingerprinting, can reveal personal
information, and enable involuntary tracking of device owners. Moreover, since MAC addresses are personal data
according to Art. 4 No. 1 GDPR, appropriate anonymization techniques must be applied to these data before they are
stored and published.

In the following sections, we outline our approach to privacy-sensitive detection of Wi-Fi probe requests for the
purpose of estimating visitor frequency, as well as additional measures to prevent identification and tracking of
individuals. A two-stage approach is followed here: The basic measures take effect directly at the edge during data

collection, and application-specific anonymization measures are then applied to the data before it is published.

3
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3.1 Basic Measures

First of all, we installed the sensors only in touristic relevant locations. Most of the sensor coverage areas do not overlap,
there are large gaps between the sensors. This prevents extensive tracking from the outset. Secondly, we hash the
detected MAC addresses directly on the sensor using the SHA 224 algorithm. The controller never uses the MAC
address in plain text and only transmits it hashed to the data endpoint. The salt for the hashes is recreated daily on
each controller using the date and a seed specified via XML parameters. Optionally, the salt can be sent along with
a data endpoint and is then appended to the rest of the dataset. The seed is never passed on to third parties. Finally,
we do not transmit or store of probe request frames and SSIDs. As stated in Section 2, these data could be used for

fingerprinting and leak sensitive information. Therefore they are not part of the CrowdAnym data collection.

3.2 Application-specific Anonymization Measures

In addition to these basic measures, we remove MAC addresses from static devices. The sensors detect all Wi-Fi probes
within their range, including those sent by devices such as printers, laptops and smart home devices. Detecting devices
from residents or nearby businesses and their employees is not relevant for estimating visitor frequency. By analyzing
individual MAC addresses and their occurrence within a day, it became clear that MAC addresses with a frequency of
10 or more have a long dwell time at the sensor location. Below this limit, devices mostly appear temporarily in the
data. Therefore MAC addresses that appear in the data more than 10 times per day are removed from the published
data. Finally, we remove periods with low frequencies. Since the purpose of the data collection is to monitor and react
on overcrowding, data is removed when there is little activity. Such periods include nights when streets are less busy.

Periods when fewer than 10 unique MAC addresses are captured in a 10-minute period are not published.

4 EVALUATION

The dataset for publication in the Mobilithek includes data collected between July 10, 2023 and August 20, 2023. It
was anonymized as described in Section 3. The dataset includes a timestamp, sensor location, hashed MAC address,
and RSSI? value. To evaluate the quality of the CrowdAnym data, we compared the number of unique MAC addresses
collected by the Wi-Fi sensor at the Gabelmann location with visitor frequency data collected by a laser scanner installed
by hystreet.com GmbH in close proximity. We define visitor frequency as the number of people counted on site, in this
case the number of people passing through the light curtain of the laser scanner.

The data from the hystreet and the Gabelmann sensor were compared at ten-minute intervals, and the deviation
of the Gabelmann sensor was calculated as a percentage. In Figure 2 the deviation is aggregated for each week. It is
noticeable that more and larger deviations occur in calendar week 28. We assume that this is related to the popular
street artist event Bamberg zaubert, which took place in the city center from July 14 to 16. As Figure 3 shows, the higher
the visitor frequency, the higher the deviations of the Gabelmann from the hystreet data.

Our dataset generally matches visitor frequency data well, with minimal deviations when visitor frequency is
low, while higher visitor frequencies lead to larger deviations in Wi-Fi sensor data. This insight underscores the
complexity of data collection in real-world settings and the challenges introduced by MAC randomization. While it
is not surprising that the number of unique MAC addresses in the CrowdAnym dataset may deviate from the actual
number of pedestrians in the hystreet dataset due to the presence of fake devices[8], this observation underscores the

need for robust device-person mapping techniques in data analysis.

Received Signal Strength Indicator
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laser scanners at selected locations. This might allow us to develop online calibration methods for Wi-Fi probe based

monitoring, similar to Solmaz et al. [11].
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