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Abstract:

Some crime cases cannot be investigated due to the discrepancy between their so-
cially harmful nature and the level of intervention required to investigate them. In-
vestigative approaches in connection with special collection methods of open-source
data from social media could provide information that can usually only be obtained
through measures with strong encroachments on fundamental rights. Social media
offer an approach for law enforcement to quickly and directly access a large amount
of openly accessible personal data of the suspect users.

This contribution focuses on the acquisition of open-source data from online users to
determine movement profile. To this end, 90 digital identities were observed in their
social media lives over 20 days. During the observation period, 4,186 contributions
were recorded in five online services and then evaluated. A geotag was used for 8§34
entries and the location could be designated as known for 696 entries.

The open-source data from social media is suitable to determine movement profiles
of the suspects. Much of the open-source data recorded in this investigation could be
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used to create a movement profile for the corresponding digital identities. The results
indicate that Instagram is currently best suited for creating movement profiles. Snap-
chat also offers great potential for creating movement profiles. User accounts can be
easily assigned to users via Instagram in particular. While Facebook is only suitable
to a limited extent, Twitter and YouTube are ruled out for the desired goal.

JEL Classification: K39, 033

Keywords: Crime Investigation, Social Media, Movement Profiles, Open-Source In-
telligence.
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1 Introduction

Social networks and social media portals have become part of everyday life for many
people these days. Their use seems to have become so self-evident that it is no longer
questioned. Drivers look at their smartphones during red phases at traffic lights be-
cause they cannot seem to stand the time without information. Social media play a
significant part in the heavy use of smartphones. Despite the ubiquitous presence of
social media, their benefits do not seem to have found their way into all areas of
professional life. An awareness of the power of social media in everyday professional
life is also needed in order to profitably incorporate the benefits into one's job. This
chapter will focus on the advantages and disadvantages of law enforcement in social
media.

It is not far-fetched to think that investigators may also recognise further investigative
leads that could very likely lead to the identification of the crime suspect or even to
the clarification of the entire facts of the case, but must refrain from carrying out the
criminal procedural measures required for this purpose, since these are not provided
for by the legislature for all offense areas. If neither the police nor the public prose-
cutor's office are able to identify an offender using the classic measures available
under criminal procedure, the public prosecutor's office will discontinue the criminal
proceedings.

A readily available and much more resource-friendly way of obtaining information
could be the evaluation of open-source intelligence (OSINT) from social networks.
Investigative activities in social media could also be linked to significantly lower
powers of intervention and thus be applied in a straightforward manner. In certain
cases, there might not be any interference with the fundamental right of the respective
user account holder at all, thus making an enabling basis obsolete.

2 Background

First of all, it is necessary to explain the concept of OSINT data, to address its eval-
uation and to explain which social media could be considered for criminal investiga-
tion on the Internet. Next, it is necessary to explain the legal requirements that the
legislator has created.

"Publicly Available Information, which is data, facts, instructions, or other material
published or broadcast for general public consumption; available on request to a
member of the general public; lawfully seen or heard by any casual observer; or made
available at a meeting open to the general public." (Morrow, 2006, p. 2-1)

Accordingly, OSINT data is any publicly available information that has been pub-
lished by an originator for free disposal and where the originator no longer has control
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over the continued use of that information. Accordingly, data from social media con-
stitutes OSINT data.

According to the view taken here, Wehlte (2016, p. 118) has recognised that it is not
so much the extraction of information from social media that poses a problem, but
rather the evaluation and interpretation of the data obtained. The source is judged on
the basis of the information it has provided so far or on how it is to be assessed based
on the overall circumstances. For the evaluation of the information, it is not the per-
sonal assessment of the investigator that is decisive, but the proximity of the source
to the information reproduced. This should enable a value-free assessment (Kroll and
Schwarz, 2001, p. 215).

It is important to note that the communication channels in real and virtual groups
differ significantly. In the real group, information is passed on through distributors
before it reaches the user. In the virtual group, on the other hand, the information is
passed on directly from the source to the user, and then discussed and passed on
within the group. This is a complex and undirected form of information transmission
(Labudde, 2018, pp. 10-11). The transmission of information does not only take place
within a group. The transitions to other groups are fluid.

The increasingly intensive use of social media is leading to exponential data growth
and an accompanying large data pool in social media. IT experts and market research-
ers refer to this as Big Data (Welker and KloB3, 2014, p. 37). The data volumes on the
Internet fulfil three essential requirements for big data: an enormously large amount
of data (volume), a variety of different information in the form of images, sound,
video, and text (variety), and a high speed in the creation of new information, but also
in terms of processing and analysis requirements (velocity) (Scheffler, 2014, p. 20).
Big Data is actually intended to express that the volume of data cannot be analysed
as a whole without further ado due to its size and/or other factors. Conversely, how-
ever, it also follows that one obtains numerous promising data for analysis if one only
considers partial areas.

This finding is supported by several studies. According to these, social media are used
by online users for more than an hour a day on average. The usage behaviour is more
intensive on weekends than on weekdays. One in four online users operates their own
channel on the social network and counts around 175 people among their interested
users (followers/friends) (Tesche, 2018).
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3 Methods

For this contribution, open-source data of 90 onliners was observed over 20 days in
their social media lives. A methodology was developed for the empirical data collec-
tion and analysis, which is explained in the following five subsections. The following
online services were selected:

e Instagram,

e Facebook,

o Twitter,

e Snapchat and
e YouTube.

In this contribution, the focus is on the collection of OSINT data from normal onliners
for the purpose of motion profiling. In order to ensure the most detailed collection of
all eligible digital identity data, a database was created for each digital identity. In
each database, tables were created for the five online services. In these the following
contributions were stored, that were published via an online service:

e date and time,

e story (yes/no),

e capture type,

e location (address),

e location (location in own words),
e activity,

e accompanying person and

e additional information.

It was assumed, that the determination of general activity could sometimes be diffi-
cult. If the digital identity meets with her family during her free time, the general
activities of family and also free time could be considered. If everyone eats together,
a third variation would be possible. The deciding factor in selecting the general ac-
tivity was always what was in the foreground.

Examples:

1. The digital identity is on vacation at the beach with its family and is sunbath-
ing.

2. The digital identity is eating pizza in a restaurant with its family on vacation.

3. The digital identity, who is not at home much, is sitting with her family on the
couch in the living room playing a board game.

In the first example, the focus is on recreation on vacation away from everyday life.
Accordingly, it is the general activity of “leisure”. In the second example, the focus
is on eating together on vacation. Here, the general activity “eating” is relevant. In
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the third example, the focus is on spending time together with the family. For this
reason, this should also be selected as a general “activity”. The three activities can be
described in more detail using the activity field. Thus, in the first example the activity
would be described as "sunbathing," in the second example as "eating pizza," and in
the third example as "playing board games”.

Data collection took place from 11:19 a.m. on April 21, 2019, to 10:10 p.m. on May
10, 2019. During this time, all published posts of the previously mentioned digital
identities were recorded in the respective available online services and entered into
the corresponding databases. In doing so, care was taken to ensure that data collection
was as seamless as possible, with only unavoidable delays caused by general human
needs coming into play.

For the statistical analysis of the collected data, a profile was created for each digital
identity in the form of a collection of tables including continuous text on the further
findings about the digital identity, the recognised habits and other special features
about the digital identity. In addition, a summary table collection was created to il-
lustrate the statistical results of the five groups of digital identities.

4 Results

During the observation period, 4,186 entries were recorded in the five online services
and subsequently evaluated. A geotag was found for 834 entries and the location was
known for 696 entries. YouTube was not considered further because none of the 90
onliners was active there during the period under review. One user was active on
Twitter, but his 7 entries referred exclusively to his new Instagram account.

4.1 Instagram

Instagram recorded the highest usage rate among all online services. This result con-
firms the study on social media usage behaviour. It also takes into account the fact
that every digital identity has an Instagram user account, but not user accounts for the
rest of the online services.

Of the 90 online users, 86 could be viewed on Instagram. Four had not posted any-
thing during the period under consideration. With 2,678 posts, there was a 90% usage
rate, meaning 9 out of 10 posts were on Instagram, and one was on another social
network studied. The ratio of Stories to posts was 80%. Instagram Stories allows users
to compile photos and videos for a slideshow that remains viewable for 24 hours.
1,027 locations were detected, which 1s a 38% detection rate. Most locations were
detected with geotags or hashtags. The detection rate was highest for posts related to
work at 70% and related to leisure at 63%. Additional clarification was achieved by
manually researching terms and contexts. The overall recognition rate was 59%.
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By comparison, the recognition rate for flyinguwe and mamiseelen was approx. 80%,
and for Lena Gercke only approx. 40%. This circumstance could be related to the fact
that the locations of mamiseelen and flyinguwe were known significantly more often.
For lenagercke, few habits and hardly any background information could be derived
from social media.

Examples of motion images:

Of orchidee 2309, 107 of 108 entries could be assigned geographically. Entries were
made daily with the exception of one day, and daily routines were described. There
was regular background information on family, occupation, and hobbies. The exact
home address was on the letterhead.

fraui.jaci was very active with 187 entries. However, only 18% of the entries could
be assigned geographically. Many entries were motivational sayings, selfies, showed
family life or photos from different parties.

4.2 Facebook

42 onliners have a (known) Facebook user account. 33 of them did not publish an
entry during the period under review. With 118 entries, however, the usage rate was
only a very low 3.96%. 63 entries could be assigned to a geographical location. This
corresponds to a recognition rate of 53.85%, which is even higher than that of Insta-
gram. Geotags (56) and hashtags (55) led most often to the recognition of the location.

Content related to food or leisure had the highest recognition rate. Only 9 digital
identities published at least one post on Facebook during the period under review.

With 70 of 118 posts, orchidee 2309 published just under 60% of all posts in the
entire group.

4.3 Snapchat

For the onliners, 10 user accounts could be found on Snapchat. 6 digital identities did
not publish any entries during the observation period. For 175 entries, the usage rate
was 5.84%. 124 entries could not be assigned to a geographical location. This corre-
sponds to a recognition rate of 29.14%. With the help of the snap map, significantly
more entries could have been assigned to a location. However, this can only be used
if the user's own location is revealed. For this reason, this function was not used. Most
frequently, entries were assigned by the acquisition type “known” (34). This was fol-
lowed by “visual” (20), “research” (12), “hashtag” (2) and “geotag” (1). Entries broke
down into six general activities. The highest recognition rate is 87% by “work” with
23 entries and 20 recognised locations. “Leisure” follows far behind with 73 entries
and 18 recognised locations (25% detection rate), other with 64 entries and 11 recog-
nised locations (17%), and “eating” with 9 entries and one recognised location (11%).
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“Shopping” (4 entries) and “spreading opinion” (2 entries) each could not be geo-
graphically assigned. Only the entries of the general activity “leisure” (17) and “eat-
ing” (1) were published in company. However, one location could not be identified.
Of the total 124 locations that remained unknown, 5 could be identified based on the
chronology of their publications (4.03% potential recognition rate) and 21 could be
identified as residential addresses (16.94%) via the police information systems. This
results in a potential recognition rate of 20.97%. This could increase the detection
rate from 29.14% to 44%.

5 Discussion

In this research, 90 digital identities were to be observed over a period of 20 days in
five online services with different objectives and user activities. After 20 days, it can
be seen that the data from the 90 observed digital identities is suitable for drawing a
movement profile for each digital identity.

However, it became clear that it is sometimes not always easy to track the digital
identities even throughout the social media, as deletion or renaming of the respective
user account 1s possible at any time and the user's subscribers are not informed about
this either.

The snap map seems to be a tried and tested means of being able to locate users
around the clock. There does not seem to be too strong an encroachment on funda-
mental rights despite the requirement of connecting two user accounts as "friends",
as no verification of personal data is carried out and impersonating an acquaintance
or friend of the suspect is usually not necessary. Snapchat user accounts are regularly
publicly displayed on profiles of other online services. However, the Snap Map was
not used for research because one's location must be disclosed in order for another
user's location to be viewed. For the same reason, the use of the Snap Map could also
be waived in criminal proceedings.

For some posts, it was questionable whether the publishing time also corresponded
to the time the photo or video was taken. When publishing a post or story, either the
camera of the end device or the album of the end device can be used. Consequently,
there is always the possibility of using old files. Clues for matching the time of re-
cording and the time of publication could often be provided here by lighting condi-
tions and clothing. In addition, it was also questionable how meaningful a geotag or
hashtag can be if the online services allow a location-independent selection of loca-
tions when selecting the geotag and any combination of characters and digits can be
placed after a hashtag (#).
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6 Conclusion

The data collection focused on the date and time of publication and the location. Other
factors of great relevance were the activity and the accompanying persons. These data
can be used to determine when a person was with whom at which location and what
they were doing there. If these data are supplemented by several similar data, a move-
ment profile emerges. If there are enough companions, a social profile can also be
created. The work also showed that geotags generally provide a good indication of
the location of the digital identity. However, other capture types such as information
about the environment can also provide a good hit rate.

Instagram turned out to be the leading medium and is excellent for motion profiles.
With Snapchat, a lot of potential could be seen especially in the Snap Map. However,
some social online services such as YouTube and Twitter also turned out to be un-
suitable. With the increasing digitisation of everyday life, more and more offenders
are also moving in the digital world. Law enforcement agencies must not lose touch
here.
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