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Abstract

This paper addresses the issue of crowd management in smart cities,
where effectively handling large groups is essential for ensuring
safety and a positive experience for all. Although smart cities strive
to use data for better decision-making, simply measuring crowds is
not enough; cities must analyze and utilize this data intelligently.
In this paper, we leverage the various experiences of two research
groups in this area and present a vision that allows cities to easily
establish crowd management platforms by transferring knowledge
and insights from similar use cases in other cities.

CCS Concepts

« Computer systems organization — Data flow architectures;
Information systems — Combination, fusion and federated search;
« Hardware — Sensor applications and deployments.
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1 Introduction

The vision of smart cities and communities is to harness data for bet-
ter decision-making, moving from passive monitoring to actively
shaping efficient, resilient, and responsive urban environments.
While there is no universally accepted definition of a smart city [7],
the concept encompasses social, economic, and ecological dimen-
sions. Crowd management illustrates this potential, as overcrowd-
ing can lead to negative experiences and safety risks. Data-driven
solutions are needed to to support applications such as managing
hot spots, ensuring safety, balancing visitor flows, and aligning mo-
bility services with demand. Cities face challenges including costs,
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privacy concerns, and potential misuse. While some larger cities
may have established smart systems, many are just starting out,
lacking experience and funding. Additionally, machine learning
needs historical data to train high-quality models, leading to long
ramp-up time for new installations before benefits are realized.
Figure 1 illustrates the general cycle of smart systems. It is
adapted from the well-known Sense-Think-Act paradigm from ro-
botics, which is also useful to discuss pervasive systems [3]. A smart
system needs to sense the current situation (e.g., counting the num-
ber of people at a specific location). This raw data is combined with
contextual information (such as maps, event schedules, or historical
records) and then processed—for instance, to train machine learning
models, predict critical situations, or conduct statistical analyses.
The resulting insights support decision-making, which may lead
to automated actions (e.g., adjusting traffic light cycles) or human-
in-the-loop interventions (e.g., deploying additional security staff).
The effects of these actions need then to be monitored, which can
be done by sensing again. While sensing and some processing can
be application-agnostic, the actions always depend on the appli-
cation. In this paper, we discuss how a distributed multi-sensory
approach could address these challenges. Distribution is key, both
spatially (within the city, between cities) and organizationally (dif-
ferent organizations like event organizers, city councils, or mobility
managers). Based on experiences from real-world applications in
research groups, our main contribution is a vision on how a com-
bination of different sensor technologies and federated transfer
learning can reduce the cost and time needed for smart cities to
establish efficient crowd management systems. Additionally we
propose a conceptual architecture and outline prior work contribut-
ing to achieving our vision. The rest of the paper is organized as
follows: We will first detail the challenges for distributed crowd
management and then outline the vision in Chapter 3. Chapter 4
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reports on previous work. We discuss the feasibility of our approach
in Chapter 5 before we conclude the paper and outline future work.

2 Challenges

In this chapter, we first highlight the primary challenges that must
be addressed across the three key stages of a smart system: Sensing,
Processing, and Action, as illustrated in Figure 1.

Sensing. Various sensing technologies are available to assess
crowd density in a given location, including vision-based systems
(cameras), pressure sensors, LIDAR, WiFi signals, and mechanical
people counters. Selecting the most suitable technology is a complex
task, as it must address several challenges. Although many sensors
can serve multiple applications, the final choice may be influenced
by the requirements of the most demanding application:

Cost: The sensing solution must remain within budget con-
straints, considering both installation and maintenance expenses.
Data Quality: The technology should deliver data that meets the
necessary quality standards for the application, covering value ac-
curacy (the precision of the count), spatial accuracy (the precision
of location sensing), spatial completeness or coverage (the extent to
which the target area is monitored and the presence of blind spots),
and timeliness (the frequency of updates and associated latency).
Privacy: It is essential to assess how well the privacy of individuals
is protected. Specifically, one should consider whether it is feasible
to re-identify individuals based on the collected data, especially in
non-crowded scenarios. (Re)liability: The reliability of the system
is paramount, as is the question of accountability for sensing errors.
This is particularly critical in safety-related applications, e.g. to
restrict the maximum number of people. Technical Sovereignty:
Understanding who has the authority to operate or shut down the
system is crucial, especially in a landscape where international
technology companies may be subject to regulations from their
home countries that do not align with the interests of their users.

Processing. In the processing step, sensor data is utilized to gener-
ate the information required for specific applications. While certain
aspects of processing, such as data cleaning and anonymization,
are general and applicable across various contexts, the majority of
the processing is typically tailored to meet the needs of individual
applications. Here, we need to address the following challenges:

Data Heterogeneity: Different sensor systems deliver informa-
tion in various formats. For example, LIDAR provides point clouds,
WiFi sensing captures data from WiFi probes received in a spe-
cific area, light barriers measure the number of obstacles (such
as people) crossing a line, and data collection applications deliver
GPS location trajectories. While utilizing multiple data sources is
recommended to enhance data quality, this approach necessitates
addressing the resulting heterogeneity. Latency: Certain applica-
tions require rapid responses to changing situations, e.g., reacting
to overcrowding to avoid panic. In these cases, not only must the
sensing be real-time, but the processing also needs to deliver in-
sights with low latency. ML model training: Since many steps in
sensor data processing are now performed using Al it is essential to
train ML models that are reliable and efficient. Such models should
be effective for the intended task, avoid overfitting, require neither
excessive computational resources nor energy, and remain robust
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against concept drift when deployed in real-world environments.
Achieving this can be particularly challenging in newly installed
sensor systems, where only limited historical data are available
and seasonal variations are not yet fully captured. This limitation
directly motivates the next challenge, ML model management:
In real-world environments, conditions evolve over time. Conse-
quently, ML models that were initially trained and deployed may
no longer remain optimal for operation. It is therefore necessary
to continuously monitor their predictive performance and, when
required, adapt, replace, or retrain the models to ensure sustained
accuracy and reliability. Distributed Processing: We need to allo-
cate the processing to a physical location: At the edge (e.g., directly
at the sensor or in its vicinity), at the backend (such as a server
within the city’s infrastructure or in the cloud), or at intermediate
nodes (commonly referred to as fog computing)? Processing may
also occur near the actuator itself (e.g., close to an automated door
or dashboard). Addressing this challenge requires careful system
design that considers not only optimal resource allocation, but also
non-functional requirements such as privacy, network latency, or
resilience.

Action. When the processing of sensor data yields relevant infor-
mation, an action refers to a measure taken to manage the crowd.
Depending on the application, such actions may be automated
(e.g., adjusting the schedule of a traffic light or closing an entry) or
human-controlled (e.g., deploying additional security personnel to
a specific area or adapting the bus schedule). The design of these
actions entails multiple challenges that must be addressed:

Human autonomy: Actions in crowd management often aim
to influence human behavior, for example by enforcing certain mo-
bility, providing direct communication (e.g., public messaging), or
using indirect cues (commonly referred to as nudging). Neverthe-
less, individuals retain free will and may not respond as intended.
Information delivery: Even if individuals are willing to follow
the recommendations or instructions of the crowd management
system, they must first receive the message. The challenge lies in
selecting an appropriate communication channel: not everyone
owns a smartphone or is willing to install an application, public dis-
plays may be restricted in historic sites, and audio announcements
can only be delivered efficiently in a limited number of languages.
Information uncertainty: The information produced by data pro-
cessing may contain inherent uncertainty, which can arise from low
sensor quality, limited prediction accuracy, or a combination of both.
Nevertheless, the crowd management application must respond to
such information, giving rise to the challenge of decision-making
under uncertain conditions. Conflicts of interest: In a city, multi-
ple stakeholders or organizations may have an interest in crowd
management, either to enhance their services or to comply with
legal requirements. Examples include the city administration, the
tourism board, public transport agencies, the economic develop-
ment department, or law enforcement. However, the objectives of
these stakeholders may differ, which in turn affects the actions that
should be taken when overcrowding is detected: while public safety
can be improved through better crowd distribution, local businesses
at popular locations may benefit from higher foot traffic. Policy
optimization: To effectively manage crowd flow based on con-
gestion levels, it is essential to design optimal control policies that
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integrate both macroscopic and microscopic approaches. For in-
stance, at stations or event venues, macroscopic control can involve
guiding the overall flow of people to reduce congestion. In contrast,
microscopic control can be achieved by providing individuals with
incentives via smartphones to adjust their behavior voluntarily. By
combining large-scale guidance with personalized interventions,
we need to optimize the overall control strategy to maximize both
collective efficiency and individual satisfaction.

3 Vision

In our vision for federated crowd management, some smart cities act
as leaders. They might have leveraged public funding from research
projects or urban innovation programs, or have local stakehold-
ers who invested in crowd management applications. Since they
are typically big cities, they might also have crowd management
deployed in several locations within their city limits. Other smart
cities or local stakeholders might want to follow. By joining the
federated platform we propose, they can leverage the efforts and
experiences from the leading cities and use pretrained models for
their local processing, speeding up the time from installation to
application significantly. In Figure 2, we depicted a conceptual ar-
chitecture for our vision. It consists of four layers (L0 to L3) and
shows three cities (a, b, and c) that deployed crowd management
applications (al and a2) to different locations.

Layer L0 is the layer that is closest to the physical world. Differ-
ent sensing systems (e.g., LIDAR, WiFi-trackers, or GPS trajectories
from mobile tracking applications) can be used to measure the pres-
ence of people. In our example, city a is a leader city. It has three
locations covered with sensor installations (a.l1 to a.I3), with two
of them spatially overlapping. Two other cities (b and c) have only
one location covered yet.

Sensor-specific processing occurs at layer L1. We propose that it
be executed as close to the data source as possible to reduce network
latency and potentially enhance security and privacy. At this layer,
processing includes automated data quality control, anonymization,
and aggregation. This is also where data is unified into a common
crowd data model, enabling it to be fused and processed collectively
(e.g., using named locations or grid cells with crowd density levels).
If such integration is not yet feasible (as in the case of city B),
it should be implemented as a separate processing unit within
the city platform, facilitating easier testing and verification, and
ensuring consistent pre-processing and anonymization across all
applications.

Layer L2 consists city-specific processing. Depending on the
applications or actions the city wants to deploy for crowd manage-
ment, several processing steps can happen. They typically involve
the training of ML models that can be used to predict relevant situ-
ations, which require action. In our figure, we show two different
applications al and a2 (e. g.: safety for large events and data-driven
on-demand mobility) that are deployed to different areas in the
sample cities a, b, and c. The actions have an effect back to the real
world which should be monitored again by the sensing layer L0.

Without layer L3, our architecture would reflect the state of the
art in current smart cities. However, since many smart cities run
similar applications—be it because they learned from each other,
or because try to target the same legal requirements—we propose
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another layer that contains cross-city processing. The goal of this
layer is to transfer knowledge and trained models from one city to
another, or between locations within the same city. This process
can be achieved through transfer learning or domain adaptation,
where a machine learning (ML) model is initially trained using data
from one location and subsequently adapted using historical data
from another location. However, this approach not only necessi-
tates access to historical data from the new target location—data
that may not be readily available, but it can also be difficult to imple-
ment in a federated manner. Therefore, we propose an alternative
approach that leverages federated domain generalization. In this
approach, cities train their local models on dataset L2, which are
then aggregated to create a global, region-neutral model on level
L3. This technique is analogous to the methodology outlined in
Ozeki et al. (2023) [13]. The resulting model can then be deployed in
previously unseen target locations where historical data is lacking.
In our example, this could be city ¢, which might have installed just
recently their sensor system to monitor and manage the crowds at
a big event (application 2), but has no historical data from similar
events yet. It could ask city b whether it can join the consortium
and thus use the region-agnostic model.

4 Previous Work

In this chapter, we shortly outline previous work from the authors
or other groups that could contribute to the vision depicted in
Chapter 3.

Layer L0: Sensing. Regarding crowd monitoring, various tech-
nologies can be employed. Camera-based solutions [17, 18, 26] offer
a promising alternative to manual estimation. However, they raise
privacy concerns and are also highly energy-intensive. Non-image-
based localization solutions typically require active participation
from individuals. In this case, either a smartphone application [16]
must be installed, or self-built devices equipped with RFID tags [11]
or Bluetooth technology [23] must be voluntarily carried.

In [21], we address the concern of individual identification through
RGB video footage for pedestrian tracking with an alternative of
LiDAR-based point-cloud data. This is particularly interesting in
cases where fast-moving people are often obstructed by luggage
or strollers during crowded scenarios. Another alternative to pre-
dict the direction of crowd movement is to process the halting
or changing stations from intermodal anonymized trajectory data
collected at city scale using a smartphone app funded by the Ex-
planym project for Bamberg city. Although GPS data is vulnerable,
specifically revealing sensitive information about users, our pre-
vious work [5] shows that if trajectory data can be anonymized
considering the mode of transportation, leveraging differential pri-
vacy, it preserves important information such as detecting mode of
transport or counting people within a predefined radius for inter-
modal data. Another data source could be crowdsensing approaches
using tailored sensors like the OpenBikeSensor! and use donated
information about overtaking distances (safe/unsafe) and bicycle
trajectories to detect busy street localization.

In another study [1], we deployed a set of WiFi sensors (captur-
ing WiFi probe requests) in tourist-relevant locations. Since many

Uhttps://www.openbikesensor.org/docs/classic/ (Accessed Online: 2025-10-04, in
German)
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Figure 2: Conceptual Architecture and Sample Scenario

people carry at least one mobile device that can send out such
signals, these devices can be used to detect crowding situations.
Although it is known that these sensors have significant issues with
data quality [15], they represent a cost-effective solution with low
installation requirements. In contrast to many other crowd-sensing
approaches, they do not require line-of-sight to the crowd. This is
particularly useful for monitoring crowds in heritage areas, where
any visible building modifications require formal approval.

Layer L1: Sensor-specific processing. In [2], we present a fully
anonymized approach for processing WiFi sensor data, enabling
edge (L1) processing. WiFi probe messages can be used to re-identify
devices, even with MAC randomization in newer devices, which
poses significant privacy risks by enabling tracking without consent
from individuals in crowds. Therefore, our method not only hashes
device identifiers (MAC addresses) but also deletes information from
static devices and removes low-frequency periods that heighten
re-identification risks. For instance, if a person is the only one walk-
ing through the city at night, their movements could be uniquely
traced by a monitoring system. Our low-cost, non-intrusive sensors
effectively count people in crowds while maintaining privacy. This
system is currently implemented in Bamberg’s old town as part
of the Crowdanym project, providing data-driven visitor guidance.
Experimental results indicate that our model performs comparably
to laser scanners under moderate visitor density.

Layer L2: City-wide processing and applications. The research
team at The University of Osaka has been developing a LIDAR-based
crowd tracking system deployed across the campus [12] along with
an Al model for congestion prediction. This system can capture the
location, velocity, and trajectory of individuals within buildings at a
fine spatial resolution, enabling detailed statistical analysis and spa-
tiotemporal modeling of crowd density and movement. The team is
also conducting a demonstration project on crowd management in
a public park in Wakayama City [20]. The project aims to control
visitors’ circulation behavior and to explore what types of content
provision can increase visitors’ dwell time through cloud-based
management. To this end, five LIDAR sensors have been installed
in the park, and the data are integrated with privacy-preserving,
temporally sparse GPS data collected from an Android smartphone
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application to reconstruct human flow dynamics. Meanwhile, a
simulation-based approach has been proposed to manage post-
game congestion in a baseball stadium, aiming to alleviate the rush
of spectators leaving the venue after games through Al-assisted op-
timization of crowd movement [27]. To address the computational
cost of simulation-based methods, a surrogate model technique
using neural networks has been developed for rapid crowd control
optimization, demonstrated with Koshien Stadium data [19].

Although these approaches differ in purpose and scale, they
share a common goal of crowd management. Because the sensing
environments and system scales vary greatly across cities and ap-
plications, developing technologies that enable mutual utilization
and integration of knowledge and Al models across different cities
and applications represent an important research challenge.

L3: Cross-city processing and federated approaches. Cross-city
transfer has become an important strategy to address data scarcity
in target cities. One early and influential work is RegionTrans [22],
which aligns regions across cities through an inter-city matching
function and transfers spatio-temporal representations using deep
models such as ConvLSTM with region-level layers, thereby im-
proving prediction in data-scarce settings. Later, CrossTReS [8]
introduced adaptive re-weighting of source city regions to reduce
negative transfer. More recent efforts, such as Cross-IDR and multi-
scale adaptation frameworks, focus on dynamic alignment and
incremental distribution rectification to better capture shifting spa-
tial dependencies [6, 24]. In parallel, federated and privacy-aware
learning has emerged as a complementary paradigm for spatio-
temporal prediction. Federated learning (FL) has been applied to
traffic, mobility, and crowd flow forecasting, but challenges remain
in handling heterogeneous data, communication costs, and the
need for personalization [4]. To address these issues, federated
meta-learning combines FL with meta-learning to adapt to non-
IID spatio-temporal data by constructing global pattern graphs
while supporting local customization [10]. Other works leverage
graph neural networks in distributed settings; for instance, FLAGCN
introduces asynchronous graph convolutional updates, while semi-
decentralized STGNN training partitions computation across edge
cloudlets to balance scalability, accuracy, and privacy [9, 25].
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Building on these directions, our contributions tackle two re-
maining gaps: First, Ozeki et al. [13] proposed a region-neutral
forecasting framework that eliminates the need for re-training
when deployed in unseen cities. By disentangling region-specific
and region-agnostic features via a variational autoencoder and
embedding them within a graph neural backbone, this “one-model-
fits-all” design achieves robust generalization across diverse urban
contexts. Second, Ozeki et al. [14] introduced CC-Net, a federated
architecture that embeds privacy protection at its core. Unlike con-
ventional FL, CC-Net clusters clients by model similarity, applies
local contrastive learning to mitigate imbalance, and is resilient to
membership inference attacks. It has been verified that CC-Net not
only preserves privacy but also improves accuracy beyond existing
FL baselines.

5 Discussion

As we can see from the previous work, our vision presented in
Chapter 3 appears feasible, as many of the challenges have already
been addressed at least partially. However, there remains a gap
that needs to be addressed through further research and engineer-
ing to fully enable effective and efficient crowd management in
smart cities. In the following, we highlight the challenges in data
representation, data quality, and city data platforms.

Data representation. Crowd sensing data can be represented in
many ways, and the choice of sensing technology or L1 prepro-
cessing pipeline often leads to variations in both feature sets and
underlying distributions. For instance, one city may rely on WiFi
sensing, while another uses LiDAR scans. Even within the same
modality, differences in sensor density, placement, and calibration
can introduce significant distributional shifts. Such heterogeneity
hinders the effectiveness of federated learning (FL), as local models
trained on non-aligned features or imbalanced data may contribute
poorly to global aggregation, leading to degraded performance
and biased outcomes across cities. FL paradigms provide different
ways to cope with these challenges. Horizontal FL is suitable when
cities collect similar features but from different populations, while
vertical FL enables collaboration when overlapping populations
are described by distinct features. In more complex and realistic
scenarios, however, both the feature spaces and user populations
may differ, making knowledge sharing far more challenging as het-
erogeneity arises across all dimensions. To address this challenge,
we propose to normalize the crowd monitoring data so that it be-
comes comparable between locations and different cities on three
dimensions: Crowdedness, Location and Time.

For measuring crowdedness, a straightforward representation
would be the absolute number of people. However, some sensing
technologies do not capture all individuals but only a subset (e.g.,
those carrying a WiFi device that has sent a probe, or citizens do-
nating a GPS trajectory in a bicycle traffic collection campaign).
Furthermore, the perceived crowdedness depends not only on the
number of people present but also on the characteristics of the
location (narrow, confined spaces vs. open areas). Therefore, we
propose developing a categorical metric for "crowdedness" (e.g.,
low, medium, crowded, over-crowded) that should be standardized
across cities. By doing this, we can homogenize information from
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different sensor systems into a comparable representation. Regard-
ing the location, one of these two representations are suited for the
application: (i) Semantic spatial model with named locations (POIs):
The relevant locations are represented as nodes in a spatial graph,
crowd information is associated with these nodes. The graph cap-
tures distances and connections between locations. (ii) Normalized
grid cells: Space is represented in grid cells (e.g, 100x100 meters),
crowd information is associated with grid cells. However, it should
be the same model within the same federation. In terms of time,
the size of the smallest useful time window should be defined (e.g.,
10 minutes). If data is needed in larger aggregations, these can be
easily computed as long as they can be represented as multiples of
the smallest time window.

Data quality. One could argue that data heterogeneity must not
be a problem if we only rely on one sensor technology. However,
each choice in this context may entail significant drawbacks, as you
can see in Table 1 where we rated the criteria from Section 2 for
some of the popular data sources for crowd management. Camera-
based systems are cost-effective but offer high counting accuracy
only in good lighting and have medium to high liability due to video
evidence. However, they raise privacy concerns and affect public
behavior which limits the deployment in public places. LIDAR
systems, while more expensive, provide better counting accuracy
regardless of lighting and improved privacy since they collect point
clouds. WiFi sensing is low-cost with medium to high coverage but
has lower counting accuracy and liability. Cellular Data depends on
mobile phone signals from cellular providers, which can be costly
to acquire and potentially lead to distorted data in overcrowded
situations. This reliance also limits technical sovereignty, as crowd
management effectiveness depends on the provider’s data avail-
ability. As we can see, no single technology provides crowd data
of sufficient quality. Therefore, we conclude that reliable and cost-
effective crowd management will inevitably require a combination
of different sensing technologies, which can be used to compensate
or calibrate the various signals.

City Data Platforms. Even if the challenge of data quality can be
addressed through intelligent combinations of technologies to pro-
duce homogenized crowd monitoring data, a data platform is still
required to manage this data both within individual cities and across
multiple cities. Developing a city data platform as an open-source
platform holds significant value from both technological and social
perspectives. By making the underlying architecture and inter-
faces publicly available, interoperability across different cities can
be ensured, preventing vendor lock-in and enabling cost-effective
deployment even in smaller cities. Open sourcing also enhances
transparency and accountability, as anyone can inspect how urban
data is collected, processed, and utilized. It not only reduces devel-
opment and maintenance costs but also promotes sustainable urban
management. Finally, open-source platform initiatives contribute
to global standardization and research advancement by aligning
with international frameworks such as FIWARE and ISO/IEC Smart
City standards. Another example is Civitas Core?, a collaboration

https://www.civitasconnect.digital/civitas-core/ (Accessed Online: 2025-10-03, in
German)
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Table 1: Comparison of sample sensing technologies based on key criteria

Criteria Camera LiDAR WiFi Sensing Cellular Data
Cost Low Medium-High Low Medium-High
DQ: Counting Accuracy Medium High Low Medium
DQ: Spatial Coverage Medium Medium Medium-High High

DQ: Timeliness High High Medium-High Low
Liability Medium-High Medium Low Low
(Perceived) Privacy Low High Medium-High Medium-High
Technical Sovereignty High High Medium-High Low

of multiple German cities. We aim to integrate our concepts into
such data platforms.

6 Conclusion

In this paper, we discussed the challenges of federated crowd man-
agement and proposed a federated learning—based framework con-
cept for smart cities that integrates the entire cycle from sensing
and processing to action. By enabling knowledge and model sharing
across cities, the proposed approach has the potential to reduce
deployment costs and shorten the training period for new imple-
mentations. As future work, we plan to conduct real-world demon-
strations in cities in Japan and Germany to further enhance the
framework’s capabilities in integrating heterogeneous sensing data
and ensuring privacy-preserving learning, ultimately aiming to
incorporate these concepts into open-source urban data platforms.
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