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Abstract

This study examines how ecthical standards established by stakeholders such as developers and policymakers provide
top-down guidance aligned with deontological ethics or utilitarian goals. It also highlights a complementary bottom-
up approach, rooted in virtue ethics, in which individuals engage in ethical deliberations shaped by their moral values.
Both approaches have limitations, and, at times, ethical standards can clash with moral values, thus blurring lines of
responsibilities. Deontological principles may offer a structured framework, but often lack adaptability to diverse cultural
contexts; bottom-up approaches foster intrinsic moral intentions, but universal applicability may be challenging, thus rais-
ing moral dilemmas. Through a theoretical literature review, this study explains how different ontological and normative
ethical perceptions lead to moral dilemmas in various Al application scenarios (e.g., algorithmically managed platforms,
crime detection systems, medical Al assistants). It addresses top-down and bottom-up approaches that may help account
for moral dilemmas ethically. The study discusses the balance between top-down regulatory frameworks and bottom-up
community-driven ethics to navigate the complex ethical landscape of Al applications, whose increasing capabilities
alter expectations of Al’s agency and morality. This study calls for holistic and multi-objective ethical frameworks that
incorporate diverse normative ethical perspectives and recognizes context-specific ontologies throughout the Al lifecycle.
It emphasizes a nuanced and context-specific combination of top-down standards (e.g., regulatory oversight, clear guide-
lines) and bottom-up fostering of moral values (e.g., by improving ethical knowledge). This tailored and ongoing reflection
of ethical standards and moral values accounts for an ethical development, deployment, and utilization of Al technologies.

Keywords Literature review - Al ethics - Al governance - Normative ethics

Introduction

Artificial intelligence (AI) technologies have advanced
from simple rule-based systems into complex models that
inform, predict, and guide decisions (Berente et al., 2019;
Dwivedi et al., 2021). These changes in Al capabilities have
shifted the traditional power dynamics between humans and
machines, moving Al from a subordinated role to one of
autonomy (Giermindl et al., 2022; Maedche et al., 2019).
With Al increasingly integrated into society and business,
it is essential to consider ethical standards such as fair-
ness, accountability, and transparency to ensure that Al
is designed, deployed, and used responsibly (Aslan et al.,
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2022; Mirbabaie et al., 2022). While fairness, accountabil-
ity, and transparency are often framed as values, Winfield
(2019) suggests it is useful to approach them through the
lens of “ethical standards,” as these standards encompass
shared norms and formalized principles of core ethical
values developed through consensus among various stake-
holders—developers, organizational managers, govern-
mental representatives, market parties, and so on—"to, at
best remove, hopefully reduce, or at very least highlight the
potential for unethical impacts of consequences” of using
Al (Winfield, 2019, p. 46). Even though the diversity of
moral values among stakeholders poses challenges to estab-
lishing clear ethical standards (e.g., Badea & Artus, 2022;
Telkamp & Anderson, 2022), these standards provide guid-
ance within specific communities to help determine ethi-
cally responsible behaviors in contexts involving Al (Siau
& Wang, 2020). This top-down approach to ethics, closely
related to deontological ethics, relies on principles rooted
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in duty, norm compliance, and obligation (Millar, 2016;
Swanepoel, 2021; Unver, 2023).

Conversely, a complementary bottom-up approach allows
individuals to engage in ethical deliberation informed by
personal experiences and societal influences (Roberts &
Montoya, 2022). This bottom-up approach draws on virtue
ethics, where an individual’s moral convictions are shaped
by cultural, religious, societal, and philosophical opinions
and are cultivated through intrinsic virtues such as justice,
courage, temperance, and prudence (Graff, 2024; Neubert
& Montafiez, 2020), enabling individuals to either con-
form with or diverge from established standards (Bogosian,
2017).

Both the top-down implementation of ethical standards
(deontology) and bottom-up acquisition of moral values
(virtue ethics) have inherent limitations. While bottom-
up learning risks unintentionally generalizing examples in
undesired ways, top-down standards, because they depend
on stakeholder consensus within specific communities, may
fail to address complex situations (Constantinescu et al.,
2021; Graff, 2024; Meijer et al., 2023). Additionally, the
unsupervised learning capacities of Al result in Al increas-
ingly adapts based on user data and feedback, reflecting
user values and virtues, besides adhering to given ethical
principles by design (Etzioni & Etzioni, 2017; Greene et al.,
2023; Peters et al., 2020). This user feedback-based ethical
sense-making contrasts with traditional, top-down ethical
standards, underscoring the need for flexible ethical frame-
works that account for diverse moral inputs (Siau & Wang,
2020).

The IEEE 7000 standards initiative, which brought
together experts from various cultures and professional
backgrounds, emphasizes the importance of integrating
local ethical traditions when establishing Al ethics stan-
dards, reflecting a variety of normative ethical approaches,
including deontology, virtue ethics, and utilitarianism
(Spiekermann, 2021). The alignment of ethical standards
and individual moral values are increasingly seen as essen-
tial for mitigating moral dilemmas in Al use (e.g., Bankins
& Formosa, 2023; Buhmann & Fieseler, 2023; Hagendorff,
2020; Rodgers et al., 2023). Absent alignment, ethical stan-
dards may not be socially accepted and may give rise to
conflicts in value (Buruk et al., 2020; Cérdova & Vicari,
2022). Ethical standards can serve as guiding principles for
determining responsible behavior and making subsequent
judgments, but they also may clash with individuals’ behav-
ior with respect to moral blame for wrongdoing (McDon-
ald & Pan, 2020). Some scholars argue that the primary
object should not revolve solely around alignment, as this
approach imposes limitations by setting a minimum thresh-
old for acceptable ethical standards, potentially lagging
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behind higher moral values of individuals (Constantinescu
et al., 2021; Meijer et al., 2023).

Hence, there is a need to increase our understanding of
the interplay between ethical standards and moral values
within human-Al interaction by developing ethical frame-
works that adhere to several normative ethical theories
(Wickson & Forsberg, 2015). While there has been some
valuable research on different normative ethical theories
in the context of human-AlI interaction (e.g., Heyder et al.,
2023; Serafimova, 2020; Telkamp & Anderson, 2022), fur-
ther investigations are required for a deeper analysis of how
ethical standards can either strengthen or impair moral val-
ues and vice versa, and how this may lead to moral dilemmas
in organizations. Particularly, sociotechnical systems (STS)
can be a useful framework as it views organizations as inte-
grated systems where social entities (like people, roles, and
culture) and technical elements (like tools, processes, and
technologies) interact closely and shape one another, sch as
moral values shape ethical standards and vice versa. Based
on a systematic literature review, this work aims to answer
the following research question is: How can normative ethi-
cal theories help explain the relationship between ethical
standards and moral values in human interaction with Al
technologies?"

This study offers a comprehensive analysis of how ethi-
cal standards can either bolster or undermine moral values
within organizations and, conversely, how these dynamics
can impact the ethical design, deployment and outcomes of
Al technologies. In doing so, this work explains how and
why moral dilemmas may arise when humans interact with
Al technologies according to their different ontological and
normative ethical assumptions and further examines the
underlying top-down and bottom-up approaches that may
help account for those conflicts.

Integrating normative ethics in
sociotechnical systems: the interplay of
moral values and ethical standards

This section describes how different normative ethical
approaches shape human-Al interactions in organizations as
STS. The sociotechnical perspective highlights interdepen-
dencies among human users, Al technologies, and broader
organizational entities (e.g., stakeholders, societal, norms,

! This study uses the term “Al technologies” more broadly to refer to
any technological artifact with Al whose action may have normatively
relevant consequences. This includes specific types of Al technolo-
gies, such as autonomous vehicles. Although not all findings about one
technology apply to others, this study aggregates findings regarding
various Al technologies being applied in different domains and ethi-
cal contexts, as an overly focused discussion could inadvertently omit
crucial aspects of responsible Al usage and outcomes.
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and regulation). Building upon Leonardi’s (2012) conceptu-
alization of STS, the interaction between Al and human users
can be understood as sociomaterial entanglement of the
material entity (Al technology) and the social entity (human
user). The social subsystem consists of additional organiza-
tional stakeholders, processes, norms, and values that fur-
ther shape human-Al interactions, influencing perceptions
of ethical or unethical behavior (Cecez-Kecmanovic et al.,
2014). The three main ethical approaches, deontology, vir-
tue ethics, and utilitarianism, may explain different assump-
tions regarding ethical or non-ethical behavior (Bankins &
Formosa, 2023; Bilal et al., 2021). The following sections
describe how these ethical approaches manifest within STS.

How ontological frameworks impact normative
ethical perceptions

Ontology, the philosophical study of being, provides frame-
works to understand the fundamental nature, properties,
and relationships of entities within an STS, including mate-
rial and social entities, their agency, their actions, and the
outcomes of the sociomaterial entanglement (Orlikowski,
2010). The environment—with its actors, objects, and arti-
facts (i.e., social subsystem)—creates different realities
regarding ethical Al design, deployment, and usage and,
thus, determining the ontology (Cunneen et al., 2019). This,
in turn, influences our understanding of what ethical stan-
dards and moral values might be deemed appropriate.
Relational and substantial ontologies are typical of the
ontological frameworks that have been discussed within the
sociomateriality and STS literature (Cecez-Kecmanovic et
al., 2014;). Relational ontology posits that entities do not
have intrinsic properties independent of their relations with
other entities (Barad, 2003; Latour, 1992), whereas substan-
tial ontology posits that entities have an independent and
intrinsic existence that is characterized by stable properties
(Faulkner & Runde, 2010; Mutch, 2013). In the context of
human-AI interaction, relational ontology suggests that the
nature and behavior of both humans and Al systems are
shaped by their dynamics, and that their roles are co-con-
structed through the sociomaterial entanglement (Heyder et
al., 2023). In comparison, substantial ontology would treat
Al technologies and humans as distinct entities with inher-
ent characteristics that do not change (Heyder et al., 2023).
Ontological frameworks lead to varying ethical priori-
ties among stakeholders within an STS, such as managers,
developers, politicians, and users. They may have conflict-
ing views regarding necessary ethical standards given their
heterogeneous underlying ontological frameworks. These
different ontological frameworks can lead to varied prefer-
ences for ethically designed Al technologies (Kieslich et al.,
2022), thereby shaping perceptions about accountability as

a societal normative obligation for dealing with unintended
outcomes of human-Al interaction (Horneber & Laumer,
2023; Novelli et al., 2023). Cunneen et al. (2019) argue
that the analysis of ontology must precede ethical analy-
sis. In Sect. 4, this study outlines the different ontological
frameworks that guide normative ethical perceptions in the
reviewed literature.

How moral values shape agency within the
entanglement

Within STS, human agency (social entity), characterized by
intentions and behavioral maxims, governs how individu-
als respond to technologies (Leonardi, 2012). This agency
is shaped by people’s ethical ideology, moral values, and
responsibility perceptions, which are grounded in virtue
ethics (Constantinescu et al., 2021). Consequently, people
can decide to adhere to their moral values (virtue ethics),
pursue their personal goals (utilitarianism), or comply with
regulatory frameworks and ethical standards (deontology)
(Heyder et al., 2023; Swanepoel, 2021). Human agency,
thereby, reflects the interplay between internal moral values
and external normative influences.

Al, in contrast, lacks intrinsic moral considerations.
The agency of the Al technology (material entity) can be
described as “the way objects act when humans provoke
it” (Leonardi, 2012, p. 37), influenced primarily by given
design principles and pre-defined parameters of AI mod-
els (Shneiderman, 2020). While some scholars argue that
this can be mainly linked to deontology (e.g., Heyder et al.,
2023; Hooker & Kim, 2018), Yu et al. (2021) contend that
the adoption of Al’s agency is based on hedonic principles
(utilitarianism). This implies that Al is programmed to
maximize outputs, resulting in people delegating more tasks
to Al technologies with significant social consequences.
Others argue that Al can, to a limited extent, reflect human
moral behavior in line with people’s virtue ethics, extending
beyond ethical standards; this results from Al technologies’
abilities to learn from human data inputs (e.g., Etzioni &
Etzioni, 2017; Moor, 2006). Even though Al can process
data that involves moral considerations of users, it does not
possess an understanding of moral values similar to human
agency.

Thus, people have the free will to decide according to
their moral values as moral agents (Coeckelbergh, 2020),
but Al lacks moral agency—"“a computationally correct
answer is not a moral outcome” (Puri, 2020, p. 52). In
Sect. 4, this study analyses the impact of moral values on Al
and human agency in the reviewed literature.

@ Springer
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How ethical standards from the social subsystem
guide entities

With respect to deontology, ethical standards are established
by various stakeholders—such as developers, managers,
and policymakers—within what Leonardi (2012) terms the
social subsystem. Ethical standards serve as design guide-
lines for Al technologies to perform certain tasks within
legal frameworks; they can also help with people’s per-
ceptions of what is “right” or “wrong,” thus guiding their
decisions and leading to more ethical Al use (Behdadi &
Munthe, 2020; Champagne & Tonkens, 2023).

Guiding human users is required because moral agency
alone does not ensure ethical behavior (Reynolds & Ceranic,
2007). People may misuse Al for personal gain or encoun-
ter moral dilemmas due to conflicting values (Lee, 2018;
Mayer et al., 2020). In such cases, the presence of moral
agency alone is insufficient to prevent unethical behavior,
and ethical standards become essential. Robust ethical stan-
dards are required to ensure a responsible sociomaterial
entanglement. For human users, ecthical standards can cul-
tivate moral awareness and promote ethical behavior. For
Al technologies, ethical standards involve testing for biases,
ensuring transparency, and establishing mechanisms to
respect privacy and attribute accountability to those respon-
sible for Al-driven actions. Some researchers, therefore,
refer to an artificial moral agency that differs from tradi-
tional human agency and that is further limited and guided
by human moral agency (e.g., Behdadi & Munthe, 2020;
Tigard, 2021). In Sect. 4, this study analyses the impact of
ethical standards on Al and human agency in the reviewed
literature.

How Top-down and Bottom-up approaches interlock

A holistic approach to ethical human-Al interaction requires
combining top-down establishment of ethical standards and
norms (e.g., laws and governance guidelines) with bottom-
up integration of societal values reflecting diverse moral
communities.

Al adhering strictly to pre-defined ethical standards
(deontology) may be limited by the ethical understanding
of individual developers (virtue ethics of a single com-
munity) and could cause more harm than if an Al were to
learn ethical reasoning from the collective input of diverse
human users with varying moral perceptions (collective
virtue ethics). Top-down ethical standards, like regulations
or utilitarian principles for Al design, provide a necessary
starting point but establish limited legal boundaries (Hagen-
dorff, 2020; Hawkins & Mittelstadt, 2023). Incorporating
Aristotle’s concept of dianoetic virtues (i.e., learnable intel-
lectual and moral excellence) and practical wisdom into Al

@ Springer

can help to consider specific situational and circumstantial
elements that influence moral behavior (i.e., the context of
action) (Constantinescu et al., 2021). This method allows Al
technologies to evolve and adapt based on real-world inputs
and societal feedback, ensuring that the ethical reasoning
embedded within these systems reflects a broader spectrum
of moral values and perspectives (Cook, 2023; Etzioni &
Etzioni, 2017; Saariluoma & Leikas, 2020).

Integrating top-down and bottom-up approaches can lead
to human-Al interactions that are more ethical than if devel-
opers were to embed single principles in Al design (Cook,
2023; Saariluoma & Leikas, 2020). Such dual approaches
enable a balance between standard ethical guidelines and
adaptable, context-sensitive Al behavior that reflects diverse
moral perspectives within the sociomaterial entanglement.
This, in turn, may influence future Al regulations, thereby
impacting the social subsystem with its top-down, deonto-
logical approaches. It is crucial to recognize different moral
communities with unique ethical identities—not only for
guiding human users but also for guiding Al design (Bryson,
2018; Champagne & Tonkens, 2023; Horvath, 2022).

In Sect. 4, this study shows how top-down regulatory
frameworks are combined with bottom-up moral values in
the literature to handle complex moral dilemmas.

Method

This study uses a theoretical literature to identify, describe,
and reconfigure relevant findings into a novel framework
(Paré et al., 2015). The initial search, conducted in Octo-
ber 2023 and updated in March 2024, followed a systematic
procedure recommended by Templier and Paré (2018).

Literature Search

This study assessed five databases that index scientific pub-
lications relevant to our review to ensure broad coverage
of literature: ACM Digital Library, AIS Electronic Library,
Business Source Complete, Science Direct, and Web of Sci-
ence. The search query for title, abstracts, and keywords—
if available—was: (“human-AI”) AND (“ethic*” OR
“moral*”’) AND (“standards” OR “principles” OR “norms”
OR “guidelines” OR “values” OR “conflict” or “dilemma”).
The final search yielded 2,161 overall hits and 2,090 unique
hits after the elimination of 71 duplicates.

Literature selection and format screening
This study conducted a format screening based on format

exclusion criteria as outlined in Appendix I. Whenever
possible, these criteria were applied using database filter
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options. As a result, 653 articles were removed during for-
mat screening, leaving 1,437 articles.

Quality assessment

Quality was assessed based on articles having been pub-
lished in outlets within the Harzing Ranking (Harzing, 2005;
Mingers & Harzing, 2007) and the VHB JOURQUAL-3
Ranking (VHB, 2015). Given the focus on the two domains
ethics and Al, this study further included articles published
in Al- or ethics-related outlets, even if they were not part of
the VHB JOURQUAL-3 Ranking (see Appendix II). Conse-
quently, 1,009 articles were removed, leaving 428 articles.

Relevance screening and data extraction

Data were extracted only from relevant articles. The rel-
evance screening was conducted through a full-text assess-
ment based on three criteria (see Appendix III). That
eliminated 402 articles, leaving 26 articles in the final sam-
ple (see Appendix IV). The final sample was imported into
the software MAXQDA for qualitative analysis.

Data analysis

This study developed a coding scheme for qualitative analy-
sis, following Mayring (2014). Deductive coding following
a coding scheme with definitions for codes, coding rules,
and anchored examples was used to structure the content
of relevant articles along the constructs of the theoretical
background (Mayring, 2014, pp. 95-98). This was used to
code ontological frameworks, normative ethical theories,
and top-down and bottom-up approaches linked to ethical
standards and moral values. In addition, inductive coding
was used to code agency expectations and possible path-
ways to balance bottom-up and top-down approaches for an
ethical Al design, deployment, and utilization. A snapshot
of coding is given in Appendix V.

Results

The analysis reveals that different expectations about
embedding moral values in Al stems from distinct ontologi-
cal frameworks. Section 4.1 examines these frameworks
leading to different moral agency expectations. Section 4.2
analyzes the reasons behind the occurrence of moral dilem-
mas. Section 4.3 delineates seven real-world examples with
context-specific analyses. Section 4.4 presents pathways for
balancing top-down approaches with bottom-up approaches.

Ontological frameworks form moral agency
expectations

The reviewed literature reveals that different ontological
frameworks shape perceptions of ethics in Al.

Al agency is determined by STS entities

Within the analyzed literature, it becomes evident that Al’s
agency is described primarily through its level of abilities
(e.g., cognitive abilities) and performance (e.g., accuracy).
For instance, Fernandes et al. (2020) and Ibanez and Olmeda
(2022) define agency via the performance level of Al tech-
nologies compared to humans, noting that people can make
errors due to tiredness and that Al can analyze larger quanti-
ties of data in less time. However, they note that Al lacks
emotional intelligence, as it lacks the personal and cultural
experiences essential for adapting to unforeseen situations.
Thus, while human agency is based on inherent values (sub-
stantial ontology), Al’s agency is determined externally by
design guidelines, data, and functions (relational ontology)
(Cunneen et al., 2019).

Human agency affected by Al

As Endacott and Leonardi (2022, p. 465) illustrate, “Al
[communication technologies] that are configured to oper-
ate autonomously not only make decisions about commu-
nication, but act on them. For example, they do not just
determine whom to invite to a particular meeting, when to
invite them, how long the meeting should be, and through
what communication channel the meeting should occur,
but they can also proceed to invite the attendees. When Al
[communication technologies] act autonomously the princi-
pal loses a certain degree of control over the communication
environment.” Hence, advances in Al technologies impact
the sociomaterial entanglement and, consequently, human
agency, which can be linked to relational ontology when
considering how human agency is affected by Al.

Misleading perceptions and errors within normative spaces

Misinterpretations of Al’s agency, stemming from differ-
ing ontological views, can lead to normative errors. Badea
and Artus (2022) identify two types of mistakes: instru-
mental (fact-based errors due to flawed data or processes)
and intention mistakes (ethical errors tied to developers’
assumptions). Hence, the agency of Al is fundamentally
shaped by the distinct nature of humans as social beings
(relational ontology), forming their perceptions of humans
compared to Al’s unique characteristics and capabilities.
Zhang et al. (2021) illustrate how participants perceive Al

@ Springer
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as inherently utilitarian, believing Al maximizes collective
welfare, which illustrates intention mistakes. Similarly, Gir-
oux et al. (2022) show that anthropomorphizing Al may lead
people to attribute moral agency to it mistakenly, resulting
in intention mistakes. In contrast, instrumental mistakes in
Al arise when biased datasets lead to skewed outcomes,
causing moral concerns despite perceptions that Al operates
neutrally (Hong et al., 2020; Ratoff, 2021). People fail to
differentiate between Al and human agency, leading to nor-
mative errors.

Different ontological frameworks determine Al's morality
and legal status

While people can act according to common-sense moral-
ity—either through learning from environmental inter-
actions or their own pro-moral motivation (substantial
ontology)—AlI’s abilities to acquire pro-moral motiva-
tions may be limited to its programming to adapt to users’
responses (relational ontology) (Ratoff, 2021). Ratoff (2021)
argues that the continuous cognitive process of hypotheses
generation, prediction, and error correction may enable Al
technologies to align with human values. Thereby, Al repli-
cates, to some extent, ethical reasoning via predictive pro-
cessing models, potentially granting it some form of moral
agency, which may endow these technologies with a legal
status (Dahiyat, 2021). This would represent a substantial
ontological framework, which raises the critical question
posed by Dahiyat (2021, p. 67): “At what point or degree
of autonomy and sophistication would an agent acquire per-
sonality?” The legal status of Al technologies and respon-
sibility for their actions and decisions may depend on the
degree of agency attributed to them as material entities in
contrast to human ones (substantial vs. relational ontology).

Why moral dilemmas arise

The review identifies several reasons for moral dilemmas
arising from the mismatch between ethical standards and
moral values in Al design, deployment, and usage.

Moral dilemmas linked to perceptions of Al's agency

Users’ perceptions of Al’s moral agency can reduce per-
sonal accountability because of lower moral intensity on an
ethical issue when Al systems perform tasks autonomously
(Ebrahimi & Hassanein, 2021; Telkamp & Anderson, 2022;
Zhang et al., 2021). According to Dahiyat (2021, p. 60),
“intelligent software agents are capable of independent
action rather than merely following instructions. [...]. This
is why difficulties arise in deciding who should be respon-
sible for the actions and mistakes such agents make.”. The
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author argues that ‘one-size-fits-all’ regulation that does not
recognize differences in Al’s agency and users’ correspond-
ing perceptions can lead to a gap between legal standards
(deontology) and responsibility practices (virtue ethics)
(Dahiyat, 2021).

Moral dilemmas linked to different moral foundations

Ethical frameworks often emphasize principles like account-
ability and transparency, but Telkamp and Anderson (2022)
argue that different stakeholders may prioritize different
moral foundations, resulting in diverse judgments about
the same Al-driven decision, wherefore Al systems often
involve trade-offs between competing moral foundations
(Telkamp & Anderson, 2022). Badea and Artus (2022, p. 3)
argue that “[i]t is in principle impossible to specify any rule
in such a way that it cannot be misinterpreted and what we
mean by a rule can never be unambiguously represented.”
They build upon Wittgenstein’s (1918) Tractatus logico-
philosophicus® and describe this issue as the “interpreta-
tion problem,” where abstract language fails to capture the
complexity of real-world ethical concerns. These challenges
demonstrate a gap between standard ethical frameworks and
the diverse moral values of stakeholders.

Moral dilemmas linked to different moral maxims

Another potential source of moral dilemmas lies in striking a
balance between strong regulation of Al, which may reduce
users’ motivation to adopt it, and weak regulation that fosters
Al innovations that in the long term might maximize over-
all good but may comprise data privacy and risks misuse
by malicious entities (Fernandes et al., 2020; Ratoff, 2021).
Fernandes et al. (2020) argue that strong regulation could
mandate Al technologies to adhere to utilitarian principles
(utilitarianism), potentially conflicting with users’ interests
(virtue ethics). Conversely, a lack of regulation could spur
innovation but also invade privacy issues, prompting non-
Al adopters to demand stricter regulation (deontology).
Thus, finding ethical standards that balance user preferences
(related to their moral values) is a challenge.

Moral dilemmas linked to the absence of holistic guidance
for different stakeholders that appear throughout Al’s
lifecycle

Another reason for moral dilemmas may stem from the
absence of clear operational guidelines for the different
roles of stakeholders being part of the Al lifecycle. For
instance, machine learning (ML) developers focus on data

2 Translated by David Pears and Brian McGuinness. London: Rout-
ledge, 1921.
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preparation and model training, with efforts centered on
developing de-biasing solutions (Gerdes, 2022). However,
their exposure to Al ethics beyond the technology’s design
phase is limited. In comparison, Ibafiez and Olmeda (2022)
found that managers rather focusing on norm-compliance
and guidelines for employees, while governmental repre-
sentatives focus on addressing unintended consequences for
society. End-users may rather be aware of potential discrim-
ination when using Al. Integrating ethics into Al technolo-
gies for all stakeholders throughout AI’s lifecycle requires
interdisciplinary approaches that consider relevant ethical
standards before, during, and after implementation, includ-
ing appropriate ethical measures (Gerdes, 2022).

Context-specific moral dilemmas: Understanding
the conflicts’ ontology

The review reveals that Al applications frequently generate
moral dilemmas, often unnoticed in daily life, beyond well-
known cases like the classical trolley problem of autono-
mous driving (Shank & Gott, 2020; Zhang et al., 2021).
Table 1 provides an overview of context-specific moral
dilemmas, showing how differing ontological views on Al
and human agency shape perceptions and ethical conflicts.

Managing ethical Human-Al interaction

The review outlines three pathways for integrating top-
down standards with bottom-up values:

Clarifying misperceptions of Al’s (moral) agency

There is a need to address misleading human perceptions
of AI’s moral agency through training and standardized Al
contracts. Despite Al technologies lacking moral agency
in the way humans possess it, people often ascribe some
level of morality to these machines (Ratoff, 2021). Zhang
et al. (2021) emphasize the importance of aligning Al’s
role with human ethical expectations to prevent misleading
perceptions and ensure responsible integration into society.
Dahiyat (2021) further suggests standardized Al contracts
to ensure that Al acts according to different people’s will to
increase user information on legal statuses and responsibili-
ties when interacting with these systems. Ibafiez and Olm-
eda (2022) recommend organizations to consider the entire
lifecycle of Al technologies when providing ethical training
for several stakeholders. Also, Wang et al. (2020) propose
robust data governance frameworks to increase compliance
with existing regulations.

Incorporating virtue ethics into the Al design and
implementation

Badea and Artus (2022) argue that virtue ethics should be
embedded into Al technologies using game theory logic
to interpret given standards through external moral values.
Similar to games, rules as ethical standards can establish a
normative space of possibilities in which players interpret
rules differently and make various decisions to achieve their
individual moral objectives, which creates relational moral
values such as “being trusted” (virtue ethics)., extending
mere principles of trustworthiness principles (deontol-
ogy). Gerdes (2022) suggests another approach involving
user-centered and participatory design methods to integrate
domain-specific values into Al design. This approach builds
on Friedman et al.’s (2017) idea of value-sensitive design,
which aims to involve interdisciplinary stakeholders at vari-
ous levels (conceptual, empirical, technical) of Al design to
translate moral values (virtue ethics) into technically realiz-
able design requirements. La Fors et al. (2019) further sup-
port this by advocating for a holistic approach that considers
the entire lifecycle of Al technologies and involves diverse
stakeholders.

Introducing regulatory oversights and multi-objective
accountability

Ratoff et al. (2021) and Telkamp and Anderson (2022) high-
light the need for regulatory frameworks to ensure the ethi-
cal development and use of Al technologies. Both articles
argue that there is no ‘one-size-fits-all” approach, as the per-
ceptions of Al ethics vary across different contexts. Given
the value-laden nature of Al, it is crucial to integrate mul-
tiple moral perspectives to create systems perceived as ethi-
cal across various cultural settings and application scenarios
(Telkamp & Anderson, 2022). For instance, Ebina and Kinjo
(2021) demonstrate that different countries favor different
normative ethical approaches. The authors integrate three
different types of social welfare functions—Bentham’s,
Nash’s, and Rawl’s type—into an automatic control model
for optimal driving behavior within the context of auton-
omous vehicles to determine inequality aversion. Their
findings indicate that while Bentham’s type, which aligns
with utilitarianism by saving as many people as possible,
is preferred in the United States, Canada, Australia, and
some Western European countries, African and Asian coun-
tries favor settings where the autonomous vehicle adheres
to given rules, reflecting a deontological approach. Multi-
objective approaches that share common defining charac-
teristics of different ethical frameworks (e.g., utilitarian and
deontological ones) may help to align Al decision-making
standards more closely with human values, enabling better

@ Springer
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iIscussion

management of multiple conflicting objectives (Vamplew
et al., 2018). Such regulatory frameworks would identify

moral thresholds so that Al developers and organizations are
compelled to focus on creating Al that makes decisions that
are not only logical but also morally understandable and do

not deviate from human moral standards (Hong et al., 2020;

Ratoff, 2021).
This section provides theoretical and practical contributions.

Theoretical contributions

D

along the entities of an STS, following the conceptualiza-
tion of Leonardi (2012), illustrating its appropriateness
in explaining the interplay between ethical standards and

Beginning with the positive influence of moral values
(arising from the social subsystem) on ethical standards
(guiding the sociomaterial entanglement): Certain work
practices within the social subsystem, such as specific data
preparation rules developed by Al designers based on their

moral values.
moral values, can be perceived as ethical by others, resulting

in their adoption as best practices and thus guiding socioma-
terial entanglement and transforming into broader ethical

This work structures the findings of the reviewed literature
standards (e.g., Gerdes, 2022). This carries the risk, though,

pringer

s

attempts to integrate moral values of various stakeholders
from the social subsystem into the design of Al technologies
through user-centered and participatory methods ensure that
ethical standards are better aligned with societal values (e.g.,
sentatives can make it challenging to develop universally
applicable normative structures, resulting in value-laden
off, 2021). This becomes evident when the ethical standards
derived from one specific social subsystem, with its unique
normative structure, are used to guide the sociomaterial
entanglement between humans and Al that are embedded

Continuing with the positive influence of ethical stan-
dards (in Al technologies as material entities) on moral

within another normative structure.
values (of human users as social entities): High ethical

standards in Al technologies can prevent the dehumaniza-
tion of individuals, ensuring— by recognizing and respect-

of unintentionally generalizing best practice examples in
undesired ways (Constantinescu et al., 2021). Furthermore,
Badea & Artus, 2022; Gerdes, 2022; La Fors et al., 2019).
However, embedded moral values of organizational repre-
ethical principles (Badea & Artus, 2022; Martin, 2019; Rat-
ing human dignity and the worth of every person (Fritts
& Cabrera, 2021)—that people are not treated merely as
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a means to an end, reflecting Kantian ethics (Kant, 1991).
Ethical standards from the social subsystem can positively
influence the moral values of users, as regulatory or organi-
zational guidelines can enhance moral recognition among
employees, fostering a sense of responsibility and ethical
conduct (Ebrahimi & Hassanein, 2021). Neglect of ethi-
cal standards by Al technologies can, paradoxically, also
foster moral values of users by motivating them to provide
explanations and apologies to those affected by wrong Al
decisions, thus reinforcing ethical reflection and moral
accountability (Endacott & Leonardi, 2022). Failures to
meet ethical standards in Al design can further exacerbate
negative moral outcomes.

Conversely, there can also be a negative influence of eth-
ical standards (from the social subsystem) on moral values
(of human users as social entities): Ethical standards from the
social subsystem can also adversely affect user moral values
as ethical frameworks often fail to accommodate fundamen-
tal disagreements about what constitutes ethical behavior
(Telkamp & Anderson, 2022). Given that ethical standards
are built through consensus, this approach imposes limita-
tions by setting a minimal threshold for acceptable ethical
standards, potentially lower than the higher moral values
of the individuals involved (Constantinescu et al., 2021;
Meijer et al., 2023). In addition, Al regulations that are too
strict and accompanied by harsh judgments from the social
subsystem can prompt the development of coping mecha-
nisms or a search for alternatives (Wu et al., 2020), such as
loopholes, ultimately resulting in a lack of willingness to
take responsibility (Shank & Gott, 2020). Thus, ethical stan-
dards may not capture the diverse and complex nature of
moral values from different stakeholders, potentially clash
with individuals’ moral blame behavior about wrongdoing
(McDonald & Pan, 2020). Thus, while top-down integration
of ethical standards through the social subsystem may work
well within one sociomaterial entanglement, it may not be
adequate within another entanglement.

When examining the negative influence of ethical stan-
dards (in Al technologies as material entities) on moral
values (of human users as social entities), it becomes
apparent that too much focus on certain ethical standards
can have unintended consequences. For instance, excessive
transparency in the mechanisms behind Al algorithms may
provoke opportunistic behavior among users if algorithms
are linked to financial benefits (Liu et al., 2021). Moreover,
Al technologies that adhere strictly to principles without
considering contextual nuances may undermine the exper-
tise and know-how of human users, which are crucial in
uncertain situations (Fritts & Cabrera, 2021; Lebovitz et al.,
2021). Therefore, while Al technologies designed with rigid
principles may be beneficial for some human users within
one sociomaterial entanglement, that rigidity could lead to

@ Springer

immoral behavior when the entanglement is within another
context.

Practical contributions
The findings offer three practical contributions.
Nuanced integration of both approaches

Developing hybrid approaches that effectively balance top-
down and bottom-up measures is essential to bridge gaps
between community-driven ethics and regulatory over-
sights. Measures should be complemented by educational
programs and user training - otherwise top-down regulations
risk alienating users (Endacott & Leonardi, 2022). Complex
or opaque Al contracts may discourage engagement, lead-
ing users to ignore them entirely, thereby exacerbating mis-
understandings about human-like Al systems.

Cultural and industrial contexts in Al applications matter

Balancing both approaches further requires careful consid-
eration of the specific ethical demands inherent to different
Al application contexts and cultural environments (Fritts &
Cabrera, 2021). The industry of application and the prevail-
ing cultural norms significantly influence ethical require-
ments, necessitating that Al practitioners address potential
conflicts between different cultural factors when imple-
menting Al technologies (Rhim et al., 2020). These conflicts
might arise between regulatory restrictions and bottom-up
approaches that alignment with the societal values of partic-
ular cultural communities (Fritts & Cabrera, 2021; Martin,
2019), wherefore recognizing ethical pluralism is crucial
(Dahiyat, 2021). There are instances when localized ethi-
cal considerations are required, creating a tension between
universal standards and community-driven ethics—such as
when comparing the use of Al in healthcare decisions to its
use in military applications.

Tailored steps for different stakeholders throughout the Al
lifecycle

Ethical Al design, deployment, and utilization necessitate
considering diverse stakeholders’ perspectives on ethical
Al practices at different stages of the Al lifecycle. Develop-
ers should integrate virtue ethics into Al models to align
with core societal values. Participatory design methods
and interdisciplinary stakeholder involvement are vital
bottom-up strategies to translate moral values into techni-
cally realizable design requirements (Badea & Artus, 2022;
Gerdes, 2022). Managers play a pivotal role in aligning Al
deployment objectives with corporate social responsibility
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(CSR) practices (Wang et al., 2020). Given the immaturity
of “responsible Al practices,” the establishment of Al eth-
ics advisory boards as a top-down measure is recommended
(Wang et al., 2020, p. 4966). End-users should actively
engage with Al providers by voicing concerns and sharing
experiences, informing bottom-up refinements to Al sys-
tems. Governments must implement top-down measures to
educate users about their rights.

Appendix |

Table I.1 gives an overview of the format screening.

Table I.2 Format screening

Conclusion

This study provides a comprehensive analysis of how ethi-
cal standards can either bolster or undermine moral values
within organizations, and how these dynamics influence
ethical Al design, deployment, and utilization. By exam-
ining the balance of top-down and bottom-up approaches,
the review highlights the need for tailored, context-specific
ethical frameworks.

Exclusion criteria Exclusion description

Eliminated articles

Non-scientific and non-peer-reviewed
articles
(n=437)

being peer-reviewed.
Incomplete articles
(n=60)

out full-text availability.

Non-English articles
(n=7)

Stand-alone literature reviews

(n=149) approach are excluded.

Gray literature, book chapters, book reviews, dissertations,
tutorials, bachelor’s or master’s theses, workshops, posters, AIS Electronic Library: 147 articles;
letter of editors, special issues, symposiums, talks, maga-

zine, and articles of non-scientific conferences. Articles not

Short papers or research-in-progress papers, extended
abstracts (articles with fewer than ten pages). Articles with- AIS Electronic Library: 17 articles;

Articles not completely written in English are excluded.

Standalone literature review papers following a systematic

ACM Digital Library: 123 articles;

Business Source Complete: 36 articles;
Science Direct: 25 articles;
Web of Science: 106 articles

ACM Digital Library: 2 articles;

Business Source Complete: 7 articles;
Science Direct: 3 articles;

Web of Science: 31 articles

ACM Digital Library: 1 article;

AIS Electronic Library: 0 articles;
Business Source Complete: 4 articles;
Science Direct: 1 article;

Web of Science: 1 article

ACM Digital Library: 8 articles;

AIS Electronic Library: 19 articles;
Business Source Complete: 34 articles;
Science Direct: 25 articles;

Web of Science: 63 articles

Total: 653 articles

Appendix i

Even though not being part of the VHB JOURQUAL-3 Rank-
ing, articles that have been published in the academic journals
or conferences that either refer to “Artificial Intelligence” or
“Ethics” in a technological context are included. These are:

e Artificial Intelligence and Law
e Al Communication
e Al Practitioners

e Computers and Education: Artificial Intelligence
Engineering Application of Artificial Intelligence
Journal of Experimental & Theoretical Artificial
Intelligence#

Artificial Intelligence in Medicine

Ethics and Information Technology

Science and Engineering Ethics

Al & Society

@ Springer
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Appendix IlI

Table II1.1 gives an overview of the relevance screening.

Table lll.3 Relevance Screening

Exclusion Eliminated articles

criteria

Exclusion description

No consider-
ations on both
standards and

Articles that did not contribute to the discussion on the interplay between ethical standards
and moral values (e.g., by analyzing moral dilemmas)—Dby either focusing solely on ethical
principles (e.g., Al regulation) or solely on moral perceptions (e.g., human virtues)—were

ACM Digital Library: 13 articles;
AIS Electronic Library: 1 article;
Business Source Complete: 96

values excluded. According to the manuscript, moral values represent personal beliefs about articles;

(n=177) what is “right” or “wrong,” shaped by an individual’s cultural, societal, or philosophical Science Direct: 34 articles;
influences, and rooted in virtues like justice, courage, and prudence. These values guide Web of Science: 34 articles
personal decision-making and actions. In comparison, ethical standards are formalized
principles or shared norms developed through consensus among stakeholders (e.g., devel-
opers, managers, policymakers) to ensure responsible behavior, especially in contexts like
Al These standards provide guidance on what is ethically acceptable, often aligning with
deontological ethics, which focuses on duty, norms, and compliance with regulations.

No Al Articles that did not mention Al technologies following the definition provided at the ACM Digital Library: 16 articles;

technologies  beginning of the Introduction as technologies that have evolved from simple rule-based AIS Electronic Library: 1 article;

(n=164) systems to complex models capable of informing, self-learning, predicting, and guiding Business Source Complete: 70
decisions and actions in various contexts, both professional and personal. articles;

Science Direct: 17 articles;
Web of Science: 60 articles

No human-Al Articles that did not consider the interaction between humans and Al following the idea ACM Digital Library: 3 articles;

interaction of the sociomaterial entanglement of Leonardi (2012)— by either focusing solely on the AIS Electronic Library: 0 articles;

focus technological artifact or solely on the management of human workers—were excluded. Business Source Complete: 52

(n=61) articles;

Science Direct: 2 articles;
Web of Science: 4 articles

Total: 402 articles

Appendix IV

Table IV.1 gives an overview of the final sample.

Table IV.4 Final Sample

Authors (Year) Title Outlet
Badea and Artus Morality, Machines, and the Interpretation Problem: A Value-based, Wittgensteinian Artificial Intelligence
(2022) Approach to Building Moral Agents

Cunneen et al. (2019)

Dahiyat (2021)

Artificial Driving Intelligence and Moral Agency: Examining the Decision Ontology
of Unavoidable Road Traffic Accidents through the Prism of the Trolley Dilemma

Law and Software Agents: Are They “Agents” by the Way?

Applied Artificial Intelligence

Artificial Intelligence and Law

Ebina and Kinjo Approaching the Social Dilemma of Autonomous Vehicles with a General Social Engineering Applications of
(2021) Welfare Function Artificial Intelligence
Ebrahimi and Has- Decisional Guidance for Detecting Discriminatory Data Analytics Recommendations  Information & Management
sanein (2021)

Endacott and Leon-  Artificial Intelligence and Impression Management: Consequences of Autonomous Human Communication
ardi (2022) Conversational Agents Communicating on One’s Behalf. Research

Fernandes et al. Norms for Beneficial Al: A Computational Analysis of the Societal Value Alignment Al Communication

(2020) Problem

Fritts and Cabrera Al Recruitment Algorithms and the Dehumanization Problem Ethics and Information
(2021) Technology

Gerdes (2022) A Participatory Data-centric Approach to Al Ethics by Design Applied Artificial Intelligence

Giroux et al. (2022)

Artificial Intelligence and Declined Guilt: Retailing Morality Comparison Between
Human and Al

Journal of Business Ethics

@ Springer
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Table IV.4 (continued)

Authors (Year) Title

Outlet

Holford (2022)
Airline Pilots: Dissonance or Meaningful Control?

Hong et al. (2020) Sexist Al: An Experiment Integrating CASA and ELM

Ibanez and Olmeda
(2022)
Lebovitz et al. (2021)

and Principles? An Exploratory Study

Based on Experts’ Know-What

La Fors et al. (2019)
and Application-Based Approaches

Liu et al. (2021)
Martin (2019)
Ratoff (2021)

Ethical Implications and Accountability of Algorithms

Problem?

Rhim et al. (2020)
cultural Comparison of Korea and Canada

Shank and Gott Exposed by Als! People Personally Witness Artificial Intelligence Exposing Personal
(2020) Information and Exposing People to Undesirable Content

Telkamp and Ander-  The Implications of Diverse Human Moral Foundations for Assessing the Ethicality of
son (2022) Artificial Intelligence

Vamplew et al. (2018)
Wang et al. (2020)

Wau et al. (2020)

Yokoi et al. (2021)
Influence of Perceived Care and Value Similarity

Zhang et al. (2021)
Al

An Ethical Inquiry of the Effect of Cockpit Automation on the Responsibilities of

Operationalising Al Ethics: How Are Companies Bridging the Gap between Practice
Is Al Ground Truth Really True? The Dangers of Training and Evaluating Al Tools
Reassessing Values for Emerging Big Data Technologies: Integrating Design-Based
Do Digital Platforms Reduce Moral Hazard? The Case of Uber and Taxis

Can the Predictive Processing Model of the Mind Ameliorate the Value-alignment

Human Moral Reasoning Types in Autonomous Vehicle Moral Dilemma: A Cross-

Human-aligned Artificial Intelligence is a Multiobjective Problem
Toward an Understanding of Responsible Artificial Intelligence Practices

FairPlay: Detecting and Deterring Online Customer Misbehavior
Artificial Intelligence Is Trusted Less than a Doctor in Medical Treatment Decisions:

Artificial Intelligence and Moral Dilemmas: Perception of Ethical Decision-Making in

Journal of Business Ethics

International Journal of
Human-Computer Interaction

Al & Society
MIS Quarterly

Ethics and Information
Technology

Management Science
Journal of Business Ethics
Ethics and Information
Technology

Computers in Human
Behavior

International Journal of
Human-Computer Interaction
Journal of Business Ethics

Ethics and Information
Technology

Hawaii International Confer-
ence on System Sciences
Information System Research
International Journal of
Human-Computer Interaction

Journal of Experimental
Social Psychology

Total: 26 articles

AppendixV

Table V.1 provides a snapshot of the coding scheme.

Table V.5 Snapshot of coding

Example

Code Coding Rule

Relational Relational ontology posits that entities do not have intrinsic

ontology properties independent of their relations with other entities. In

(deductive the context of human-Al interaction, relational ontology suggests

code) that the nature and behavior of both humans and Al systems are
shaped by their dynamics and that their roles are co-constructed
through the sociomaterial entanglement.

Substantial Substantial ontology posits that entities have an independent and

ontology intrinsic existence that is characterized by stable properties. In the

(deductive context of human-Al interaction, substantial ontology would treat Al

code) technologies and humans as distinct entities with inherent characteris-
tics and attributes that do not change based on their interactions.

Top-down Top-down approaches refer to the top-down establishment of col-

approach lective ethical standards and norms accounting for several layers

(inductive of Al governance guidelines, policies, and laws.

code)

Bottom-up Bottom-up approaches refer to the bottom-up integration of soci-

approach etal values accounting for diverse moral communities and their

(inductive perceptions on how to use Al ethically.

code)

“In fact, intelligent software agents are capable of inde-
pendent action rather than

merely following instructions. They further exhibit high
levels of mobility, intelligence, and autonomy according
to which their actions are not always completely
anticipated, intended, or known by their users.” (Dahiyat,
2021, p. 60)

“Even though people are now relying more on the deci-
sions made by Al it does not mean that the decisions get
accepted unconditionally.” (Hong et al., 2020, p. 7)

“..., Al ethics multi-disciplinary advisory board can be
established to provide advice

and guidance to the Board of Directors.” (Wang et al.,
2020, p. 4968)

“Consequently, a participatory data-centric approach to
Al Ethics by Design can engage domain experts during
the system design process and, furthermore, help raise
organizational awareness of the challenges related to data-
driven knowledge generation.” (Gerdes, 2022, p. 770)

@ Springer
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